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The Information Security Education and Awareness (ISEA) Phase II project was 
launched by the Ministry of Electronics & Information Technology (MeitY) under 

Government of India with an objective of creating research manpower to undertake 
basic/fundamental research, training of government personnel and creation of 
mass information security awareness towards academic, general and government 
users. C-DAC Hyderabad has been coordinating and implementing the entire Project 
ISEA Phase II as program management unit and also function as an apex body 
for Information Security awareness creation across the country.  As part of these 
initiatives it was essential to bring out the various developments and challenges 
in the area of Information Security (IS) and also various activities being carried out under the programme 
through an Annual in-house Magazine. 

The magazine ‘INFOSEC Depot 2019‘presents featured articles from academicians, researchers and domain 
experts across the country. These articles are focused on the emerging trends and indigenous research 
in the area of information security. This magazine enlightens the readers with issues and challenges with 
respect to privacy and security of your data and also on the use of new technologies and techniques to 
ensure safe social media use. It also acts as a forum to connect the users and the developer community 
to provide an in-depth understanding of the security approaches and practices for secure implementation 
of software applications. The magazine also briefs about the measures to be taken in securing critical 
infrastructure. In addition, the magazine also provides a window to the readers to get the thoughts and 
views of featured personalities, the visionaries and the domain experts who proved their mettle in the 
information security domain over the time and also the Information Security trends.  

We hope that this Annual magazine would be treasured by all infosec enthusiasts. It would be our heartiest 
pleasure to receive contributions for INFOSEC Depot for the forthcoming editions of the magazine.
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Mission & Vision
The Magazine aims to bring out the various developments in the area of Information Security (IS) and provide a professional 
platform for sharing knowledge among researchers, professionals, developers, academicians, students, government and 
general users from Information Security domain.

Statement of Purpose
The magazine strives to achieve the vision by featuring articles in emerging concepts and trends in Information Security, 
technological challenges, technology trends, cyber threat perception and analysis, security practices, approaches in software 
development and implementation, solutions, trend analysis etc., This would kindle and nurture research interest among the 
readers to take up R&D initiatives in the core areas of Information Security.

This magazine has been brought to you as a result of collaborative efforts of Centre for Development of Advanced Comput-
ing (C-DAC) along with the implementing agencies under the aegis of the Information Security Education Awareness (ISEA) 
Project Phase – II,  with an objective of capacity building in the area of Information Security, training of Government personnel 
and creation of mass Information Security awareness through direct and indirect mode, initiated by the Ministry of Electronics 
& Information Technology (MeitY), Government of India.

About Us
C-DAC Hyderabad is a knowledge centre with the components of knowledge creation, dissemination, and application to grow 
in the areas of research and development, training and business respectively. The R&D areas of the centres are e-security, em-
bedded systems, ubiquitous computing, e-learning and ICT for Development. The centre has developed a number of products 
and solutions, such as MKavach,  USB Pratirodh, Application & Device Control, Application Whitelisting Software, WebSAFE, 
MeghSikshak, e-Savya, CET Automation Tool, Quality Assurance Analytics tool etc., over a period of time. The centre has es-
tablished a number of labs in cutting edge technologies like e-Suraksha Concept Lab, Block Chain, Malware Resource Centre, 
Web Application Security Lab, Ubiquitous Research Centre, Walk-in Learning Technology Laboratory, etc., and offering Infor-
mation Security Services like Security Auditing, Vulnerability assessment, Penetration Testing, Consultancy etc., 

P R E F A C E

INFOSEC DEPOT - 2019

This is a great moment of pleasure for the INFOSEC Depot – 2019 team to come up with this magazine. The mon-
umental task that has been carried out in editing, composing and publishing this magazine would not have been 
possible without the proactive help from the members of C-DAC and other organisations.

We sincerely thank Ministry of Electronics and Information Technology (MeitY), Government of India, for their con-
tinuous support and encouragement for the various Information Security Aw           areness events and activities. We 
take this opportunity to thank Director General (DG), C-DAC, Advisory & Technical Committee for INFOSEC Depot 
- 2019, and a special mention to ICERT (Indian Computer Emergency Response Team) for their contribution and for 
extending support for the magazine, in the form of Virus Alerts and other technical inputs.

The technical articles of the magazine are written by the eminent writers, who have wide experience in the areas 
of academics, industry, R&D and the Government. The enthusiasm shown by the scientists, technologists, industry 
and government shows the amount of interest generated and points to a bright future of Information Security and 
Awareness in India. 

We express our sincere thanks to the authors and reviewers for their efforts in finalizing the technical papers and 
articles.

This magazine is a result of dedicated teamwork, planned and carried out under the able guidance of Shri E. Magesh, 
Director, C-DAC Hyderabad. This makes us confident in carrying out more challenging responsibilities in future as a 
successful team. We sincerely thank the administration and the finance department at C-DAC, who has been con-
tributing directly and indirectly for making the INFOSEC Depot-2019 a grand success.
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During the early 80s and 90s, India marked 
its space in global IT industry by outsourcing 
software and software services. India’s 
software services and exports were rising 
rapidly leading to a boom in the IT sector 
of India. Indian IT industry has grown many 
folds since 1980s and is considered as 
one of the fastest growing sectors in the 
last decade.  The spread in the use of ICT 
technologies; and IT industry as a whole has 
contributed in improving the productivity 
and competencies, and growth of every 
sector of our economy, be it public sector 
or private sector or e- Governance. This 
period has also witnessed a phenomenal 
growth in internet penetration, proliferation 
of smart phones and emergence of digital 
payment ecosystem, widespread use of ICT 
for various social economic activities etc.

In this scenario, identifying the importance  
of cyber security to secure each and every 
individual and the country as a whole. 
Government of India, has initiated several 
measures to ensure security in cyber space. 
Some measures taken by Government 
for securing the cyber space are shown in 
Figure (1).  

Ministry of Electronics and Information 
Technology (MeitY) took many measures 
towards strengthening the cyber ecosystem 
of the country by promoting research and 
development in the area of cyber security 
to develop indigenous capabilities in order 
to reduce the dependency on imported 
technologies and equipment. One such 
initiative was the project named Information 
Security Education and Awareness (ISEA) 
phase I approved in the year 2005. The 
main thrust of the project was to generate 
qualified and skilled human resource 
through launching education, training and 
awareness programmes. 

The ISEA Project Phase I was initiated 
in 2005 and was completed in 2014. 
Phase I of ISEA have brought together 
Premier academic institutions across the 
country and was grouped as Resource 
centers (RCs), Participating Institutions 
(PIs) and Implementing Agencies (IA) for 
achieving the objectives of the project. 
Several long term and short term courses 

were launched to achieve the objective 
of skilled human resource in the area of 
information security. C-DAC Hyderabad in 
coordination with RCs and PIs successfully 
implemented Awareness programme 
on Information Security Issues. Various 
training programmes were organized for 
central & state government officers as part 
of implementing the objective of Training of 
Government officers through the identified 
six implementing agencies. 10 modules 
of learning material was developed and 
made available for conducting training 
programmes. As Phase I was nearing 
completion, cyber space of India had 
evolved to a more complex environment 
consisting of increased number of people, 
software and services, supported by 
worldwide distribution of ICT devices and 
networks. This resulted in increase of 
Information security challenges in terms of 
technical complexities, magnitude and its 
spread. This highlighted the need of coming 
up with ISEA Phase II to address the new 
and complex challenges that emerged 
during the period.

The growth of Indian IT 
industry has led to widespread

 use of ICT technologies 
across the country

Cyber threats have escalated
in terms of complexity, 

severity and impact

Government took various 
measures to secure 

the continuously 
evolving cyber space

Under ISEA Project Phase - I 
(2005 - 2014), more than 

44000 students 
trained in various long term 

and short term courses 

More than 600 awareness workshops 
were organized across the country

These workshops benefitted around 
18,500 teachers, parents etc., and 
approximately 50,000 school and 

college students

Indulge with ISEA

Figure(1)
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The learning/experiences gained during 
the implementation of Phase I of the 
project include the following:
• In view of including new emerging 

technologies to cope up with ever-
changing face of cyber threats a need 
for continuous syllabus revision was 
considered as a mandate.

• A need was found for a proper 
institutional mechanism for easier 
implementation to support PhD 
candidates.

• Innovative steps are required in 
addition to extensive use of technology 
to overcome the shortage of faculty.

• Short term modular courses and 
Faculty training programs have to be 
initiated extensively across the country 
in view of creating a pool of experts in 
the field of Information security.

• The lab infrastructure developed in 
Phase I through 39 institutions (RCs 
and PIs) required upgradation.

• There is a need to put in a proper funding 
mechanism to encourage faculty in 
learning material development.

• With respect to Government Official 
Training there is a requirement to bring 
in coordinated efforts to cover all the 
Central as well as State employees 
through a proper institutional 
mechanism. 

• For implementing mass awareness 
there is a need to scale up the 
programme to cover all schools - 
Students, Teachers and Parents, 
College students, SME Sector, Non-IT 
Sector, General public at large, Cyber 
cafes, NGOs, etc.

In the light of the growing importance of 
Information Security and in order to fulfill 
the emerging requirements of qualified 
manpower in the area of information 
security and the need to develop indigenous 
capabilities in line with key learning’s from 
the implementation of Phase I of ISEA, 
Ministry of Electronics and Information 
Technology (MeitY) approved Information 
Security Education and Awareness (ISEA) 
phase II in April 2014 with an outlay of Rs. 
96.08 crore which was further revised as 
97.54 crore. The Phase II of ISEA project 
laid special emphasis on generation of core 
research manpower in information security 
by setting up thematic research labs to 
undertake research in identified thematic 
areas and also to undertake development 
of skilled manpower. In view attaining the 
larger objective of capacity building formal, 
non formal courses, certification scheme, 
etc., were implemented through Resource 
Centers (RC) and Participating Institutes 
(PI).  Considering the ever changing 
security challenges faced in cyber space 
the training of Government Personnel and 
the Awareness programme was further 
expanded in terms of activities and its 

spread to cover various segments of the 
population in an all inclusive fashion.

The vibrant ISEA community formed during 
phase I was further enhanced to achieve the 
goals set for the project. In these institutions 
information security lab infrastructure was 
created and upgraded to foster Research 
and Development in the area of information 
security and support in building indigenous 
solutions and products. These institutions 
undertook human resource development 
at various levels in the area of information 
security and also in creating mass 
awareness about the challenges faced 
in cyber space.  This led to the formation 
of Information Security Research and 
Development Centers (ISRDC) (4) and 
Resource Centers (RCs) (7), Participating 
Institutes (PIs) (41) where the entire 
Academic and the Research Institutions 
involved in Phase I and few more added 
to the existing was grouped based on their 
earlier performance and potential.

An Institutional Mechanism for 
implementing the Phase II of ISEA was 
put in place with a focusing structure 
consisting of National Apex Committee 
under the Chairmanship of Secretary, 
MeitY. A Project Review and Steering 
Group (PRSG) under the chairmanship of 
the Group Coordinator concerned, MeitY 
would look after the overall implementation 
framework, continuously supervise the 
implementation and also periodically 
monitor the progress of the programme. 
Under the aegis of Project Review and 
Steering Group (PRSG), the following 
three sub-committees in the form of expert 
committees were setup: a) Academic and 
Research Advisory Committee , Chaired by 
Prof. N Balakrishnan, Honorary Professor 
IISC Bangalore, b) Action Group for 
Awareness & Coordination Committe for 
Government Official Training chaired by 
HoD (HRD), MeitY.

The ISRDCs (4) identified are IISc. Bangalore, 
Indian Institute of Technology, Guwahati, 
Indian Institute of Technology, Madras, 
Indian Institute of Technology (IIT) Bombay 
& Tata Institute of Fundamental Research 

(TIFR) Mumbai jointly. The RCs  (7) identified 
are Indian Institute of Technology, Roorkee, 
Indian Institute of Technology, Kharagpur, 
Malaviya National Institute of Technology, 
Jaipur, National Institute of Technology, 
Rourkela, Sardar Vallabhai National Institute 
of Technology, Surat, National Institute of 
Technology, Suratkal, National Institute of 
Technology, Warangal, The Participating 
Institutes (PIs) are categorized as Category 
I, II and III. Under Category I PIs include NITs 
(10), IIITs (5), CoEs (2), and Government 
Engineering Colleges (7). Under Category II 
(PIs) includes C-DAC and NIELET centres. 
Under Category III (Special Category) PIs 
includes five Technical Universities of 
Gujarat, Madhya Pradesh, Telangana, Tamil 
Nadu and West Bengal.

For implementing Phase II in a structured 
manner at a large scale and in an integrated 
fashion these 52 implementing institutions 
are grouped based on geographical 
proximity into seven clusters headed by the 
ISRDC’s. Each cluster has Resource centers 
(RC) and the Participating Institutes (PIs). 
RCs have to mentor the PIs associated with 
them in their cluster. 6 PIs are attached to a 
RCs taking into account of the geographic 
proximity and Research orientation. This 

Information Security domain has been 
constantly evolving to meet the ever 

increasing threats and challenges

ISEA Project phase II was 
conceptualized while phase I was 

nearing completion

A vibrant ISEA community formed 
in Phase I was further enhanced in 

Phase II

Cluster I 
NIT Suratkal (RC)
IITM Kerala
College of Engineering Goa
C-DAC, Bangalore
NIELIT Calicut
C-DAC, Tiruvananthapuram
RGPV Bhopal

Cluster III
IIT Kharagpur (RC)
NIT Raipur
IIIT Bhubaneswar
Tezpur University
Andhra University
NIELIT Agartala
WBUT Kolkata 

Cluster V
MNIT Jaipur (RC)
ABV IIIT&M Gwalior
NIT Srinagar
NIT Jalandhar
IIIT, Delhi
IGDTUW  Delhi
NIELIT, Srinagar / Jammu
Delhi Technical University

Cluster VII
SVNIT Surat (RC)
College of Engineering Pune
VNIT Nagpur
MANIT Bhopal
NIELIT Aurangabad
GTU, Gujarat

Cluster VI
NIT Warangal (RC)
Pondicherry Engineering College
IIIT Hyderabad
C-DAC, Hyderabad
NIELIT Chennai
CoE, Guindy, Anna University

Cluster IV
NIT Rourkela (RC)
NIT Patna
ISM Dhanbad
NIT Durgapur
CDAC Kolkata
JNTU Hyderabad

Cluster II 
IIT Rourkee (RC)
MNNIT Allahabad
NIT Hamirpur
NIT Kurukshetra
C-DAC, Noida
C-DAC Mohali
NIELIT Gorakhpur

Figure(2)
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clustering facilitated better communication 
between the institutes. These clusters 
can take up joint research projects on 
commonly identified research topics and 
can also associate with industries for the 
same. Any Institute can tie up with any of 
RCs and ISRDCs which would like to work 
under same thematic area irrespective of 
the cluster which they belong to. The above 
figure depicts the seven clusters and their 
geographical placement.

Since the implementation of program is 
spread over the country and also involving 
interaction and coordination with more 
than 55 institutions on a continuous 
basis it was essential to create a suitable 
Programme Management Unit. C-DAC 
Hyderabad was assigned the responsibility 
of implementing Program Management 
Unit (PMU). Program Management Unit 
facilitates the infrastructure, logistics, 
co-ordination support for implementing 
this project. A centralized website is 
developed for managing PMU activities 
by C-DAC Hyderabad. A central repository 
is managed for all the courses designed, 
course material/LM, etc. developed under 
the program. PMU also facilitates a suitable 
MIS about the trained human resources

ISRDCs, RCs, PIs & IA together have a 
major role to play in attaining the objectives 
set for the project. The succeeding 
sections will describe about the role 
played by ISRDCs RCs and PIs, the various 
activities organized & conducted and their 
contributions in terms of deliverables as 
of now. (1) Various measures taken for 
addressing human resource requirement 
of the country (2) Contributions through 
formal courses, non-formal courses, short 
term courses and faculty development 
programs (3) Achievements and Activities 
organized for Training of Government 
Officials (4) Achievements and Activities 
Organized for Creating of mass Awareness 
on Information Security through Awareness 

programs and Awareness activities. Each 
of these components has extensively 
contributed towards achieving the goal set 
for the Project.

Information Security Research and 
Development Centers (ISRDC)
For Promotion of Research & Development 
the ISRDCs across the country were 
equipped with state-of-the-art infrastructure 
aiding in promoting basic and applied 
research with development of building 
indigenous capabilities and technologies 
in the area of Information Security, which 
would reduce dependence on imported 
technologies and equipment. ISRDCs are 
actively mentoring the Resource Centre (s) 
and Participating Institutes of ISEA phase-II 
in terms of monitoring the activities, guiding 
research and training the faculty. The 
ISRDCs were given the freedom to identify 
the relevant thematic areas for R&D. Each 
ISRDC’s have identified a thematic area 
to conduct research. To carry out basic 
and advanced research, major and minor 
research areas in the identified thematic 
area were defined by ISRDC’s. The details 
are shown in Table (1)

The labs for the thematic areas of research 
identified by ISRDCs have been set up 
and upgraded accordingly. Research in 
these identified domains has led to new 
mathematical/ theoretical structures that 
exist in perpetuity. Post-doctoral fellowship 
is introduced under the category of formal 
courses through ISRDCs. This has led to 
continuous updation of professional who 
are already engaged in research activities.

MS by Research in the field of Information 
security was introduced in coordination 
with ISRDCs and RCs to cope with the 
increased demand of skilled man power in 
the field of Information Security.

Faculty/students are active in paper 
publications in journal and conferences 
and participation in various security related 
competitions. IIT Madras has reported 
product-based research carried out around 
secure system engineering and developed 
low cost prototype of secured tablet 
development platform. IIT Bombay reported 
a patent registered in USA around which 
several works are going on.  IIT Madras 
launched user oriented M.Tech (interactive 
e learning mode) for professionals and 
offered 4 courses through MOOCs. IIT 
Bombay offered a GIAN course on grid 
security. ISRDCs have conducted various 
Faculty training programs and short-term 
courses. Summary of Contributions done 
towards Capacity building through various 
courses by ISRDCs is shown in Figure (3).

C-DAC Hyderabad is designated as 
program management unit for ISEA 

Project Phase II

ISEA Project Phase II facilitates to 
build R & D culture, creativity 

& innovation among the students at 
Graduate / Post graduate level

ISEA Project provided an opportunity 
for the affiliated engineering 

colleges to have access/exposure to 
the research undergoing in 

the ISRDC’s and RC’s

MS by Research in the field of 
Information Security was introduced 

to cope with increased demand of 
skilled manpower

Around 179 paper publications 
have been reported by faculty/ 

students of ISRDC’s

Information Security Research 
and Development Centers 

(ISRDCs) (4) Resource 
Centers (RCs) (7), and Participating 

Institutes (PIs) (41) aims at 
generation of core Research 

manpower and solutions

Table 1

ISRDC’s IISc. Bangalore Indian Institute 
of Technology, 
Guwahati

Indian Institute of 
Technology, Madras

Indian Institute of Technology 
(IIT) Bombay & Tata Institute of 
Fundamental Research (TIFR) 
Mumbai

Main 
thematic 
Area

Cryptography
(Efficient distrib-
uted cryptography, 
Information theoretic 
approach to secret 
sharing in multi- party 
environment, botnet 
detection, complex 
and social networks 
are identified as major 
research areas)

IoT security
(security issues in 
Internet of Anything)

Secure System 
Engineering :
Secure Architecture, 
Secure OSs, 
Secure Networks, 
Secure tablets

System Security :
Secure by Design OS 
Languages
Models

Minor 
research 
areas

Malware Analysis, 
Monitoring Surveil-
lance, VA/PT and 
Fuzzing

Security issues in 
software define 
networks and its 
applications, formal 
models and veri-
fication of secure 
systems

Power aware crypto 
system designs, 
Formal verification of 
secure systems

Hardware security, Hardware 
firewalls, SDN, cache Attacks, 
SCAD, security of protocols –
Design and verification, crypto 
currency

Figure (3) : Contributions done towards Capacity building 
through various courses by ISRDCs
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Resource Centers
The Resource centers have identified the-
matic areas of research and have set-up/
upgraded the lab accordingly.  To achieve 
the objective of capacitive building through 
academic institutions it was proposed to 
scale up formal & non-formal courses and 
faculty updation programs in the area of 
Information Security at various levels. This 
mainly include B.Tech., M.Tech., Doctor-
al/Post-Doctoral,Short-Term Specialized/
Modular Courses, etc. The faculty of the 
identified Resource centers has to actively 
involve in carrying out R& D, academic ac-
tivities and also be in constant interaction & 
cooperation with the four ISRDC’s. The each 
RC mentoring upto six PIs attached to them 
in the form of cluster. RCs are constantly 
interacting with PIs and organizing faculty 
training programs for the faculty’s of PIs 
and also mentor PIs to conduct B.Tech and 
M.Tech courses, short term courses etc.

Faculty/students of RCs are active in paper 
publications in Journal/Conferences and 
participation in various security related 
competitions. Select RCs (5 out of 7 RCs) 
are offering specialized program – M. 
Tech CS with IS. RCs are also retrofitting 
information security related subjects at 
M. Tech/B. Tech level and also conducted 
Faculty training programs and short-
term courses.  2 RCs are offering MOOCs 
courses whereas 2 RCs are offering GIAN 
courses. Some of the RCs have developed 
collaborations and mentoring attached/
other PIs. MNIT Jaipur has been mentoring 
faculty of various institutions around the 
region besides several interns. Summary 
of Contributions done towards Capacity 
building through various courses by RCs is 
shown in Figure (4).

Participating Institutes (PIs)
Participating Institutes have been grouped 
into three categories. The first category 
PIs covering 23 PIs has been introducing 
information security curriculum at 
B.Tech and M.Tech levels. Some of them 
are launching new course in M.Tech 
information security. The second category 
of 12 PIs from CDAC and NIELET centres is 
offering out 6-month / I yr PG diploma and 
short-term courses.   They are also involved 
in Government official training. The third 
category i.e. five technical universities in 
State / UTs as PIs was included to broaden 
the reach of ISEA Project Phase II to a large 
category of students who have enrolled 
through various affiliated colleges of these 
universities. The PIs has to conduct faculty 
development training programs for their 
affiliated engineering colleges and other 
colleges in their region. These colleges 
can in turn introduce information security 
curriculum in their B.tech and M.tech 
courses.

The Participating Institutes(s) under 
Category I has successfully introduced 

M.Tech in IS and Mtech in CS –IS. In addition 
some of the PIs are  Retrofitting Information 
security related subjects at M.Tech / B.Tech 
level. Most of the PIs are collaborating with 
ISRDCs /RCs and IITs are undertaking joint 
research projects with RCs on thematic 
research areas. Faculty/students of PIs 
are active in paper publications in Journal/
Conferences and participating in various 
security related competitions. All the three 
category PIs are involved in development 
of courses, learning material etc., They are 
also involved in conducting faculty training 
programs short term courses in emerging/
niche areas. In addition the PIs from 
NIELIT and CDAC centres have launched 
non-formal courses, short-term courses, 
certification scheme, etc for working 
professionals. Participating Institutes have 
reported 326 paper publications. Summary 
of Contributions done towards Capacity 
building through various courses by PIs is 
shown in the below Figure (5)

Formal courses
Formal courses include, M.Tech. /M.E. 
/M.S., B.Tech/B.E., Post Graduate Diploma 
courses, faculty training, modular/
short term knowledge oriented courses 
etc. Information security Curriculum is 
introduced at B.Tech and M.Tech Levels 
through the participating institutes and 
technical universities involved in ISEA 
Phase II. This would yield large no. of B 
Tech / M Tech students and faculty trained 
in Information Security area. As part of 
introduction of Information Security to 
the curriculum a model career-oriented 
course structure / syllabus is designed 
and this course structure is adopted by 
various technical universities by now. A 
subcommittee of Academic and Research 
Advisory Committee (ARAC) was set up 
chaired by Prof N Balakrishnan. The scope 
of draft structure/syllabi revision includes 
both, formal and non-formal courses such 
as MS by Research/ M. Tech by Research, 
specialized M. Tech programs viz. M. Tech 
(IS) & M. Tech (CS with IS), Retrofitting of 
Information Security courses at M. Tech/B. 
Tech level and two diploma courses of 
CDAC & NIELIT. Summary of Contributions 
done towards Capacity building through 
formal courses is shown in above Figure(6)
The model course structure/syllabus 
is now a benchmark for various formal 

As of now 26 candidates are 
pursuing post doctoral fellowship at 

ISRDC’s and RC’s under ISEA Phase II.

So far 256 candidates 
are pursuing / completed at the 

ISRDC’s, RC’s and PIs
Figure (5)

Contributions done towards Capacity building through 
various courses by PIs

Figure (4)
Contributions done towards Capacity building through various 

courses by RCs

RCs are also retrofitting Information 
Security related subjects 
at M.Tech/ B.Tech level

Selected RCs are offering 
specialized program 
– M.Tech CS with IS

152 paper publications have 
been reportedly published by 

faculty / students of RCs

Figure(6)
 Summary of  Achievements through  Formal Courses
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and non-formal courses that are offered 
under this project. The course structure 
has emphasized on fundamental 
subjects which focused on better career 
opportunities and also at par with the 
current needs of skill set requirement for 
cyber security professionals. As a result, the 
total number of courses suggested under 
these streams has increased to 55 from 
erstwhile 29 courses suggested in ISEA 
Phase I project. Each course is thoroughly 
reviewed by experts in the field of 
Information Security. Each institution is free 
to choose any combination of the courses 
from the streams depending upon their 
specializations and academic competence. 
Two deemed universities namely Kongu 
Engineering College and Gujarat Forensic 
Sciences University has adopted the course 
structure in their curriculum. A mid review 
committee with a panel of experts from the 
respective fields will be formed to review 
the course structure implementation at 
these universities and colleges.

Non-formal courses /Short term courses
Non-formal courses include modular/
short-term knowledge-cum-skill oriented 
courses etc. These Non-formal courses 
were targeting working professionals at 
all levels with flexible certificate programs. 
A certification scheme for working 
professionals was introduced in ISEA 
Phase II and is undertaken by 12 NIELIT 
and 12 CDAC centers. Short-term courses 
are run by ISRDCs, RCs and PIs. These 
short-term courses are based on emerging 
topics of interest to the industry/academia 
in view of updating the skills/competencies. 
Working professionals can update the 
skills/competencies through these short-
term courses. Similar programmes were 
offered by PIs and RCs depending on the 
requirement of the professionals.

FDP Programs
Each ISRDC’s are assigned to conduct 
Advanced Faculty Training Programs in 
line with their thematic research area 
for the benefit of RCs and PIs. These 

training programs are of short duration 
and would be aimed at the faculty of RCs 
and PIs. Each cluster could identify and 
nurture a pool of experts from academic 
institution, industries etc. ISRDCs and 
few RCs have conducted various faculty 
training programs and short-term courses. 
Summary of manpower developed through 
various courses is shown in Figure (7).

Other Academic related Activities 
(Conference/ Bilateral cooperation)
1st ASIA ISEA International Conferencewas 
conducted at SVNIT, Surat from 29th 
January to 1st February 2017. The 
conference was technically sponsored 
by IEEE. In addition to that Two Bi-lateral 
cooperation workshopswere organized. 
The conferences wereon “Privacy 
enhanced location-based services by 
Prof. Ramakrishna Thurimella, University 
of Denver, Colorado, USA at SVNIT Surat  
and Cyber Security Awareness and Cyber 
Security Challenge Competition at MNIT, 
Jaipur by Prof. Ben Holland, Iowa State 
University, Iowa, USA. 2nd International 
Conference on Security and privacy was 
hosted by MNIT Jaipur from 9th January 
-13th January 2019. The next ISEA 
International conference will be organized 
at IIT Guwahati in Dec 2019.

Training for Government Personnel
Training of Government Official as part 
of ISEA Phase II has great relevance 
with respect to the threat landscape and 
the thrust of the government in digital 
Initiatives. There was a need to target 
the right kind of government officials to 
upgrade their skills and capabilities from 
both central/state governments, including 
Law Enforcement Agencies, Judiciary etc. 
and also technical persons who are working 
in the areas of operations and maintenance 
of Systems, Networking, Data center, Web 
based solutions, e-Security, etc. This led 
to massive requirement of (a) designing 
specific courses and preparation of domain 
specific course materials and (b) trainers/
master trainers for different target groups.

Government official Training in direct mode 
is mainly facilitated through: (1) Direct 
Training Programmes: basic program (2 
day), intermediate (3day) and advanced 
level (5 day) program(s) delivered by 13 

implementing agencies (12 centers of 
C-DAC & NIELET, ERNET); (2) Technology 
enhanced training for Government officials 
and (3) Training of Master Trainers: training 
of resource person from 16 implementing 
agencies participating under the project. 
Government official Training in Virtual 
mode is done through Multilingual course 
material / VTE and through launching 
e-Learning courses. NIELIT Gorakhpur was 
assigned the responsibility as National 
Resource (coordination) Centre for overall 
coordination of above components in 
Government official training, along with 
NIELIT Patna for smooth facilitation of the 
Government Official Training. To facilitate 
Technology Enhanced Learning (TEL) an 
e-learning portal is developed for imparting 
technology enhanced learning. ISEA GOT 
Portal (https://isea-got.in) developed for 
providing Technology Enhanced Learning.  
Besides this, Mobile App implemented for 
Online and Offline viewing of course content 
and integrated with ISEA GOT Portal.

Training of Master trainers
ISEA Project Phase II envisaged training 
120 Government officials as Master 
Trainer in view of emerging technologies 
and exponentially evolving landscape 
of information security.  The training 
requirements of the 06 (six) implementing 
organizations CERT-IN, NIC, STQC, CDAC, 
NIELIT and ERNET was identified and 
training programmes of leading Universities 
/ Institutes were reviewed.  The Trained 
Master trainers would be the resource 
persons for further generating trainers in 
both the implementing organizations and 
also other government offices.  Specific 
topics for training covering fundamentals 
of information security, cryptography, 
incident handling, forensics, networks, etc. 
and advance topics covering emerging 
technologies like artificial intelligence 
/ machine learning based on cyber 
security finalised in consultation with IISc. 
Bangalore, IIT Guwahati, CERT-IN, CDAC etc. 
The training has been segregated into basic 
level (for officers with two year experience), 
advanced level (for officers with five year 

So far 26,208 students have been 
trained / undergoing training in formal 

courses like M.Tech / M.E. / M.S., 
B.Tech / B.E., at ISRDCs, RCs and PIs

At Post graduate level i.e. the new 
M.Tech in IS and M.Tech (CS with IS) 
1211 students trained or undergoing 

training at RCs and PIs

ISRDCs, RCs, and PIs together 
have reported more than
600 paper publications

As part of ISEA Project Phase II, 1870 
candidates have been trained under 

non-formal courses.

Short term modular courses have 
achieved a target of 9991 candidates 

through 46 participating Institutes 
including ISRDCs, RCs and PIs.

So far 1399 faculty have participated 
in faculty development programs - 

basic & advanced level

Figure(7)
Manpower developed during ISEA Phase II
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experience) and expert level (for officers 
with 10 years experience).  Carneigie 
Mellon University (CMU) Pittsburg, USA was 
recommended by the committee to offer all 
the three level courses for training master 
trainers under ISEA Project Phase II.

Information Security Awareness
In ISEA Project Phase II the awareness 
activities were scaled up by expanding it 
multifold through awareness campaign, 
workshops, and other activities by using 
e-learning/print & electronic media, etc., to 
cover various segments of the population in 
an all-inclusive fashion.  The facilitation and 
implementation of Awareness programs 
is undertaken by C-DAC Hyderabad in 
coordination and association with ISRDCs, 
RCs and PIs. The entire Awareness 
campaign is partitioned into Awareness 
Programme and Awareness Activities. 
Awareness programs include design and 
development of multilingual awareness 
content and awareness workshops for 
academic, government and general users. 
Awareness activities include awareness for 
CBSE/NCERT and state level educational 
institutes, train the teachers-Master trainer 
programs, cyber security awareness weeks, 
development of multi lingual websites, 
Awareness Campaigns through Print and 
Electronic Media, Setting up of Toll-free 
Technical Support Centre, Awareness 
through Quarterly newsletter and Annual 
Magazine for all academic and Government. 

Awareness Programme
Design & Development of Multilingual 
Awareness content
As part of design and development of  
awareness content : user specific basic/ 
advance content for general awareness, 
evaluation / updation of existing content, 
design/development of ten basic & 
advanced level courseware are developed. 
Regular updation for the existing content 
is being taken care. This Resource material 
developed & updated is used by the PIs 
for imparting awareness at workshop / 
programme for various target user group. 

Awareness workshops
Awareness workshops are targeted for 
Academic users, Government users and 
General users. Academic users include 
school children/teachers, college students/
faculty. Awareness programs are organized 
as half day workshops across the country 
for Academic users, Government users and 
General Users. The Awareness workshop 
has turned out to be very successful in 
terms of its coverage and impact to the 
various stake holder of ISEA Phase II.  The 
number of workshops conducted and the 
coverage of workshops for various category 
of users is depicted in Figure (8), Figure(9).

Awareness Activities
Awareness for CBSE/NCERT & State level 
educational Institutes:
CBSE has recommended and placed the 

ISEA weblink in the website of all schools 
in India for creating awareness among 
students, teachers and parents. Draft cyber 
security curriculum for 3rd standard to 12th 
standard for schools has been prepared and 
submitted to CBSE/NCERT for adoption.  
NCERT /CIET have accepted the syllabus 
suggested by CDAC for adoption/inclusion 
into existing ICT curriculum of schools. 
Central institute  NCERT provided ISEA and 
CDAC logo @ www.ictcurriculam.in Also 
multimedia Awareness content created 
under ISEA phase II is being uploaded 
into MHRD‘s National Repository of Open 
Educational Resources website 
www.nroer.gov.in.

Train the Teachers as Master Trainers
A five-day training program (3-day onsite 
training +2 days virtual training) has been 
designed and developed for training of 
Teachers as Master Trainers. Three-day 
onsite training was designed with12 Modules 
and with lot of interactive activities. As part 
of the Master Trainers Training program 
and Teachers were asked to prepare a 
detailed awareness presentation(s) / 
concept drawing which inculcate creativity 
to the Teachers presentations and helps 
to get more clarity on the concept. So, 
that the teachers can equip their skill set 
and deliver the topics confidently. It was 
observed that the teachers were involved 
in the activity and learned new dimensions 
of presentation skills in an explicit manner. 
Teachers are also focused on the ill 
effects of the Internet addiction and they 
have come up with solutions like MAP 
(Monitoring, Awareness and Prevention). 

India with a large base of Internet 
users is one of the major targets for 

cyber criminals

Awareness campaign 
is partitioned into Awareness 

programme and 
Awareness Activities

The facilitation and implementation 
of Awareness programs through 

the above mentioned components 
is undertaken by C-DAC Hyderabad 

in coordination with ISRDCs, 
RCs and PIs

ISEA Project Phase II 
envisaged to train more than 
13,000 Government officials

(State & central) across 
the country

GOT is caried out through 
direct training programs 

(2/3/5 days duration), 
Technology enhanced 
learning (e-learning) 

and Master trainers program

More than 6000 officials from 
Central / State Government 
departments were trained 

Around 1245 Government 
officials trained in technology 

enhanced learning

ISEA GOT portal 
(https://isea-got.in) 

developed for providing 
TEL-Technology 

Enhanced Learning

Figure(9)
Awareness workshops Conducted

Figure(8)
Coverage of Various Workshops 

conducted for Various category of users 

NCERT/CIET has 
accepted the syllabus suggested 

by C-DAC for adoption/inclusion into 
existing ICT curriculum of schools

Three-day onsite training was 
designed with lot of 
interactive activities
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With result of these master trainer training 
programs, trained teachers already started 
conducting the awareness workshops for 
Co-Teachers, Students and Parents. Most 
of the Master Trainers training programs 
are organized by the Participating institutes 
like Gujarat Technological University - 
Ahmedabad, NIT- Raipur, NIELIT, Patna and 
C-DAC Centre’s of Kolkata, Noida & Mohali. 
So far, 24 programs for training of teachers 
as Master Trainers have been conducted 
covering 1418 teachers. Also, e learning 
portal is enabled for trained teachers.

Cyber Security Awareness Weeks
Cyber Awareness weeks across the country 
were organized along with the respective 
state police department in coordination with 
ISEA Team at C-DAC Hyderabad.  Master 
Trainers Groups are created consisting 
of the Police personal, Teachers, NGOs/ 
CSR agencies, CSCs, and local youth at all 
levels, which are @ Village level, Mandal/ 
Block level, District level and State level. In 
coordination with police Department full day 
training is given to selected Master Trainers 
@ State level/ Regional/ District level by the 
identified experts from ISEA Team, C-DAC 
Hyderabad. ISEA along with cyber dost of 
MHA is implementing cyber Awareness 
program through Police to general public. 
All the resource material (Presentations. 
Videos, Posters, Broachers and Hand books) 
are shared with the police department at 
State level by ISEA Team, C-DAC, Hyderabad 
which is further translated to regional 
language and distributed through Police 
to the general Public during rallies road 
shows and workshops. So far, 8 Awareness 
Weeks have been organized in Cyberabad, 
Mangalore, Chennai, Himachal Pradesh, 
Salem, Coimbatore, Rachakonda in active 
collaboration with State/District Police.

Development of Multilingual Websites
The base of all awareness activities was 
creation of multilingual content which 
would be used by participating institutes 
for conducting awareness workshops. 
Multilingual content is designed & developed 
on various relevant topics on cyber security 
with a plan to cover the technical aspect as 
well as focus on end user level understanding 

for various stake holders. Once the topic is 
chosen, the possible threats and challenges 
related to the topic are segregated and the 
content is designed and developed with 
respect to an individual perspective or to an 
organizational requirement. Accordingly the 
developed content is designed in various 
multimedia formats like poster, brochure, 
minimal, videos, tips and web-pages to 
reach various stake holders. Each topic is 
technically analyzed for the type of attack 
like the web based attack, malware based 
attack, through human intervention, etc.., 
the content disseminated in various formats 
is distributed in both print and electronic 
media formats to various stake holders 
though workshops, cyber awareness weeks 
and multilingual website.  

A dedicated multilingual website for 
information security awareness, www.
infosecawareness.in has been developed 
with user friendly features at C-DAC 
Hyderabad. The stake holders are Children, 
Students, Women, Teachers, Family, 
System Admin, Police and Government 
employee. Currently content is available 
in 10 languages including English.The 
content available in website can be shared 
to various social media websites like 
facebook, Twitter and Whatsapp.  Content 
contribution is facilitated for the website 
viewers in all languages and in all pages of 
the portal. The contributed content will be 
published in the website after review. Daily 
tips on Information security awareness will 
be displayed as part of creating awareness.  
Content on Information security (54 Topics) 
has been developed and uploaded in the 
multilingual website. 

Awareness Campaigns through Print and 
Electronic Media
Awareness Campaigns are carried out 
in public interest through advertisement 
and specialized programs or sponsored 
programs in Doordarshan. 21 DD and 26 
All India Radio live phone in programs were 
conducted by experts on topics like Cyber 
Security, Secure Mobile Usage, Social Media 
Security and Online Gaming Security etc to 
spread awareness. So far 8 handbooks, 
52 posters, 31 brochures, 44 concept/tip 
videos, 63 Minimals, 22 news alerts have 
been designed / developed for creation of 
general awareness. 17 Newsletters were 
published on emerging areas of information 
security The multimedia achievements in 
phase II is shown in Figure(10).

Setting up of Toll-free Technical Support 
Centre
Support/Call Centre for Information 
Security Awareness is created for providing 
telephonic support with National Toll-
Free Number. A toll-free no. 1800 425 
6235 has been made operational with 

technical support on cyber security related 
concerns.10,454 calls were received till 
December 2018. Calls were received with 
query on various information security 
related issues like OTP messages received 
from shopping portals, bank frauds, cyber 
cell complaints, credit/debit card scams, 
privacy related issues, ATM frauds, job 
scams, support to report cybercrimes etc. 
Inclusion of Auto Answer and auto routing 
to Multilingual experts is under process.

Awareness through Quarterly newsletter 
and Annual Magazine for all academic and 
Government
Quarterly newsletter aims to regularly 
bring out the various developments in 
the area of Information Security (IS) and 
also various activities being carried out 
under the programme to the academic 
and government institutions. So far 18 
newsletters were published on emerging 
areas of information security. This Annual 
in-house Magazine covering the various 
aspects of Information Security is targeted 
towards academic and government 
institutions. All newsletters are widely 
circulated in both print as well as electronic 
format to could reach to around 23.37 lakh 
users across the country.

Online media campaigns through 30 most 
visited websites
ISEA tips, videos, posters, brochures devel-
oped are advertised through social media 
applications like facebook, twitter, you tube, 
WhatsApp account of ISEA, IRCTC website 
and also through www.infosecawaress.in 
Website is reaching 11.80 lakh users.

So far, 24 programs 
for training of teachers as Master 

Trainers have been conducted 
covering 1418 teachers  

Cyber Aware Rallies, Cyber Aware 
walk / Run, Road Shows are 

organized as part of the awareness 
week in the identified areas 
to create mass awareness

Figure (10)
Multimedia Achievements in ISEA Phase II

So far 8 handbooks, 52 posters, 
31 brochures, 44 concept/tip videos, 

63 Minimalistic posters, 
22 news alerts have been 

designed / developed for creation 
of general awareness

17 Newsletters were 
published on emerging areas of 

information security
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In conversation with the trend setters, the visionaries and the 
domain experts, who have proved their mettle in the Information 
Security domain with time. Let us have a concise roundup with 
our featured personalities, who would present their views over 

the Information Security trends. This would motivate the readers 
and enhance their knowledge and vision to take up InfoSec 
profession and handle challenges in an effective manner.
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In Conversation with 

a fabulous professor 

noteworthy administrator, 

a technical stalwart and a 

man with great vision.

Cyber criminals are more powerful and 
cautious but not all critical infrastructures 
are strong enough to resist a cyber attack. 
A cyber attack on critical infrastructure 
could be a preferred mode of attack in 
a future war. What are the measures 
taken by government to protect critical 
infrastructure like telecom ?

In India, Telecom is now a privatized sector 
with multitudes of operators. BSNL is the 
only state player in this field. This means 
that the Indian government has no control 
what security measures the operators take. 

All the government can do is release a set 
of guidelines on the minimum security 
practices an operator must follow to stay 
in operation. If an operator fails to meet the 
guidelines, their license should be withheld 
and operations ceased. Examples of 
guidelines are: calls and SMSes originating 
and terminating in India should never leave 
Indian borders, call tapping is illegal unless 
requested for by a warrant, etc. Given the 
poor enforcement of telecom security in 
India, I doubt if guidelines exist or existing 
guidelines are even followed.

Coming to Internet traffic, the Indian 
Government has installed stateful deep-
packet-inspection firewalls at places where 
undersea fibre cables leave the nation. 
They are used mostly to block illegal drug 
sales, block child pornography, prevent 
piracy of movies and prevent access to 
government-operated IP ranges from foreign 
nations. Some of the firewalls even absorb 

moderate amounts of denial of service 
attacks. Apart from that, it is difficult to grant 
government full responsibility. If government 
agencies are given full control of Internet 
traffic, the situation may end up like China, 
where the firewalls end up being used for 
censorship instead of blocking any real 
threats. Also granting full control means 
regular invocation of the Section 69 of the 
Information Technology Act of 2008, which 
will force private key disclosure or forceful 
decryption of all secure communications 
by law, thus making the premise of end-to-
end secrecy null and void. This will have 
an unintended side effect. Enemies of the 

YOU & ME

The Information Security Education & Awareness (ISEA) programme conceived by the 
Ministry of Electronics and Information Technology is a very timely, highly impactful 
and visionary programme.  Its impact has touched everyone- Citizen, Government, 
Corporates and Academia in their daily life.  With the exponential growth in the digital 
transactions there is a need to spread awareness in order to counter, contain and 
mitigate cybercrime, cyber frauds and attacks on the individual’s privacy and the nation’s 
digital and financial assets.  Fintech, which is an integral part of common man’s life, has 
become the biggest and easy target for criminals.

With the massive growth in the usage of social networks such as Facebook, Twitter, 
Whatsapp, etc. it has also become necessary for the users to realise about protecting their identity from being stolen, and also the ability 
to detect fake and terrorists related news as well as the ability to use these media responsibly.  It has also become necessary in today’s 
world to identify the misuse of the social media by others, avoid and shun them if needed.

On the national front, all our critical, financial as well as citizen-related information are available and accessible through the Internet.  It 
is an important role of the Government to protect these information infrastructures against attacks by adversaries who may range from 
script-kiddies to state actors. Internet has also been off-late used for terror related anti-national activities.  Protecting our cyber networks 
from being used against the nation is also one of the paramount duties of the Government.

ISEA Programme addresses the manpower needs of all of the above issues and brings together all the stake-holders so that the nation’s 
cyber threats can be understood and addressed together. After a tremendous success in the first phase, ISEA continued to expand its 
outreach to the citizens ranging from school children to housewives to create the awareness and to train them in the safe and efficient 
usage of the electronic interactions.  

In order to address the needs of the industry and the Government, ISEA has stimulated the introduction of courses on Information Security 
at the BTech, MTech and PhD levels across scores of universities and higher educational institutes in the country.  To this end, it created 
the model syllabi for all such courses and it also conducted several courses from the list of courses that it had prepared.  For training the 
trainees and Government officers, ISEA across its ISRDCs and RCs regularly conducted short-term courses. These had in fact enhanced 
our capacity as well as understanding and appreciating the cyber security issues.

It had also conceived a very advanced training programme for the Government officers, who would then come back and train more 
people who would address the important shortfall in manpower requirements.  ISEA conducts international conferences which are used 
as a platform to meet and interact with some of the top international experts.  These conferences have also become a virtual ground 
for interaction amongst ISEA community.  Some of the international visitors had also given short-term courses on contemporary topics.

One of the crowning achievements of ISEA is its emphasis on research measured by the number of PhDs produced and the papers 
published, as well as products developed.  ISEA’s achievements on these fronts are commendable and have placed firmly the Indian 
research on the global map.

The way by which ISEA is centrally monitored by the Project Management Unit has brought in a new style of outcome-based monitoring 
and fostering the projects amongst the S&T community.  Overall ISEA Is one of the most successful and relevant programme in today’s 
digital world.

Hon’ Prof. N Balakrishnan
Indian Institute of Science (IISc)
Bangalore

Prof. Sukumar Nandi 
Indian Institute of 

Technology  (IIT), Guwahati

YOU & MEINFOSEC DEPOT - 2019
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state will be able to gather data about Indian 
citizens by deploying agents in the Indian 
government and telecom operators. 

Considering that Chinese companies like 
Huawei and ZTE manage most telecom 
operations in India, forceful decryption 
of encrypted traffic only means most 
of our trade secrets will be siphoned to 
China. The proper alternative to this is to 
allow the government to lay down a list 
of security guidelines for ISPs to follow if 
they have to operate in India, and leave the 
implementation to ISPs and end-users in a 
privacy respecting manner. If someone does 
not comply to the guidelines, legal action can 
be pursued. This ensures that government 
focuses on enforcement, while the end-
users and ISPs can protect themselves with 
their own security measures and encryption 
tools. Privacy and freedom of choice are 
complementary with security, not exclusive 
to one another.

The IT threat landscape is becoming 
more complex with the emergence of 
sophisticated threat variants every day. 
Cyber terrorists are now rapidly shifting 
their focus towards critical infrastructure 
and strategic industries to bring down 
the nations by causing deadly damage. 
Cyber weapons are being used to bring 
the critical industries to a standstill. Why 
India needs a robust mechanism to secure 
critical Infrastructure?

I have only two things to say:
a. Do not put critical infrastructures/

devices (like factory equipment and 
nuclear power plants) on the public 
Internet. If you require remote access, 
use a VPN or a secure authentication 
layer to access the internal network. 
If you have enough manpower to 
handle equipment, completely air-gap 
the internal network from the external 
one and request an employee to copy 
required data back and forth using 
removable storage. This is enough to 
avoid most threats.

b. You have already answered the question 
you asked.

Critical infrastructure being a soft target 
of cyber crime syndicates could lead to 
disastrous consequences if the systems 
are prone to outsiders as well as insider 
threats. Is India prepared for Industrial 
security ?
Going by the current trends of cyber security 
in Indian companies. ½¨É ºÉ¤É Eäò ºÉ¤É ¨É®åMÉ |

Public Wi-Fi is a hotspot for cybercriminals.
What are steps taken by governments 
to reduce the cyber attacks that happen 
through public Wi-Fi ?

See second part of answer to Question 1. 
Government should mandate and enforce, 
not operate/implement.

Cyber criminals can steal personal 
information, data from private or 
government organisations, disrupt 
services, cripple the financial system and 
trigger national security. Cyber security 
is one of the important national security 
challenges that countries face all over 
the world. With all these has government 
formed any conceptual framework for 
cyber security awareness and education ?

Yes, MeitY is running cyber security 
awareness campaigns and workshops 
across the nation as part of Information 
Security Edujon and Awareness (ISEA) 
Project.

According to Google Trends, Ransomware 
is a very popular search word these days. 
What are your thoughts about it? What 
changes or trends do you expect to see in 
cyber security in the next 10 years?

According to me, ransomware is an 
epitome of how creative humans can 
become at extorting money. For bad actors, 
ransomware is a sure-shot way of earning 
fast bucks without the headache of taking 
over a corporate network and demanding 
money to release it or the risk involved in 
selling private data to competitors. All a 
ransomware developer needs to do is let it 
infect PCs, and wait for the owners of the 
PCs to pay the ransom amount in digital 
or plastic currency to fetch the decryption 
key needed to restore the encrypted files 
to original form. All of this happens in an 
automated manner, and requires no manual 
effort or communication to the victim by the 
bad actor.

Ransomware uses modern public-key 
cryptography, and there is little chance of 
getting your files back if you do not pay the 
ransom amount. Some popular ransomware 
have had bugs and kill switches revealed by 
security researchers, who have contributed 
successfully in stopping the spread of the 
malware. But a well-written ransomware 
without any backdoor or kill-switch to turn 
off is inescapable once your computer is 
infected. So, regular full backups are the best 
solution to save yourself from a ransomware 
attack. Also, try to avoid unknown and 
unverified apps on your computer.

Another important thing to note is that 
ransomware is gaining traction rapidly 
because of Windows’ flawed security 
model. The lack of proper user access and 
permission control to sensitive files is a huge 
contributor to this problem. You are simply 
one ‘Allow’ button click away from losing 

your files and destroying your Windows 
system. If possible, switch to a better OS, like 
GNU/Linux or macOS.

Evolution of cyber security is something that 
cannot be predicted well in advance. We 
find new threats every day and fix current 
ones every day. It is a cat and mouse game 
between system builders and system 
crackers, which is not going to end anytime 
soon.

With the increasing focus of the 
Government on digitalization of the 
country, most of the transactions have 
acquired a digital form. It is necessary to 
create awareness among people regarding 
the importance of cyber security. How 
awareness help as a first line of defense to 
tackle cyber security threats ?

This is very obvious. If you know how 
a system works, you can deal with its 
problems better than someone without any 
clue. Is there anything to explain here?

What is your take on information security 
of your organization? What technology 
development do you find most perplexing 
from a security point of view? Based 
on changing threats and emerging 
technologies, how do you see your 
organizations IT security policies and 
technical approaches changing during the 
next 12 to 18 months?
IT security of most Indian organizations 
is sub-par. Most non-financial and 
government organizations do not follow 
even the minimum in security practices. 
Going in this direction, every development 
is perplexing to deal with, considering the 
lack of talented personnel, unwillingness 
of employees to follow security practices, 
political interference to change and 
bureaucratic inefficiency. VÉÉä nºÉ ºÉÉ±É ¨Éå xÉ½Ó 

½Ö+É, ´ÉÉä½ CªÉÉ PÉÆ]É 18 ¨É½ÒxÉä ¨Éå ½ÉäMÉÉ |

Biometrics is like passwords you leave 
everywhere. What is the role of biometrics 
in cyber security and will biometrics be the 
key to attain a cyber secure world ?

Biometrics are a convenient way to 
authenticate a user but is not secure. 
Biometrics are prone to misuse because 
they cannot be changed easily. For example, 
a robber may forcibly show your face at 
gunpoint to a Face ID operated ATM to 
withdraw cash. They can also unlock your 
phone simply by pointing the phone at your 
face. Also, it has become incredibly easily 
to bypass fingerprint verification. One can 
make a clone of your fingerprint in high grade 
silicone wrapper, wrap it over their finger 
and place it on the fingerprint scanner. To 
the system, it is like you have authenticated 
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In Conversation with 

technogient in IT / ICT 

technologies for financial 

institutions

Post demonetization Digital payments 
have increased by many folds. The 
government is taking a lot of efforts 
towards creating a cashless society and 
has launched many payment methods like 
Aadhaar based mobile payments, BHIM 
(Bharat Interface for Money) which works 
with fingerprint authentication. In view of 
various cyber attacks reported on these 
methods, how do you combat to such 
attacks?

Perpetrators always try to identify issues NO 
MATTER how secured an application is built 
easily by largely leveraging issues found in 
underlying Operating Systems like Android, 
iOS etc.. It is important to build applications 
that are able to Secure itself not just in Code 
but as well in Run time. To this effect, NPCI 
constantly publishes guidelines around Se-
cure Practices to be followed by Applications 

that leverage any of NPCI services and we 
too constantly improve our own applications 
like BHIM. 

Digital payment technologies are slowly 
becoming a close substitute for cash and 
have led to an increase in the role of non-
banks and non-cash payments in the pay-
ment process. What are the implications 
of these developments in India? What are 
the different issues and challenges in cur-
rent payment methods? And what are the 
measures taken up to overcome the chal-
lenges ?  

The primary issue is to identify the digital 
user and establish the trust. Earlier conven-
tional methods of Banking had various meth-
ods to verify the source (physically) before 
any transactions are made and the number 
of NON-REPUDIATION instances were mini-
mal. With evolving Digital Channels in Bank-
ing, it is important to establish such NON-RE-
PUDIATORY TRUST with the Digital Identity 
of the User, which most often is USER NAME 
& PASSWORD or MOBILE NUMBER & Pass-
word combination. 

To make any Financial transactions secured, 
it is critical to have 2 factors and preferably 
SOMETHING YOU HAVE or SOMETHING 
YOU ARE & club it with SOMETHING WITH 
YOU KNOW.

The above makes Digital Payments tougher 
to break. But the challenge here again is that 
determined fraudsters most often leverage 
conventional Social Engineering practices 
to obtain all of the above parameters from 
the customer making it difficult to stop such 
attempts.

Creation of Digital Awareness to this effect 
are being undertaken by various players in-
cluding Government & NPCI to create User 
Awareness which is critical in tackling such 
crime.

with your fingerprint. You cannot prevent 
similar actions in the future, because you 
cannot change your biometrics at your will 
or convenience.

Another problem with biometrics is that 
they can change when you least expect it. 
For example, if you injure your fingers, your 
fingerprint may change to some extent 
when it heals. Your face can change after 
reconstructive surgery following an accident. 
Your iris can be damaged due to injury in 
your eye. All of this can make biometrics 
extremely unreliable in the long run.

Someone proposed an alternative to 
biometrics, i.e., DNA based authentication 
using tears, sweat or spit, which is a great 
option, considering DNA changes very 
minutely over the entire lifetime of a person. 
But it again runs the risk of misuse: someone 
can collect your body fluids, store them and 
later authenticate as you.

In my opinion, neither biometrics nor DNA 
alone is the key to a secure future. Sure, they 
are a great convenience in low to medium 
security cases. But if high security is needed, 
I would suggest a 3-factor authentication 

scheme, based on who you are, what you 
have and what you know. So, the first factor 
will be your biometrics, the second will be a 
code generated from hardware device given 
to you and the third will be your password 
or a phrase only known to you. A bad actor 
is unlikely to possess all three at the same 
time, thus thwarting most impersonation 
attempts. If this scheme becomes a 
standard, it will be near impossible for 
people who have never met you to steal your 
identity.

Mr. Mathan Babu 
Kasilingam

Chief Information 
Security Officer, NPCI

IIT Madras has identified “Secure Systems Engineering” as the thematic area for research in the Information Security 
area under the ISEA Phase-2 project. Building a trusted system involves establishing a Root of Trust and a chain of trust. 
The “Root of Trust” need to be established at the Hardware which in turn, shall certify a microkernel for functionality. The 
microkernel in turn shall certify the kernel, file systems 
and so on thus establishing a Chain of trust. The research 
and development involves architecting this Secure 
stack, right from Hardware Microarchitecture to Secure 
operating systems. As a part of this effort, IIT Madras 
has initiated research on basic cryptography, developing 
primitives for low-power security algorithms, block-chain 
based approaches to ensure information integrity, and 
secure and attack-resilient network architectures. On the 
education front, over the last five years, IIT Madras has 
offered five courses (one per year) on the different layers of secure systems engineering under the NPTEL-MOOC platform. 
Several thousands of people had enrolled for these courses. The lectures are available free for all interested. In addition, IIT 
Madras is offering online MTech in Information Security for industry professionals.

Prof. V Kamakoti
Associate Dean, 
Industrial Consultancy & 
Sponsored Research (IC&SR)
Indian Institute of Technology Madras
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National Payments Corporation of India 
(NPCI) being a prime organization for all 
retail payments system in India. What 
are your awareness initiatives to educate 
about different types of financial frauds 
and how to avoid these frauds while using 
various digital payment systems?

Awareness initiatives are both internal 
and external facing and efforts are made 
through various marketing campaigns and 
advertisement / announcements made in 
News paper publications, joint co-branding 
with multiple financial players etc in their 

messaging to users, leveraging Short Mes-
saging Services that are sent during any fi-
nancial transaction etc are few to name.

As chief information security officer 
(CISO), you are responsible for establish-
ing and maintaining the enterprise vision, 
strategy, and program to ensure informa-
tion assets and technologies are adequate-
ly protected. What would be your sugges-
tion for public to take necessary security 
tips with respect to your products like UPI, 
BHIM etc.

The critical quotient in the Digital world is
1. “TRUST BUT VERIFY” – Trust the appli-

cations that are only hosted in the NA-
TIVE PHONE’s APP STORE but choose 
to VERIFY the App’s and its permission 
levels to other critical functions in the 
phone

2. Phone and the Digital identity (User 
name & Password or Email address /
Phone Number / SIM Card & Password 
/ OTP) are critical factors to protect and 
never reveal any of these combination to 
any person who is asking you for all of 
these information in any combination. 
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This Section gives a brief understanding about the emerging concepts in the 
Information Security Research by emphasizing on the need for outstanding solutions 
to solve existing challenges in the latest technologies.  You can also have an insight 
on the initiatives by CERT-In’ in Cyber security Training and Awareness.

 � Trends & Technologies of Cyber Security in India  
 --- Rama Vedashree 

 � Cyber Security Research and Development in India – Present Scenario and Future Direction
  --- Arvind Kumar

 � The role of Open Source in Cyber Security 
  --- Sitaram Chamarty

 � Beyond Lectures: CERT-In’s Approach to Active Cybersecurity Training and Awareness
 --- Ashutosh Bahuguna, Savita Utreja

 � Internet Safety : Ignorance Is Not Bliss
  --- Deepak Maheshwari

 � Online Digital Signing Service: eSign A New Paradigm
  --- N Subramanian

 � Cyber Security implementation trends across enterprises in 2019
 --- Sanjay Kumar Vyas, Ch A S Murty

It is more than a well-established fact now 
that the global Cyberspace is maturing 
everyday with continuous churning out of 
novel technologies and with the rapid pace 
societies are inching towards sophisticated 
digitization in various walks of life. 
Countries are waking up to the fact that this 
digital behemoth which affords plethora 
of options and hyper connectivity, has its 
very fundamental and formidable ask of 
ensuring a robust Security architecture 
which keeps the miscreants and nefarious 
elements at bay and doesn’t let the situation 
spiral out of control. This ask is prompting, 
on an everyday basis, the various Cyber 
Security stakeholders to come up with 
effective capabilities, technologies and 
skills upgrade. 

India does have a rather critical role to play 
in this whole scenario and is on its way to 
becoming a global hub for Cyber Security 
products, services and talent. This is making 
India the partner of choice for collaboration 
and partnerships in this realm. This piece 
makes an attempt to capture some of the 
trends, both from technological standpoint 
and from the point of view of regulatory and 
policy landscape. It also sheds light on how 
Industry and enterprises are embracing 
this and contributing by developing niche 
capabilities and nurturing workforce to 
take on the challenges of today’s and future 
Cyberspace.

A great focus has been put around digitizing 
various facets of the economy including, 

but not limited to, financial transactions & 
delivery of services to citizens. The push for 
adoption of digital payments and platforms 
has led to seamless transaction processing 
experience of end users and has allowed 
several players and innovators to become 
an integral part of the whole ecosystem. 
Another major force that is emerging in the 
country is that of Internet of Things which 
is an attempt to connect virtually everything 
to the information superhighway and with 
it the no of devices available will surpass 
the no of people on this planet by a large 
margin. The advancements in Information 
& Communication Technologies are the 
driving force for the country to envision 100 
smart cities and an IIOT based economy in 
all sectors.

Trends & Technologies of 
Cyber Security in India

Rama Vedashree
Chief Executive Officer

Data Security Council
 of India (DSCI)
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From the perspective of the Industry, 
the story varies with the industry vertical 
but given the ubiquitous nature of Cyber 
Security, every sector has started charting 
its own story and journey of Cyber Security. 
Agreed that some verticals such as BFSI 
& Critical Information Infrastructure have 
been a little ahead of others in the adoption 
of new technologies but this fact can’t 
be used to undermine the importance 
of Security for other sectors such as 
Healthcare, Manufacturing et al. Adoption 
of Cloud is happening at a pretty rapid 
pace and organizations are optimizing 
costs by moving various workloads to 
cloud platforms. Let’s not forget about 
the experimentations and innovations in 
Machine Learning & Artificial Intelligence 
that are leading to development of 
solutions to counter various kinds of Cyber-
attacks, crimes and frauds. Almost every 
cybersecurity solution being developed 
by Indian start-ups and fintechs are 
leveraging these capabilities to come 
up with fascinating products as well as 
services. E.g. one’s credit card usage 

pattern is being monitored in real time and 
in case there is a deviation in the user’s 
behaviour, the user is alerted immediately. 
Deep Learning technologies are mimicking 
human like thinking capabilities and 
taking the automation in every section 
to the next level. These, along with other 
advancements in the field of computer 
vision, image processing, robotics, AR & VR 
are the foundation stones for Industry 4.0. 
It is imperative to think about security & 
privacy challenges (and also their possible 
solutions) due to confluence of all these 
next generation technologies as they bring 
together humungous volumes of digital 
information from multiple sources.  At the 
same time, emerging technologies like 
Blockchain and Quantum Computing are 
becoming the stepping stones for designing 
advanced cybersecurity solution e.g. 
Quantum cryptography algorithms, newer 
trust models for database transaction etc. 
Security rather than an afterthought is 
now getting integrated into the complete 
software development lifecycle. This whole 
phenomenon of Security moving towards 

left is now becoming a predominant trend. 
Also, India is seriously considering coming 
up with its own framework for safeguarding 
the data of its citizens which is being 
collected and processed by businesses. 
This would be a major step forward in 
India’s data protection journey.

It must be remembered that India becoming 
a Cyber Security hub is predicated to a 
great extent on the quality of talent that 
gets nurtured by various stakeholders. 
With companies moving their Security 
operations to the country, it becomes all the 
more imperative for us to invest in capacity 
building at all levels. As the nodal body on 
Cyber Security, DSCI has been implementing 
a few initiatives to nurture Cyber Security 
talent. The CyberShikshaa project which 
DSCI has been executing in partnership 
with Microsoft with support from the ISEA 
initiative of the Government of India and 
CDAC is aimed at creating a pool of Industry 
ready women professionals. Efforts must 
focus on scaling up such initiatives and 
commence others to widen the net.

•	 Segment	and	segregate	networks	and	functions
•	 Limit	unnecessary	lateral	communications	
•	 Harden	network	devices	
•	 Secure	access	to	infrastructure	devices
•	 Perform	Out-of-Band	network	management	
•	 Validate	integrity	of	hardware	and	software

Security tips for Infrastructure Management

For more details visit : www. isea.gov.in
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 Arvind Kumar
Group Coordinator, R&D in 

Electronics & 
Cyber Security, MeitY, 
Government of India

The path breaking technology development 
in computing devices, communication 
and convergence technologies have 
resulted in quantum jump in the growth 
of connected cyber space.  Innovations in 
technology development and applications 
in cyberspace has proliferated to such 
an extent, that it has become inseparable 
part of our everyday lives. Government 
and industry are leveraging capabilities of 
digital technologies for delivering services, 
improving performance and for many other 
inherent benefits of cyber technologies. 
India has made accelerated strides in 
Internet usage and only second in world 
in terms of Internet users. India, through 
its several initiatives such as Digital India, 
Make in India, Start-up India - Stand-
up India is also stimulating the pace of 
development and adoption of technologies. 
Such innovations, while opening plethora 
of opportunities on one hand, also open 
the avenues for illegitimate elements in the 
ecosystem to exploit them for malicious 
purposes. Therefore, with our growing 
dependence on networked digital systems, 
the multitude and scale of threats from 
cyber-attacks is also increasing rapidly. 

Considering the criticality of services 
being delivered & the sensitivity of the 
data being involved, severity & scope 
of the impact in case of any breach or 
attack in cyberspace could be immense. 
Strengthening the cybersecurity posture of 
the nation as a whole is certainly need of 
the hour. This includes building capabilities 
and capacities of individuals, industry and 
government. Considering the importance, 
MeitY has already taken several initiatives 
to strengthen the cyber security posture 
of the nation and ensure protection of the 
sovereignty of the nation in the cyberspace 
and also protect the rights of the citizens.

Cyber Security R&D is one of the major pillars 
identified for securing Cyber space, with 
focus on promotion of R&D, demonstration, 
proof of concept and establishment of test 
beds for enhancing skills and capabilities in 
the country in this critical domain. The major 
building blocks of the MeitY’s Cyber security 
R&D programme are (i) Making Technology 

Stack of Security Products contemporary 
& cutting edge (ii) Development of critical 
and strategic technologies for indigenous 
products and reduce dependency 
international players , (iii) Ecosystem of 
Cyber Security Technology Development 
and entrepreneurship promotion (iv) Market 
adoption of developed products  and finally 
making India a  destination for Cyber 
security R&D & product development.

Under the Cyber Security R&D Programme, a 
large research base involving top academic 
institutions and research organization 
have been nucleated and several key 
technologies have been developed. Some of 
key technologies are Cyber forensics tools, 
Network security solutions, social media 
analytics tool, Secure Communication 
systems and several others. Some of these 
technologies have already been deployed by 
several law enforcing agencies and defence 
organizations.

In recent areas Cyber security research 
has undergone a paradigm shift world-
wide. Several new discoveries in the areas 
of Quantum Computing and Artificial 
intelligence have completely changed the 
computing and its security applications. 
Major examples are development of 
cryptographic algorithms and mechanisms 
to withstand the quantum computing 
challenges. The other important emerging 
areas are Block-Chain technology and 
Artificial intelligence (AI) techniques for the 
intelligence generation of threat perception 
of a cyber network. The use of Block-Chain 
technologies are presently exploited world-
wide in several application domains namely 
citizen-centric e-governance applications 
and Fintech sector.

Cryptography and Encryption algorithms 
have also become another focus area, 
which has generated renewed research in 
light of securing the data and ensuring the 
privacy of the data. Cyber Forensics and 
development of Cyber Forensics tools with 
new embedded algorithms have regained 
its focus due to requirements in strategic 
and law enforcing agencies.

The latest entrant to the digital space is 
the Internet of Things (IoT). IoT can also be 
defined as interplay for software, telecom 
and electronic hardware industry and 
promises to offer tremendous opportunities 
for many industries. Internet of Things 
(IoT) has revolutionized the ubiquitous 
computing with multitude of applications 
built around various types of sensors and 
devices. Simultaneously the  evolution  of 
5th generation wireless systems (5G) are 
on the horizon and IoT is taking the center 
stage as devices are expected to form a 
major portion of this 5G  wireless network. 
The emergence of cloud computing and its 
extension to fog-computing paradigm with 
proliferation of intelligent smart devices 
is expected to lead further innovation 
in IoT. The IoT - 5G wireless-Cloud–Fog 
computing has posed several challenging 
problems for researchers, scientists and 
solution developers for cyber security.

The Cyber Security R&D Programme is 
aligned with the National Cyber Security 
Policy which envisions to build “a secure, 
resilient cyberspace for citizens, businesses 
and Government” and constantly moves in  
the direction according to the new areas and 
challenges in cyber security domain as per 
national  strategic policies and international 
scenario.

India needs to build a robust research base 
for technology and product development, 
testing, evaluation and certification 
framework and standardization to enhance 
cyber security posture of the country in a 
well-rounded fashion. The Cyber Security 
Strategic Research programme should 
be based on the following 4 principles, 
“Detect  , Deter  , Protect and Adapat”. We 
should now work more closely with a strong 
collaboration with academia and R&D labs 
and pursuing research and development 
work which is suitable to meet the security 
challenges faced in various cyber security 
domains of future world.

Cyber Security Research 
and Development in India 
– Present Scenario and Future 
Direction
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The role of Open Source in 
Cyber Security

Sitaram Chamarty
TCS Innovation Labs

Hyderabad

There has always been debate about wheth-
er open source is more secure than closed 
source/proprietary software. The intensity 
of this debate has varied somewhat over 
time, but it has never gone away. At the 
present time, there are still some questions 
about this, due to an apparent increase in 
the number of high-profile security adviso-
ries against open source software stacks.

We will examine this question in a while, but 
first we will lay out some fundamental ideas 
and thoughts that inform this subject.

In cryptography, which is closely connected 
with security, there is a well known principle 
called Kerckhoff’s Principle, which essen-
tially states that a cryptosystem should be 
secure even if everything about the sys-
tem, except the key, is public knowledge. 
The well-known cryptographer and secu-
rity consultant Bruce Schneier, says: “In 
the cryptography world, we consider open 
source necessary for good security; we have 
for decades. Public security is always more 
secure than proprietary security. It’s true for 
cryptographic algorithms, security proto-
cols, and security source code. For us, open 
source isn’t just a business model; it’s smart 
engineering practice.”

There have been several examples to high-
light this over the years. Some years ago it 
was revealed that the NSA had quietly in-
serted a weak cryptographic algorithm into 
a public standard, and then bribed RSA (a 
well-known security company) to include 
that algorithm in their hardware security 
products, thus silently compromising every 
customer who purchased those products.

More recently, there have been several 
questions raised about hardware from Chi-
na. These were allegations that, in the end, 

could not be definitively proven either way, 
simply because it was physically impossi-
ble to verify either the claims or the coun-
ter-claims.

All of this has a common thread: without 
openness, there can be no trust. And at the 
end of the day, security needs trust. Code 
needs to be, at the very least, publicly audit-
able, in order to engender the required trust.

Several years ago, someone coined a law 
that has since come to be known as “Linus’s 
Law”, which said: many eyes make bugs shal-
low, meaning that the more people review a 
piece of code, the more bugs can be found 
and fixed. In the recent past, there have been 
questions about the validity of this idea, due, 
as mentioned at the top, to the larger num-
ber of security issues affecting widely-used 
open source stacks.

However, that is not the right way to look at 
it. One needs to remember that every single 
one of the issues that came to public atten-
tion were found by what are called white hat 
hackers – the “good guys”, so to speak. As 
such, this actually proves that Linus’s Law 
is working. Now, if they had been found only 
after attacks were already “in the wild”, and 
impacted thousands of people around the 
world, that would have been a different mat-
ter.

In contrast, the most damaging ransom-
ware attacks seen in recent times – Wan-
naCry and NotPetya – were both dependent 
on a specific vulnerability in Microsoft Win-
dows code named “Eternal Blue”. Worse, it 
turned out later that this was a vulnerability 
that was discovered by the NSA, and inten-
tionally kept secret so that the NSA could ex-
ploit it for their own purposes. Unfortunately, 
the exploit was leaked to a malware group 

called “Shadow Brokers”, with predictable 
results.

So it is not only that source code needs 
to be open, thus maximising the chances 
of someone finding bugs, but information 
about issues should also be open. If the 
NSA had reported the bug to Microsoft, 
they would have fixed it long ago, saving 
hundreds of millions of dollars in damages 
to thousands of individuals and companies 
worldwide.

It must also be kept in mind that when there 
is a security issue in an established product, 
the priorities of the entity that is responsi-
ble for that product is an important factor in 
how promptly people are informed of it, mit-
igation strategies developed, and so on. An 
open source group will choose to be as open 
as possible, with no thought to anything 
except their users’ security. A commercial 
enterprise has to think about other things 
– they have a fiduciary duty to think about 
their share holders as well, and sadly this 
often is prioritised higher than the security 
impact on their users. This can be judged 
by comparing not just number of security 
issues but by other factors like time taken to 
fix, number of critical/high severity issues left 
unpatched for more than some duration, etc. 
Invariably, open source software has better 
numbers here.

Software is a bit like a restaurant: you’re al-
ways more comfortable if you’re able to see 
the kitchen, and judge for yourself how clean 
it is. And while not all of us are capable of 
judging the security of software as intuitive-
ly as we can judge a kitchen’s cleanliness, 
there are other people in the world who can, 
and do, do that. Enabling them to see into 
the kitchen, so to speak, is a good thing for 
all of us.

•	 Keep	an	Open	Source	Inventory	-	An	inventory	provides	a	measure	of	control	over	what’s	installed
 
•	 Patch	management	-		Patch	management	for	open	source	software	can	be	tricky,	but	it’s	crucial.
 
•	 You	should	change	all	default	security	settings	as	soon	as	any	open	source	software	is	installed

Open Source Security
Guidelines
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With the gradual penetration of Information 
and Communication Technology (ICT) in all 
facets of life, Cyber threats pose key chal-
lenge for Government & organisations to 
securely operate and deliver the ICT based 
services to the citizens. Large scale studies 
reveal that 95% of all the security breaches 
are result of human error. So, the Human el-
ement is a crucial vertical to enable as part 
of cybersecurity program of an organisa-
tion.  Unsuspecting or ignorant employees 
are easy target of malicious attackers and 
hence humans are considered as a weak-
est link in securing the organisation from 
cyber-attacks. 

Cybersecurity training and awareness of 
employees is crucial for securing the infor-
mation infrastructure of organisation from 
the malicious actors. Awareness programs 
nurtures novice people to avoid getting 
tricked or manipulated by the attackers 
whereas cybersecurity trainings build ca

pacity within the organisation to counter 
cyber-attacks. Traditional Classroom based 
trainings having limitations primarily due to 
one-way communication in which instruc-
tions are passed from trainer to partici-
pants. Most participants are usually passive 
in such trainings. Success of these training 
programs is dependent on absorption of 
learnings by participants as well as their ac-
tive participation.

Indian Computer Emergency Response 
Team (CERT-In) [1], National Nodal agency 
for Cyber Security in India developed and 
adopted different exercises and teaching 
methods which overcomes limitations of 
the traditional classroom based trainings 
by enabling active participation of the target 
participants. This article provides glimpse of 
CERT-In’s “active learning” [2] cybersecurity 
training & awareness methods.

Keywords — Cyber Security Training ; 
Information Security Training; Training 
and Awareness; Cyber exercises; Capacity 
Building

Limitations of Traditional classroom 
teaching methods
Traditional classroom based approach hav-
ing limitations mainly because of passive 
role of participants which make it difficult 
to transfer critical skill sets required for cy-
bersecurity domain. Lectures i.e. theoretical 
sessions are static and can also become 
boring to participants.

Dr. Brent D. Ruben in his paper titled 
“Simulations, Games, and Experience- 
Based Learning: 
The Quest for a New Paradigm for Teaching 
and Learning” [3] listed seven limitations of 
the traditional teaching-and-learning para-
digm. Keeping in view applicability to this 
article, 5 key limitations of traditional class-
room based teaching as presented by Dr. 
Ruben are listed below:
• Whereas traditional school-based 

teaching and learning emphasize 
knowledge transmission from an ac-
knowledged expert to individuals in 
isolation, teaching and learning outside 
the classroom are most often social, 
collaborative, and peer based.

• The ultimate test of the knowledge and 
skills gained is usually not in the know-
ing but in the ability to use knowledge 
and skill sets appropriately—in the 
translation of knowledge into behavior.

• Learning what the teacher intends is 
not the only, nor always the most desir-
able, outcome in a teaching-and-learn-
ing environment.

• The structure of traditional classes has 
little to promote active learning.

• Traditional teaching is predictable, stat-
ic, unchallenging, and boring.

Cert-In’s approach to Cyber Security 
Training and Awareness
Indian Computer Emergency Response 
Team (CERT-In) adopted and developed 
range of active learning methods for the 
propose of cybersecurity training & aware-
ness in Indian constituency. Following are 
brief of the activities carried out by CERT-In 

periodically to enhance capacity & aware-
ness in cybersecurity domain:

Cyber Security Exercises
National Cyber Security Exercise, Indian Cy-
ber Crisis Exercises (ICCE) and Sector-spe-
cific Cyber security exercises are conducted 
by CERT-In on regular basis for the entities 
operating in Indian cyberspace. These exer-
cises are confidence building and learning 
exercise based on simulated cyber securi-
ty attacks or hypothetical crisis scenarios 
that resemble occurrence of real life cyber 
security crisis situations.  These exercises 
require active involvement of participants 
in responding and resolving the simulated 
incidents, hence enabling them to acquire 
knowledge and skillset required for incident 
detection, analysis, response & mitigation in 
interactive manner. [4]

Table Top Exercises (TTX)
TTX are discussion-based exercise, with a 
facilitated discussion of a cyber-security 
scenario in an informal, stress-free envi-
ronment. These Table Top Exercises are 
designed for constructive discussion as 
participants examine and resolve problems 
based on provided cybersecurity knowledge 
& plans and identify where cybersecurity 
strategies and plans need to be refined. 
These exercises also enable peer learning 
of the participants through discussion with 
participants from heterogeneous sectors.

Red Team – Blue Team Exercises
This type of exercises is conducted in con-
trolled isolated environment in which typ-
ical organisation network is created utiliz-
ing virtualization technologies. Red team 
launches the attack on the virtual network 
whereas blue team defend the network 
against the attacks. Blue team participants 
gain knowledge and skills on defending the 
network against the adversaries (red team). 
Red team participants are also able to un-
derstand the concepts of penetration test-
ing and are better equipped to protect their 
real working environment.
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Workshops & Moderator-driven Self-Reali-
zation Sessions
Cyber Security Posture Assessment work-
shops are conducted in moderator-driven 
sessions. Assessment on cyber security 
posture is conducted on various parameters 
of cybersecurity such as Technical meas-
ures for ICT protection, Incident response 
plan, Information sharing and others. Out-
come of such sessions is self-realization of 
current threat landscape and cybersecurity 
posture by the participants. This approach 
is also effective in providing directions to 
organization to improve the cyber security 
maturity of their own entity.

Gamification of Cyber Security Training & 
Awareness
Games using Social Engineering Toolkit 
(SET) for creating different set of plays such 
as spear phishing attacks and malicious QR 
code for cyberattacks by participants help 
raise the awareness and understanding 
of attacker modus-operandi. Similarly in 
card-based cybersecurity games, partici-
pants are exposed to the cyber-attacks by 
playing the attacker-cards and participants 
respond to the situation by playing the de-
fender-cards.

Conclusion
Active training methods such as exercises 
and workshops are useful tools for deliver-
ing effective training & awareness in cyber-
security domains. Scenario based hands-on 
session are far better in transferring knowl-
edge & critical skills to the participants. 
CERT-In will keep on exploring and devel-
oping tools of active learning for enriching 
effectiveness of the cybersecurity trainings 
& awareness programs. We also believe 
that training institutes in India should adopt 
such training methods with assistance 
from CERT-In especially in domain of cyber-
security.
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India: At The Cusp Of ICT Revolution
India is adopting Information and 
Communications Technology (ICT) rapidly 
thanks to availability of low cost devices, 
almost ubiquitous mobile network coverage 
and availability of a myriad of digital services 
being provided by government as well as 
private entities. 

Native support for Indian languages and 
scripts by major operating systems and 
popular apps with intuitive menus have also 
enabled broader, deeper and more frequent 
usage even by those who are not much 
literate or lacking proficiency in English. The 
youth bulge in our demographics is another 
positive with half of the population below 
25 years and two-third below 35 years, 
respectively.

Thanks to initiatives like the JAM (Jan-
Dhan, Aadhaar and Mobile) under which 87 
crore bank accounts are already liked with 
Aadhaar; and, more than 2.5 lakh Common 
Service Centres (CSC) number of digital 
transactions went up to 2430 crores in 
2018 from just 250 crores four years ago. 
E-Government transactions alone are in 

the range of 10 crores per day1. And, this is 
the situation when we have only about 50 
crore Internet users!  Thus, it is clear that 
ICT is indeed a tool for empowerment and 
inclusion. 

With Great Power Comes Great Responsi-
bility
Just like a knife can be used to cut fruits, 
it can also inflict injury to the user, if not 
handled properly. Likewise, it can also harm 
others whether due to malicious intent or 
sheer ignorance or carelessness. Likewise, 
we need to ensure that ICT ecosystem and 
its usage are both safe and secure.

Internet Safety Is A Global Challenge…
With more than half the global population 
online, cyber security challenges are only 
on the rise, as succinctly enunciated in 
the annual Internet Security Threat Report 
(ISTR), Volume 242 published recently 
by Symantec, the global leader in Cyber 
Security. In 2018, one in ten URLs was 
malicious; mobile ransomware and web 
attacks went up as compared to 2017 by 
33% and 56%, respectively. Incidentally, 
formjacking was the newest trend observed 

where the cyber criminals hijacked the 
payment data filled up online and siphoned 
off money subsequently.

Then, there were numerous data breaches 
like Marriott3, Exactis4, MyFitnessPal5 
besides revelations around Cambridge 
Analytica. With the imminent growth in the 
Internet of Things (IoT), these challenges are 
only becoming bigger and more menacing.

…And, India Is Not Immune
Since the Internet is a global system 
transcending national borders, it comes as 
no surprise that India had its own share of 
challenges. According to the government, 
15,779 websites had been hacked from 
January to November 20186 and Cosmos 
Bank lost 94 crore rupees within two days 
to fraudsters7.

According to the ISTR, in 2018 every other 
email in India was spam and India was 
second most affected country on account 
of ransomware. In addition, India was the 
third most affected country by mobile 
malware, accounting for one fourth of all 
global infections.

25



INFOSEC DEPOT - 2019FOREFRONT

Toll Free No. 1800 425 6235

However, besides such macro news and 
numbers, there are a myriad of challenges 
and incidents being faced by individual 
users. These include but are not limited to 
unauthorized payment from a bank account, 
card or mobile wallet; ponzi schemes; fake 
news; or, cyberbullying and cyberstalking. 
Most of these may not even be being reported 
due to lack of awareness or evidence; or, 
even social stigma, notwithstanding the 
legal provisions.

A Chain is Only as Strong as its Weakest 
Link
When it comes to Internet safety, even a 
small chink can provide an entry for the 
criminals. Hence, it is of utmost importance 
that every device and service; every node 
and network, is secured properly.

A Stitch in Time Saves Nine
It is extremely important to be vigilant all the 
time and avoid procrastination. For example, 

the crippling WannaCry ransomware attack 
in 2017 succeeded only because many users 
had not updated their software against a 
particularly debilitating vulnerability even 
though the patch had been available for 
almost two months before the worldwide 
attacks commenced8.

Prevention is Better Than Cure 
This age-old proverb about healthcare is 
also apt for Internet safety. Just like the 
vaccination schedule (pre-natal and post-
natal) with proper nutrition and hygiene 
enhance our immunity and also help us 
respond better to medication and recover 
faster and better, use of security software 
and proper usage of ICT devices and 
services ensures that we would have better 
immunity against malicious software 
(malware), viruses and worms as well as 
interact and use various services safely. 

In fact, according to Onine Trust Alliance, 

nine out of ten Internet breaches could be 
easily avoided9 by simple tips like keeping 
your software updated; using a quality 
security software; using difficult passwords 
and using different passwords for different 
services and devices; use of encryption; and, 
avoiding insecure Wi-Fi hotspots.

Last but not the least, whether it is a mobile 
device or a toy, do change the default 
password immediately and please, I repeat, 
please don’t use passwords like ‘password’ 
‘12345678’. In addition, if you keep backing 
up the files, you won’t fret in case of a 
ransomware.

Ignorance Is Not Bliss!
Just like the dacoits and other rogue 
elements of the yore, most cyber criminals 
often continue to live off the land, only 
because we let them do so due to our 
apathy or ignorance. Obviously, ignorance is 
not bliss when it comes to Internet safety.
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Digital Signatures are synonymous to 
hand written signature or a stamped seal. 
Digital Signatures based on asymmetric 
crypto systems have been recognized as 
legally acceptable form of signing under 
the Information Technology Act, 2000. An 
electronic document signed using digital 
signature has the same acceptance as a 
handwritten signature. 

Digital Signature provide a mathematical 
framework for assuring authenticity and 
integrity of a message, software or a digital 
document. The content to be signed is 
converted to Digital Fingerprint by hashing 
mechanism. Hash is then signed by a secret 
number known as Private Key to create the 
signature. A number known to everyone as 
Public key is used to verify the signature. 
Digital Certificates that establish an identity 
to the key contain the Public key and can 
be used to verify the signature. Certificate 
is to be issued from a trusted party. Thus 
Cryptography hash function, Asymmetric 
Cryptography and Public Key Infrastructure 
provide the necessary building blocks for 
recognized and acceptable usage of Digital 
Signatures.

Hashing, Asymmetric Cryptography and 
PKI
Cryptographic hash function is used to 
map digital content of arbitrary size to a 
fixed length string. It is a one way process 
with the characteristics of infeasibility to 
generate a message from its hash, difficulty 
to find another message with same hash 
and non-occurrence of same hash for two 
given different messages. It is a widely 
used method in Digital Signatures and 
Hash Based Message Authentication Code 
(HMAC) creation.

Public Key Cryptography employs 
asymmetric keys for the purpose of 
encryption and decryption. The keys exist in 
a pair known as Private-Public key and are 
mathematically related. RSA and ECDSA are 
common examples of Asymmetric Key. The 
key used to encrypt a text is different from 
the one used to decrypt. Digital signature use 
Private Key for signing purpose and Public 
key is used for verification of the signature. 
Strength of Public Key Cryptography lies in 
computational impracticality in deducing 

Private Key from Public Key and Security 
lies in protecting Private Key. Computational 
complexity limits the usage for short 
messages for example, data only as large 
as RSA key length can be encrypted using 
RSA key.

Public Key Infrastructure defines the 
comprehensive system required to manage 
digital signature certificates and public key 
infrastructure. The ecosystem recognizes 
Certifying Authority (CA) as a trusted 
party to verify the identity of a person/
organization requesting for certificate, 
issue certificate, revoke the certificate and 
maintain certificate database. Increasing 
usage of Digital Media for data exchange 
has necessitated adoption of mechanisms 
to exchange information in a safe way. PKI 
system has been evolved and adopted by 
various countries over the last few years.

Some of the salient features of digital 
signature are:
• Non-repudiation : Digital signature 

is done using the unique key of the 
signer and thus ensures that the signer 
cannot deny later regarding signing the 
information.

• Integrity : Cryptographic message 
digest provides unique thumbprint of 
the data and provides an assurance of 
the data integrity during transmission.

• Authenticity : Digital signatures 
are unique to the key used for 
signing and the ownership of key is 
established based on the certificate 
issued by a trusted authority. Thus 
digital signatures provide a unique 
mechanism of authenticating the 
source of information.

Current Method of Issuing Digital Signa-
tures
Cryptographic tokens are a widely used 
method for issuing Digital Signatures. In 
India PKI, a three-level hierarchy namely 
root CA as Controller of Certifying Authority 
(CCA), CAs with authorization from CCA for 
issuing certificates and Users is followed. 
The Root Certifying Authority of India 
(RCAI) established under section 18(b) 
of the IT Act has the authority to digitally 
sign the public keys of CAs in the country 
and is operated as per the standards laid 

down under the Act. The root certificate is 
a self-signed certificate, based on the ITU-T 
X.509 standard. All certificates below the 
root certificate inherit the trustworthiness 
of the root certificate. The license issued 
to a CA is digitally signed by the CCA. The 
CCA also maintains the Repository of 
Digital Certificates, which contains all the 
certificates issued to the CAs in the country. 
CAs are required to maintain Certification 
Practice Statement (CPS) which is a 
statement of the practices a certification 
authority employs in issuing and managing 
certificates. Based on the CPS, CAs are 
required to change their key pair every 3-5 
years. Currently length of CA key is RSA 
2048 bits. 

Issuance of a token requires verification of 
the user based on class of the certificate 
being applied for. Verification can include 
Proof of Address, Proof of Identity and 
Physical verification. Digital Certificate 
issued corresponding to the token has a 
validity of 1-2 year. The holder of the token 
is required to maintain the same during the 
validity of the certificate. In case of loss of 
token or any other compromise, the token 
holder is required to inform the issuing CA 
for the revocation of the key.

The current system of token based Digital 
Signature is not scalable to billion people as 
it requires various levels of verification, cost 
and limited validity of certificate. For mass 
adoption of Digital Signature Certificate, 
a simple online service is desirable that 
allows one to have the ability to sign a 
document with ease. 

eSign Approach: A new Paradigm
In the traditional Digital Signature system, 
an individual is responsible for applying 
for a Digital Signature Certificate to 
a CA for key pair generation and for 
safe custody of the keys. Issuance of 
certificate requires verification of Proof 
of Identity (PoI) and Proof of Address 
(PoA) beside other necessary information. 
The Certifying Authorities issue Digital 
Signature Certificate (DSC) to individuals 
after verification of identifications. Such 
Digital Signature Certificates are valid for a 
fixed duration, normally two to three years. 
The current scheme essentially has two 
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drawbacks – scalability of digital signature 
service and security of the private key.

The Government has introduced Electronic 
Signature or Electronic Authentication 
Technique and Procedure Rules, 2015 
in which the technique known as 
“e-authentication technique using Aadhaar 
e-KYC services” has been introduced to 
eliminate stumbling block in the widespread 
usage of Digital Signature. This service is 
termed as “eSign Service”. The service can 
be offered by Trusted Third Parties (TTP) 
or eSign Service Provider (ESP). Currently 
only licensed Certifying Authorities (CAs) 
can operate as ESP [7][14]. This mandates 
that the authentication issued by CCA 
must be followed for operating as ESP. 
These e-authentication guidelines are made 
available by CCA [11].

eSign is an online service that can be 
integrated within various service delivery 
applications via an open API to facilitate 
digitally signing a document by an Aadhaar 
holder. It is designed for applying Digital 
Signature using authentication of signer 
through Aadhaar authentication and e-KYC 
service. The various benefits that eSign 
provides include convenience and ease 
of operations to the signer, streamlined 
processes and reduction in the costs of 
operations largely associated with handling 
and storage of paper.

eSign leverages the e-KYC service of 
Aadhaar for authenticating a signer. In 
the process, signer performs Aadhaar 
authentication using One Time Password 
(OTP) or Biometric data and authorizes 
UIDAI on successful authentication to 
provide demographic details along with 
photograph to eSign Service Provider only 
for the purpose of eSign. The details of the 
signer are used for generating certificate. 
The real-time e-KYC service makes it 
possible for service providers to provide 
instant service delivery to residents, which 
otherwise would have taken a few days for 
activation based on the verification of KYC 
documents, digitization, etc.

Once the signer is authenticated using 
Aadhaar service, a unique key pair is 
generated on behalf of the signer on a 
backend server, signing is carried on the 
hash of the document using RSA 2048/ECC 
256 key and Certificate Signing Request 
(CSR) is generated for the eSign CA. eSign 
CA issues DSC for the signer. The key pair is 
deleted after one time usage. eSign CA can 
offer two classes of certificates: Aadhaar-e-
KYC–OTP and Aadhaar-e-KYC–BIO based 
on the authentication mechanism used for 
authenticating a document signer.

Stakeholders and their Roles
In the eSign workflow, following are the 
main entities -
ASP – Application Service Provider: 
ASP must ensure the security of the 
application as per the procedures defined 
by Controller of Certifying Authority (CCA) 
and Indian Computer Emergency Response 
Team (ICERT). ASP facilitates and provide 
necessary Interface/Application and 
infrastructure to an applicant for eSign. 
ASP is also required to sign contract and 
integrate Application with ESP to use eSign 
service.

ESP– eSign Service Provider. 
ESP provides eSign service to the document 
signer by facilitating subscriber’s key-pair 
generation, storing of key pairs on Hardware 
Security Module (HSM) and creation of 
digital signature. ESP is required to be a 
registered KYC User Agency (KUA) with 
UIDAI. As is necessary under the guidelines 
of CCA. 

UIDAI – Aadhaar Authentication and e-KYC 
interface: 
UIDAI provides unique identity to residents 
as per the authority established by 
Government of India for that purpose and 
runs the e-KYC authentication service for 
the registered KYC User Agency (KUA).

Document Signer: 
Document Signer represents himself/
herself for signing the document under the 
legal framework. The document signer shall 
also be the ‘resident’ holding the Aadhaar 
number and should have a registered mobile 
number with Aadhaar. For the purposes of 
DSC by the CA, the document signer shall 
also be the ‘applicant/subscriber for digital 
certificate’, under the scope of IT Act and 
provides the correct Aadhaar Number for 
eSign and will not impersonate anyone else.

CA - Certifying Authority: 
CA is licensed by the CCA for issuance of 
Digital Signature Certificate and carries out 
allied CA operations such as maintenance 
of CRL etc. As is necessary under the 
guidelines of CCA, an eSign service provider 
must also be a CA.

The request for signing a document is given 
by the ASP to ESP. ESP uses the service 
of UIDAI for authenticating the document 
signer through its e-KYC mechanism. Upon 
successful authentication, it generates a 
key pair, computes the digital signature 
using the hash provided and returns to ASP 
the digital signature and digital signature 
certificate (DSC).

Recent Developments
Currently eSign utilizes online mechanism 
for authenticating a signer in real time. 
Recently, UIDAI has provisioned Offline 
Aadhaar e-KYC mechanisms using digitally 
signed XML. An Aadhaar holder can 
generate his/her digitally signed Aadhaar 
details by accessing UIDAI resident portal. 

Advantages of eSign
eSign as an online Digital Signing service 
offers various advantages including:
I. Saves Time: Use of eSign saves the 

time and can be easily accessed if 
needed at the remote location.

II. Legally Recognized: The electronic 
signature is legally recognized by the 
Government of India.

III. Managed By Licensed CAs: Only 
Certifying Authorities (CAs) issues 
Digital Signature Certificates (DSC) 
only after electronic authentication 
of user.

IV. Eco Friendly: eSign is a great initia-
tive to go paperless and saves the 
paper and helps the business to sus-
tain in the industry
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The details shall include mandatory and 
optional fields including Name, Address, 
Gender, DOB, Registered Phone Number 
(hashed), Registered Email Address 
(hashed) and Photograph. Digital signature 
of UIDAI on the data provides authenticity 
and integrity of the information. The data 
is downloaded as a zip file with share 
code. This file can be shared to any service 
provider as a proof of identity. The service 
provider is required to have the mechanism 
for verifying the digital signature on the file 
and use the credentials.

As a way forward, this new offline e-KYC 
mechanism shall be utilized for Identity 
and Address Verification by eSign Service 
Providers.

Use Cases
Presently, C-DAC offers its eSign service, 
named e-Hastakshar [14][15], to Aadhaar 
holders with registered mobile numbers 
using Aadhaar based e-KYC services to 
authenticate the document signer. A number 
of agencies are leveraging eHastakshar 
services in various citizen centric services 
and work flow based applications in 
Government and Private domains using 
authentication services of UIDAI such as
• Financial Sector
• Government agencies for internal 

office uses
• Legal Document Signing
• Direct Benefit Transfer
• Self-Attestation of documents
• GST Enrolment
• Citizen centric services

In the past 3 years’ experience, we have 
analyzed that online Digital Signature 

method has been widely adopted in 
Financial, e-Governance, Administrative 
areas and Work-flow based applications. 
The ease of signing has enabled paperless 
Bank Accounts Opening, eMandates 
filing, Rent Agreement Registration, Home 
Loan Approval, Issuance of Birth/Death 
certificates, eOffice and Self-Attestation. 
The advent of Mobile applications providing 
services on-a-click, Digital India Initiative of 
Government of India for adoption of Digital 
services across the country/sectors, large 
user base in the above applications and 
desire to provide seamless services to 
the customers must have influenced early 
adoption of technology in these domains. 

More than 5 core signatures have been 
issued in India till date. Integration of 
eSign in above mentioned applications has 
enabled paperless systems to function and 
help in saving time and paper.

Challenges
Despite availability of such a convenient, 
secured and time saving methodology of 
digital signing since a long time, following 
are the reasons that seem to deter its mass 
adoption:

Lack of awareness
A digital signature has the same function 
as that of a handwritten signature. Some 
of its salient features are non-repudiation, 
integrity and authenticity. The Information 
Technology Act 2000 provides the required 
legal sanctity to digital signatures based on 
asymmetric crypto systems.

There is however a lack of awareness 
regarding this concept it seems, as despite 

availability of such a convenient and easy 
tool, most of the business establishments 
as also, Government departments still 
prefer manually signed documents and 
stamp paper based agreements while they 
have moved on to IT based solutions for 
their other day-to-day operations.

Scalability
eSign requires a unique key pair generation 
for each transaction. Performance 
limitation of eSign system depends on 
the key generation speed as it is a non-
deterministic process in nature. Impedance 
on scale cloud based HSM architecture 
could be a suitable solution in large scale 
applications, may to be evaluated.

Conclusion
e-Sign framework has evolved as part of 
Government of India’s Digital India Initiative. 
The e-Sign service makes governance, 
national programs and information simpler 
for India’s citizens. By using e-Sign in an 
application we can save time and make 
life simpler for the citizens. Past 3 years’ 
experience has shown a good acceptance 
of the new technology in the domains legal, 
e-governance, financial and administration. 
Offline e-KYC mechanism provides a way 
forward to integration of new authentication 
methods in eSign Architecture. The 
technology scope needs to be expanded 
in various other fields like healthcare and 
education. Taking in account the increasing 
need and demand of the eSign we should 
look forward for the approach like cloud 
based HSM which is highly scalable, cost 
effective, time saving and secured.
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HyderabadIndia today stands at the turning point of a 

transformative phase. The world’s largest 
democracy has taken a definite step to 
usher a digital revolution. Since the launch 
of the ‘Digital India’ Programme, several 
initiatives have been taken for empowering 
the common man in areas relating to 
health, education, skill development, labour 
and employment, commerce etc.  These 
initiatives are targeted to prepare India for 
becoming a knowledge economy and for 
bringing good governance to citizens through 
synchronized engagements. The ‘Digital 
India’ programme is being coordinated by 
the Ministry of Electronics and Information 
Technology (MeitY) in collaboration with 
various Central Ministries/Departments 
and State Governments. The Digital India 
vision will endow the 1.2 billion citizens of 
India with the power of technology.

However, there is a need for an 
unprecedented level of innovation to deliver 
products and solutions. In this context the 
digital transformations in India is ushering a 
rapidly changing paradigm where traditional 
business models are being augmented 
for better customer experiences and 
streamlined operations so that products/
services can be delivered at lower costs. 
To achieve this, organizations are getting 
increasingly dependent on Social Media, 
Mobility, Analytics, Internet of Everything 
technologies for digitizing products; 
services; operations; & workforce – all at 
the same time.

With a sharp increase in the use of digital 
technologies the number of endpoints and 
potential ways for cybercriminals has also 
surged for gaining access to enterprise 
networks. As a result, the entire cyber 
battlefield has evolved and has become far 
more complex than ever before. 

Digital transformation is also helping cyber 
criminals get smarter and more dangerous. 
For example, when a ‘breach’ occurs, 
increased automation in the enterprise 
can actually make it easier for such a 
compromise to spread faster. Such security 
breach or attack can significantly impact 
business performance, brand perception 
and also financial performance. Thus, Cyber 

Security is now an enterprise-wide issue 
that requires to be dealt with on priority. 

Nowadays, the cyber-security measures 
being adopted by organizations are of 
paramount significance, and some of the 
emerging cyber-security trends in 2019 
are connected with Data Analytics; Zero 
Trust Policy; Hardware Trojans; and Security 
over Cloud and Open-Source Intelligent 
technologies.

The trends in 2019 suggest that data-
breaches would continue to grow. As 
complex and voluminous data are getting 
shared across organizations for analytics 
and with the adoption of emerging 
technologies, such as Machine Learning 
(ML) /Artificial Intelligence (AI), block 
chain techniques etc., the probability of 
data-breaches is also getting stronger as 
attackers are also constantly updating their 
skill-sets and using these new technologies 
to sharpen their attack. Machine learning / 
Artificial Intelligence is being used by hackers 
to learn from successful social engineering 
efforts, and their victims’ responses, to 
trigger for the next phase of data-breaches 
by analysing the data collected from an 
organization. Data Analytics is also helping 
criminals sharpen and accelerate their 
social engineering and phishing attacks 
and Blockchain technologies is expanding 
the reach of organized criminals to more 
legitimate businesses that are beginning 
to use the technology to automate and 
disintermediate value chains.

“No Trust on anything” or in other words 
“Zero Trust” is also one of the trends that 
enterprises are implementing as part of 
security. This trend emerges from the 
ideation that the organization should not 
trust anything or anyone as security based 
measures gets implemented on trusted 
devices, rather than users.

In an interconnected world, global 
boundaries are diminishing and with the rise 
of emerging markets, many enterprises are 
recruiting virtual workforce. Thus employees 
remotely need access to systems and 
data from a wide range of devices such 
as laptops, tablets, smartphones, etc. 

Access to these devices is granted based 
on intelligent/automated devices deployed 
by the organization. While it may not be 
true that organizations have removed trust 
with its users, the trust-policy is increasingly 
getting shifted to user-devices so that the 
devices can authenticate users. However, 
authenticating devices (rather than users) 
may lead to greater data-breaches as 
vulnerabilities of devices; vulnerabilities 
in authentication & authorization; and 
not adhering to best practices in patch 
management may result in a goldmine for 
attackers.

Ideally, organizations should implement a 
trust-policy based on a centralized single 
sign-on authentication which combines 
core directory services and access 
management with both cloud and on-
premises authentications. Multifactor 
authentication such as what you know, what 
you have, what you are etc., can also be used 
to authenticate a device in implementation 
of a “zero-trust” framework. In nutshell, 
single sign-on authentication helps to keep 
a single view of multi-device authentication 
of a user and their accountability with 
a particular user. Also, the metadata of 
authentication should be kept in a secured 
place to avoid data-breaches.

Security operations on multi-cloud 
deployments are also gaining traction, which 
is particularly true for large organisations. 
Monitoring, Managing and Measuring 
performance of security features across 
all devices and multi-cloud infrastructure 
would increase to build threat intelligence, 
which in turn is not without challenges. The 
container adoption will also increase, as 
application mobility across environments 
becomes more popular in 2019.

Further, Internet of Things (IoT) will also 
add to cyber-security challenges as 
businesses continue to combine IoT with 
ML to strengthen their positions. For a 
competitive edge, the focus is shifting 
through aggressive use of IoT devices, 
which by far was mostly on the consumer 
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side. Also, the focus is now on cloud 
services and APIs that enables the large 
proliferation of new applications and data-
gathering methodologies.

Cloud based applications are convenient 
for many businesses as it facilitates 
security for data management and access 
from anywhere, anytime – also helping 
businesses in their legal obligations to 
keep the client data secure. Thus, Security 
over Cloud, which refers to a wide range of 
strategies and policies formulated to provide 
controls to protect data, applications and 
the cloud system applications is also 
gaining popularity.

“Big Data”, i.e., the data collected from 
all devices, applications to create threat 
intelligence is also being heavily relied upon 
for monitoring, managing and measuring 
Security over Cloud, IoT and other 
interconnected devices. However, the need 
of the hour is to create huge computing and 
storage facilities for calculating real-time 
analytics where the attackers are targetting 
cloud and IT security operations to exploit 
the data, so that these can be countered 
effectively.

Internet or even private cloud is now an 
inevitable and unavoidable part of our lives. 
Every sector like manufacturing farms, 
traffic controls, real-time environment 
monitoring, security systems, health-
care, e-agriculture etc. are being governed 
by IoT as the backbone. The growth of 
technologies for open-source intelligence 
has also spurred the need for effective 
cyber-security measures as the openness 
in Internet is leading to emergence of newer 
things of Internet as practically each and  
‘everything’ is possible to be connected 
through a network controllable from any 
remote station – thus also opening-up 

newer vulnerabilities. To overcome such 
threats, enterprises and even individuals 
needs to limit the data at rest i.e., the idle 
data in systems, mobiles, and other Internet 
devices.

IoT mobile devices like smartphones, tablets, 
and wearables things are already ubiquitous. 
With the expansion of the IoT market, it is 
expected that non-mobile IoT systems will 
outnumber the current IoT-enabled mobile 
devices that we are familiar with. However, 
their security may get neglected as we 
strive to fit more functionality in smaller 
embedded systems. The security issues in 
systems, network devices, IoT devices are 
not bounded only with software issues like 
data authentication, access control, client 
privacy, and other attacks like data leakage. 
Hardware level insecurity is also grabbing 
the attention of researchers in 2019 as 
attacks on or through hardware is growing 
by the hour.

During the design and the fabrication 
process, Hardware Trojans may get injected, 
which are malicious circuit or modification 
of the hardware of the IC (Integrated 
Circuits). Hardware Trojans getting injected 
during the VLSI design life cycle is also a 
distinct possibility and sometimes these 
Trojans are almost impossible to detect. 
Some trojans start working when the ICs 
start functioning after fabrication. They 
are designed to work all the time. Basically 
their task is to monitor the activity of the 
chip and work accordingly. They can leak 
information, bypass instruction, control the 
whole chip, or damage the system. In IoT 
enabled systems these Trojans can be used 
by hackers to constantly monitor a system’s 
activity. Most of the Hardware Trojans 
may remain inactive (sleeping mode) and 
become active only at certain points of 
time. Trojans can be triggered internally 

or externally and their working activity can 
also be controlled by some predefined 
conditions embedded in it or from outside 
using the network.

Thus to obfuscate such threats, more 
emphasis and security measures are 
required to be put in place during the 
specifications, design, fabrication, and 
packaging stage of ICs/ Hardware. Such 
counter-measures assumes greater 
significance as many IC/ Hardware 
enterprises tend to depend on vendors due 
to high cost of fabrication. Also, use of third 
party Intellectual Property (IP) core and 
other design tools (CAD tools) make the 
situation more complicated.

While enterprises must guard against a wide 
range of threats, including extortion attacks 
and hardware vulnerabilities that have the 
capacity to destabilize the digital world 
and put a spanner in India’s digital growth 
story,  it is equally essential that citizens are 
empowered to take ownership in protecting 
their assets from cyber threats.

Continuous awareness on the significance 
of cyber-security measures would help us 
to move forward and besides consistent 
data protection policies and backup 
mechanism across multiple cloud services, 
enterprises must also institutionalize an 
Incident Response plan to counter any data-
breach/ compromise. Penetration testing 
on regular basis should also be an integral 
part of security policy.  2018 was rocked 
by a number of high-profile data breaches 
and ransomware attacks in the corporate 
world and 2019 looks to be a challenging 
year where enterprises must change gears 
to completely inventorize devices with 
emphasis on managing both managed as 
well as unmanaged devices so that threats 
are minimized.
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Mobile Cloud Computing (MCC) provides 
a scalable solution for both storage and 
computation of data over the Cloud. MCC 
provides a huge pool of stor-age which can 
be accessed online by the mobile users. 
However, it aggravates the user data priva-
cy issues. Secure data storage is based on 
cryptographic solutions, but when it comes 

to computation cryptographic solutions are 
not useful, as data is rst decrypted then the 
computation is performed. However, homo-
morphic techniques support computation 
on encrypted data and generate an encrypt-
ed result, are compute intensive and not 
advisable due to resource constraint nature 
of mobile devices. Privacy leakage risks pre-

vent users from shar-
ing their private data 
with third-party servic-
es. Now a days, large 
number of image and 
document processing 
apps, process the data 
on the cloud, instead 
of mobile device. Ba-
sic cryptographic solu-
tions cannot provide 
secure computation in 

mobile cloud, which raises the requirement 
of light-weight secure offloading methods. 
This article gives a brief description about 
increasing use of mobile cloud apps and 
suggests some measures to securely make 
use of mobile cloud computing via apps.

With the increasing popularity of smart phones the use of cloud services for mobile 
applications has also increased by many folds. There are some issues and challenges with 
respect to privacy and security of your data stored and the way we handle our mobiles.  
Living in the world of smart phones, we need to be cautious while handling our data and 
using various features, thus this section highlights on certain security measures for smart 
phones. 

Go Mobile

 > Secure Mobile Data-Computation Offloading
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Introduction
Mobile Cloud Computing (MCC) combines 
cloud computing, mobile computing and 
wireless networks in order to provide rich 
computational resources to mobile users. 
MCC brings together the fastest grow-
ing cloud technology with the ubiquitous 
smart-phone. Need of MCC as mobile de-
vices have 

•	 Limited Processing Capabilities
•	 Limited Storage
•	 Limited Battery Power

Figure 1 shows the architecture of MCC, 
where mobile devices ooad both data and 
computation to the mobile cloud via net-
work service provides. For supporting inten-
sive computations on resource-restricted 
mobile devices, ooads the computation to 
the mobile cloud. This mechanism helps in 
achieving eciency in performing the mobile 
task, whereas along with this, it raises many 
security and privacy concerns. With the use 
of Mobile Cloud Computing, private data of 
the mobile user is processed at the cloud 
side. This leads to exposure of both mobile 
data and computation to the cloud. A ma-

licious cloud service provider can misuse 
this data.

Services Oered and Usage of MCC
There are many existing approaches which 
preserve the privacy of the data stored on 
the cloud. Most of them are heavy cryp-
tographic techniques, which are capable of 
preserving the privacy of data stored over 
the cloud. When any computation is carried 
on the encrypted data stored on the cloud, 
it is rst required to decrypt it and thus make 
it vulnerable again, then computation is per-
formed. As a solution to this, Homomorphic 
Encryption was introduced, which is capa-
ble of performing computation on the en-
crypted data and generate the result in en-
crypted form which can be later decrypted. 
Homomorphic encryption is too complex 
and compute intensive for battery and re-
source-constraint mobile devices.

As per a survey by Appypie [1], the usage 
of mobile cloud apps is increasing rapidly 
in various domains as shown in Figure 2. 
Services offered by Mobile Cloud Comput-
ing are

Data Storage: 
It is storing data like photos, videos, docu-
ment les on mobile cloud in order to over-
come storage shortcomings. Example: Mi 
Cloud, Google drive, Dropbox etc.,

Computation offloading: 
It is transfer of certain computing tasks to 
an external platform i.e. mobile cloud due 
to hardware limtations of the mobile device.
•	 Image processing: PIXLR, Pics Art
•	 File conversion: Covert.les
•	 Language processing: Siri (Apple), Al-

exa (Amazon), Ok Google (Android)

Securing Cloud-based Mobile Data and 
Computation
•	 For ensuring the security of sensitive 

mobile data which is offloaded, user 
should prefer encryption mechanism.

•	 For performing computation on mo-
bile cloud,non-sensitive data should be 
offloaded, sensitive photos and other 
content should be processed on mo-
bile device itself.

•	 Instead of offloading complete appli-
cation, only non-sensitive operations 
should be offloaded.

•	 Download apps from legitimate source 
only, for processing documents and 
images.

•	 Always check for the third party policy 
declared by Cloud Service Providers.

•	 Avoid using newly added apps for pro-
cessing your personal documents and 
photographs.

•	 Check for app policy, whether its pro-
cessing data oine or using cloud.

References: 
•	 Snigdha	https://www.appypie.com/ba-

sics-of-mobile-cloud-computing-and-	mo-
bile-cloud-applications

Figure 2: Growth of Mobile Cloud Apps from 2014-2018
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With the increasing use of smartphones, 
QR codes are becoming popular. QR Code 
or Quick Response Code, is a matrix bar 
code which can be read by camera and 
then processed to read its data. It was ini-
tially developed for the automotive industry 
in Japan, but now it is being used by many 
companies. You will be surprised to know 
that the QR code was invented back in 1994 
by Denso Wave.

Let	 us	 first	 see	 few	 instances	 where	 QR	
codes are seen and used.

The auto or cab drivers are tagging the QR 
code which contain the driver information 
in the vehicle so that passengers can easily 
scan the QR code, save or share the driv-
er details, as part of safety. The whatsapp 
which is the most popular mobile applica-
tion these days, have a web.whatsapp.com 
which can be connected using the QR code 
from the mobile application and start using 
the web version of whatsapp. We also see 
the QR code for performing digital transac-
tions at various places like shopping malls, 
delivery boys, street food vehicles and many 
more.

So, many people now know what QR code 
is, but still many are unaware. It is similar 
to the bar code which we see on products, 
but unless like a bar code reader, QR code 
reader	 do	 not	 require	 any	 specific	 reader.	
Our smartphone camera can read it. The 
application which is reading the QR code , 
should be able to understand the content of 
the QR code, other than which there is no 
dependency to process the QR code. Due 
to fast readability, it is now widely accept-
ed and the use of QR codes is increasing. 
The scan of the QR code replaced efforts re-
quired to perform various tasks like writing 
down the web url, information on a paper, 
typing etc.,. We can quickly open a website 
by scanning a QR code rathar than typing 

the URL. The QR code can be generated for 
a piece of information like business card 
details, web address, paragraph or around 
300 characters or even more. The smaller 
the content the better is the QR code.

In this article, we will see the risks coming 
up with QR codes and how they are becom-
ing malicious to us in our day to day lifes.

QR Code Generation
For generating QR code , there are many 
online resources using which we can create 
the QR code for a text which can be url, web 
address, vcard, email, phone number etc., A 
few QR code generator tools are :

•	 https://www.the-qrcode-generator.com
•	 http://goqr.me/
•	 http://www.qr-code-generator.com/
•	 http://www.qrstuff.com/
•	 https://scan.me/qr-code-generator

These generator tools will accept your text 
information and generate an image which 
can be downloaded for later usage.

The programming languages have also in-
built libraries to support QR code genera-
tion. Thus the web applications can, also dy-
namically generate QR codes for important 
easy	to	transmit	data	like	online	certificates	
generated, to access online reports etc.,

The QR Code once generated, it will contain 
the information for unlimited time and thus 
QR code do not have any expiry or lifespan.

Is it possible to hack the QR Code
By now, you might have got an overview 
that QR is just an image which contain the 
text inside. However there are chances that 
you see a different QR code for same piece 
of text when generator using different meth-
ods. The reason for this is that, There are 40 
Versions (sizes) of QR Codes, 4 error cor-
rection levels and 8 masking possibilities 
giving a total of 1280 possible QR codes for 
any given input. For more details on types 
of QR codes, storage, error correction and 
many more technical details, visit, https://
en.wikipedia.org/wiki/QR_code.

Though same piece of information can 
have various QR codes, the QR code once 
generated cannot be tampered or hacked. 
Hacking a QR code means manipulation of 
the action without modifying the QR code. 
This is not possible. QR codes can be ma-
licious and can trigger malicious action. 
But that QR code will not be the same as 
the legitimate QR code. Two QR codes with 
different actions will never be the same. We 
will certainly see different patterns in both 
QR codes. So, QR codes cannot be hacked. 
But It can be malicious and hackers can use 
a QR code for various malicious purposes.

Security risks involved in using QR Codes
As discussed earlier, QR codes can be ma-
licious, so there are various risks involved 
with QR codes. Let us see those risks.

QRishing Attacks
Phishing is a popular way of hacking web 
accounts. Attackers send a fake web page 
with forms to collect credit card / debit card 
details, login details etc., which pretend to 
be the original one. The attackers used var-
ious means to send the phishing web urls 
to the victim like, email, chat messages 
etc., and when awareness about phishing 
websites increased,   people started taking 
precautions by verifying the web url, by not 
clicking the links received through emails 
etc., later to which the attackers started per-
forming tabnapping  attack through which 
an idle tab is forced to redirect to the phish-
ing website. This is driven to be another 
mode of taking victim to phishing website. 
Today, the QR code has become another 
medium for the attackers to reachout with 
phishing website to the victim’s browser. It 
is also described as QRishing by some se-
curity researchers.

QR Code can be Malicious! Mrs K Indraveni
Principal Technical Officer

Centre for Development 
of Advanced Computing 

(C-DAC), Hyderabad

QR code for web address 
https://infosecawareness.in

Do not fall prey to the 
phishing websites 
through QR codes
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Its very simple, due to the flexibility and eas-
iness in adopting the QR codes, the public 
posters and advertisements, started using 
the QR code which when scanned will take 
us to the advertisers website or show us rel-
evant information. The attackers can create 
malicious QR code which contains web url 
of the phishing website  and print the post-
ers and advertisements with this malicious 
QR code. Also, the attackers can just paste 
the malicious QR code over the original pub-
lic posters displayed across without even 
printing the entire poster. Unknowingly, the 
person who scans these QR codes will be 
landed up into the phishing website. Due 
to limited space in mobile, browsers do not 
show the full address in the URL thus the 
victim ends up sharing the details in the 
phishing website.

There are cases where survey forms re-
lated web urls were phished and shared 
through QR Code.
Drive-by download of Malicious apps
Malicious software distribution are also 
done through QR codes. A QR Code with 
web url of malicious websites to distribute 
malware via drive by download attack. Drive 
by download attacks are attacks in which 
a website forcefully downloads software 
in the device when we visit the website. It 
does not need any action from the user’s 
side. Visiting the website is enough to trig-
ger the download action. The downloads 
can be of malicious apps like capturing 
screen, recording camera and mic, sending 
SMS,  collect your data or anything which 
can perform potential harm.

Digital Transactions
So far, I haven’t seen any UPI digital trans-
actions related attacks through QR codes. 
However, by understanding the QR codes 
usage and various attacks done using QR 
codes, I presume that the following UPI 
based attacks using QR codes may be the 
future attack vector.

Here is how it can be done.  We come across 
in many shopping areas the QR Codes are 
displayed over the walls for digital transac-
tion. It can be paytm, phonepe, upi, bhim 
etc., Customers just scan the QR code and 
process the payment. I have seen in many 
busy shops where customers purchase the 
items and just scan the code available in the 
display	 area	 ,	 finish	 the	 payment	 and	 very	
rarely customers show the transaction tick 
mark to the shop person as well.  Not sure 
how much attention the shop  owner paid 
on the details above the tick mark. Some-
one can change the displayed QR code 
when the shop owner is inattentive with an-
other QR code.  The shop owner may notice 
that payment have not been received , but 
by that time, already few transactions might 
have been missed. 

Same is the case with cabs, autos who 
also are displaying the QR codes for digital 
transactions. There are chances for travel-
ling passengers to change the QR code with 
another code with different account details.

Thus your payment may not reach the in-
tended person. And if you are one of the 
user who display the QR code, beware of 
such manipulations.

Protect yourself from Malicious QR codes
Choose the right QR Code reader and re-
view the QR code
•	 Before installing the QR code reader in 

your smartphone, check its features. 
Look for an option if it allows you to 
inspect the decoded code before open-
ing up the code in browser or other tar-
geted application. If it doesn’t do that, 
change your choice and go for another 
QR code reader app which supports 
such feature.

•	 When the QR code reader decodes the 
text embedded in the QR code, verify 
the url or the content for its correct-
ness. 

Inspect the QR code to make sure its not 
a sticker
When you see a QR code over a public post-
er, newspaper or any such places,  make 
sure that its not a sticker.  Touch with your 
hand to feel the difference between the QR 
code and the rest of the paper, or try to peel 
and check. If such incident is observed, re-
port it to the owner.

Reconfirm the payee name
While performing digital transaction by 
scanning the QR code, the apps usually dis-
play the name of the person who owns the 
account before the amount is entered. Read 
out the name or show it to the concerned to 
verify if its the correct address to which the 
transactions is supposed to be done by you.

In Russia, a malicious 
QR code on scanning 
sent SMS to premium 
numbers costing $5 

USD per SMS. Most of 
these kinds of attacks 

have been seen against 
Android devices.

•	 Consider installing security software from a reputable provider and update them 
regularly.

 
•	 Always check the features before downloading an application. Some 

applications may use your personal data.
 
•	 Do a good research about the application and the developer when you are 

downloading the application from third party.

Mitigation against Mobile Application and Operating System Attacks
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Mobile Security : 
Bringing up children along 
with technology

Hemant Tyagi
Principal	

Doon	Valley
International	School

Learning starts by birth 98% of the human 
brain gets developed by the age of 6 years, 
so if we want to foster and motivate our 
child to understand good and safe learning 
then technology needs to be a part of their 
experience in early years. 

Technology as well needs to be dealt in a 
positive and secured manner. Internet has 
become a necessary tool for the family. 
Back in the year 2000, when phones came 
to India like a boom, no one ever thought of 
India to be the leading user in the world. The 
very nature  of mobile phones that helps in 
connecting people and resources which has 
some risk of people intruding into your sys-
tem. When everyone carries their personal 
phones almost everywhere, yes everywhere, 
we have to be very cautious in performing 
our actions. 

Most People check their phones almost 
250 times in a day but one thing they nev-
er checked, how secured their mobile apps. 
Since mobile technology becomes more ad-
vanced so do the security attacks of those 
who want to exploit mobile technology cre-
ating a multitude of troubling scenarios.

Some important measures to keep our 
children aware of pros and cons of tech-
nology :
•	 No mobile phone screen before age of 

2, if you are unable to avoid it then keep 
it on flight mode.

•	 Make a schedule of using mobile 
phones or other devices for children 

•	 Give them in Safe Mode
•	 Consider common place for mobile 

phones to children.
•	 Set family rules for accusing Internet.
•	 Remind them regularly that people we 

met online can be stalkers, fake Id us-
ers, and cyber criminals etc. to avoid 
any mis-happening in future. 

•	 Create strong, unique and easy to re-
member passwords.

•	 Guide your children not to post your 
personal photos and videos on social 
sites without informing family to avoid  
Hacking. Your ignorance is power of 
hackers. 

•	 *Install	 firewall,	 Antivirus	 etc	 ,	 visit	

www.cdac.in to download free tools & 
software for your mobile phones and 
PCs.

When you teach children in your classroom 
to keep screens away during playtime or sto-
ry time and ensure that there is a timetable 
to be followed while using mobile phones, 
then kids learn that mobile phones cannot 
be used all the time. This is the same that 
parents need to be taught to do at home 
too, children learn by imitation, so if they see 
adults using mobile phones all the time then 
they will learn the same bad habits.

Solution to all the problems is be with chil-
dren during mobile phone viewing time and 
chat with them during the show. Mobile 
phones are a one way process and so chil-
dren don’t learn important skills like waiting 
for the other person to speak. So face to 
face conversation are a must in the early 
years to build the foundation of social skills.

So, if children grow up seeing and experi-
encing the wise and safe use of technolo-
gy then they will make best use of it, rather 
than being a slave of technology. The future 
is all about technology and we cannot pre-
pare children for this future by keeping them 
away from it or by giving them incorrect 
habits of using it

Take a pledge to grant 
your children  that much 

required exposure 
of mobile usage and 

embrace the technology
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Social Media Security

---------------------------- Strengthen your Social Media Security

Keeping in view of the rate at which internet penetration is going on in India we present 
you the use of new technologies and techniques for ensuring safe social media use. Let 
us also have a glance on the role that media can play in balancing privacy and personal 
security of an individual while enjoying the benefits of social media.

Fake News Dataset 
Creation Process for 
online social media

 » Fake News Dataset CreationProcess for online social 
media

 --- Sirra Kanthi Kiran, Dr. M. Shashi, Dr. K. B. Madhuri
 » Social Media: Threats and Precautions

 --- Dr. Suresh G. Isave

 » EMail Spoofing Analysis
 --- Rishiraj Singh Bhati, Nilay Mistry, Mehul Parmar, Heena Jain

 » Role of media in creating awareness on cyber security
 ---Shirley Jacob

Fake news is false information intentionally 
postedand spread as real news. In recent 
times people often depend on online social 
networks for social interaction and news, 
and hence dissipation of news through on-
line social networks is very fast. Consuming 
news from online social media platforms 
has both advantages and disadvantages. 
Some of the advantages are fast and free 
accessibility to on-site information any-
where any time on mobile devices. Howev-
er, lack of veracity verification is the major 
disadvantage, which has adversarial impact 
on society sinceit is difficult to check the 
authenticity of the news once posted. De-
tecting fake news is a non-trivial task, which 
requires the use of latest advancements in 
computer science research such as deep 
learning. In order to apply deep learning 
to solve real world problems such as fake 
news detection requires very largelabelled 
datasets. This article describes generalized 

architecture for construction of fake news 
dataset, which can be used to traina ma-
chine learning / deep learning models for 
fake news detection.

Keywords : Fake News Dataset, Deep Learn-
ing, Veracity, Online Social Media

Introduction: 
Social media is being used for latest up-
dates on real world events because of in-
stant access, option to share among friends 
free of cost[1]. Roughly two thirds of Amer-
icans are depending on social media for 
news, this scenario is true throughout the 
globe [2]. However, the news received from 
social media may not always be truthful 
as there is no check on the veracity of the 
content posted. The news content which is 
factually inaccurate and forged intentionally 
to distort emotions preying on prejudice or 
bias is considered as fake news.   On so-

cial media, fake news can be propagated 
very fast as there is no control over it, and 
sometimes may lead to significant negative 
impact on the society.  But the task of clas-
sifying the news content as true or false is 
very difficult, if not impossible. 

Detecting and eradicating malicious infor-
mation is a nontrivial task which throws a 
wide range of challenges. To tackle these 
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challenges, researchers explore the suitabil-
ity of the latest advancements in Computer 
Science such as Deep Learning which has 
become a promising area in the field of 
Artificial Intelligence especially for Natural 
Language Processing [3]. However, Deep 
Learning architectures generally require 
large amount of labelled data for building 
models for pattern classification. Hence, it 
is essential to dynamically collect and main-
tain large amounts of highly reliable ground 
truth data for handling fake news identifica-
tion problem.

Dataset Construction: 
The process of dataset construction for 
detection and elimination of malicious in-
formation from social media involves two 
major issues; while it is very difficult to get 
the reliable labelled ground truth data, the 
second issue is relates to the creation of 
dataset dynamically / online from social 
media to record content as well as context. 
The procedure followed in the article [4] 
published by Kai Shu et.al., can be gener-
alized to create fake news datasets. Flow-
chart depicted in the figure 1 describe the 
procedure for creating a fake news dataset. 
Reliable ground truth labelled data are col-
lected from various fact checking websites, 
such as PolitiFact [5], GossipCop[6], fact-
check.org[7], altnews.in etc.

PolitiFact is a non-profitable organization 
operated by the Poynter Institute in St. Pe-
tersburg, Florida, USA. PolitiFact checks 
truthfulness of political news articles and 
publishes reports. PolitiFact publishes the 
original statement of news articles (most-
ly the headline) along with their complete 

analysis of fact-check evalu-
ation results in their website. 
PolitiFact evaluates original 
statements made by pol-
iticians and publish their 
findings on the PolitiFact.
com website, where each 
statement receives a “Truth-
O-Meter” rating. The ratings 
range from “True” for com-
pletely accurate statements 
to “Pants on Fire” (from the 
taunt “Liar, liar, pants on 
fire”) for false and ridiculous 
claims. PolitiFacts’ “Truth-
O-Meter” consists of labels 
as “TRUE”, “MOSTLY TRUE”, 
“HALF TRUE”, “MOSTLY 
FALSE”, “FALSE”, “PANTS 
ON FIRE”. Registered users 
can download the Politi-
Facts’ evaluation results 
corresponding to different 
statements, such as we can 
download all the “TRUE” la-

belled statements, we can download all the 
“FALSE” labelled statements etc., which is 
convenient while creating a dataset for fake 
news dataset where we want both “TRUE”, 
“FALSE” labelled data. 

Most of these fact checking websites pro-
vide URL for the original news. The URLs 
provided by the factchecking websites can 
be used to scrap the original news. The in-
formation in the original news content in-
clude headline, body text, images, author 
information, links, etc., which forms the 
dataset with content and ground truth label.

GossipCop is a website that verifies celeb-
rity news. GossipCop fact-checks celebrity 
stories mostly of entertainment related, 
published in magazines, newspapers and 
on the web, to compute the veracity of 
whether they are true or false. GossipCop 
provides ratings in the range of 0 to 10, 0 
means completely false 10 means real. Al-
most 90% of the news that are verified by 
GossipCop have rating scores less than 
5, which is an indication that the celebrity 
news has most no. of fake stories.

Social media posts which are related to 
already collected [from fact checking 
websites] news articles can be collected 
through social media platforms’ search 
APIs such as the Twitter’s Advanced Search 
Application Programming Interface (API) 
[5]. APIs can be used to collect social media 
posts, their second order activity such as 
reposts, likes, comments. Once all the users 
who posted these real and fake news have 
been collected, we can collect their meta-

data such as User Profiles, their posts, their 
social network (group) which constitute the 
context of the social media posts. Then this 
collection of social media data with labels 
will be divided into training set and testing 
set to build a model using an appropriate 
supervised learning algorithm.

Conclusion : 
Though a generalized overview has been 
provided to create a fake news dataset for 
social media, obtaining domain independ-
ent (PolitiFact provides political news arti-
cles, GossopCop provides entertainment 
news articles) ground truth labelled data 
dynamically is still a challenging problem. 
An exemplary work [1] done by Kai Shu et. 
al. in the creation fake news data repository 
is the basis for this article.

The cyber world is 
open to all. 

Anyone can post data 
on Internet. 

Beware of false 
information
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Social Media : 
Threats and Precautions 
The purpose of the article is make aware 
the readers about the threats of using social 
media. The author has tried to analyze the 
threats in to certain categories like Psycho-
logical, Identity, Financial and 

Second half the article describes the pre-
cautions to be taken while using social me-
dia to minimize the threats of social media 
discussed in the first part of the article.

Introduction: 
India is among the top countries in the use 
of social media. Whatsapp, Facebook, Ins-
tagram and Tweeter are pretty much pop-
ular among the Indian net users of all ages. 
Since there is a rapid growth in the internet 
users and social media users in India, the 
number of cyber-crimes also increasing si-
multaneously.  

Since there is no formal education offered 
about using social media, most of the users 
are vulnerable to cybercrimes. They are re-
quired to be more literate in the use of social 
media.

Generally, people uses social media to get 
connected with friends and to be able to 
share important moments of their life. They 
can be in touch with friends and family 
24X7 besides physical distance. Psycho-
logically they feel safe and social when they 
are on social media. To be more popular is 
basically fulfil their psychological need of 
self-recognition and self-esteem. Knowing-
ly unknowingly they share many personal 
things which attracts the attention of cyber 
criminals.

Threats on Social Media :
Psychological Threats : 
Users wants to share more things to be 
more popular and free to get more friends. 

Anxiety of receiving less likes affects the 
mental health. They make many efforts to 
get the attention of friends on net. That may 
lead to wrong direction and lost their peace 
of mind. They become friends of unknown 
users too. Sometimes they have relation-
ship with them and if get cheated them get 
disturbed. The addiction is also one of the 
aspect of the threat. People spend hours 
and hours on social media and get isolated 
from real society. They are restless when 
they do not find data range. They got habit 
of being virtual than real. So they become 
socially immature person.

Sometimes users are trolled by on the ex-
pression of social, religious views on social 
media which also causes to lose mental 
health. Sometime old friends in fare relation 
may misuse photos to threat in envy.

Suicide games, drug dealers, weapon sell-
ers, porn professional etc. also present psy-
chological threats to depressed users.

Identity Theft: 
Making profile on the social media is easier. 
Cyber criminals also make the fake profile 
to target their victims. It’s easy to download 
profile picture and copy personal details to 
make new fake profile. Such profiles are 
used to hide real identity to make a crime.

Financial Threats : 
Cybercriminal always is search of soft tar-
get on social network. They get closer and 
acquire personal bank details from a per-
son. Sometime Phishing and Farming used 
to make financial crimes. 

Privacy Threats : 
All posts, images, comments etc. are be-
come data on social networking site. As per 
data policy of sites, the data generated by 
users is the property of the site and they can 
share it with anyone. So privacy can be le-
gally breached by data policy. User himself 
share many private and personal things on 
social media that can be misused for illegal 
purpose.

Social media is a tool to be connected with 
society. In the process they become hyper 
active and faces problems due to criminals 
and friends who turns in to enemies. Peo-
ple are generally random and causal about 
sharing until they encountered with a prob-

lem. Reach to cyber criminals is very diffi-
cult because of complex and unidentified 
nature of social media. Geographical and 
Technological limitations make criminals 
safer than a real world. So users should be 
made aware about the social media threats. 
People can’t resist selves to share any per-
sonal event. Birthdays, hoteling, outing, pur-
chasing, anniversary, formal activities etc.  
are commonly shared without hesitation by 
users. Walls of the house has become invis-
ible in the era. Such data can be easily mis-
used by criminals or rivals. So awareness 
of such users is very much necessary. They 
say, prevention is better than cure, is very 
relevnt in case of social media.

Precaution of Social Media Use :
• Keep your profile at low. Fill the mini-

mum required fields in profile. Don’t fill 
details like mobile number, address, 
age, bank details, family details etc. 
which can be used to make fake IDs. 
Keep your profile hidden from non-
friends. See all the setting in privacy 
n profile. Make it more restricted to 
friends only. 

• Don’t keep passport kind of photo 
Profile picture that can be misused to 
make fake photo ID.

• Be selective in making friends. Don’t 
participate in rat race of making high-
est number of friends and followers on 
social networking. Unless you identify 
one don’t be a friends of one. Before 
making a friends of unknown profile, 
see his/her wall. Observe what he/she 
shared in his wall which is reflection of 
one’s character. If there are no pictures 
shared of the same person of profile 
picture, that’s possibly fake profile. If 
most of friends are from opposite gen-
der then again it’s a possibility of fake 
profile. Also observe mutual friends. If 
you find a profile is fake, report it to web 
admin of the site.

• Be selective in sharing. All family 
functions and activities should not 
be shared. Some perusal moments 
should be preserved as personal mem-
ory. Some user shares that they got 
precious gift on anniversary, which 
may attracts thieves.

• Don’t share indecent and bold photos 
on social media. Remember those can 
be downloaded and misused on many 
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sites like dating and pornography.     
• Live location and live sharing should 

be avoided in public domain which 
gives idea to criminals where you are 
and your family may at risk. Many user 
share their live location of outing like 
airport,  resorts, conference etc. which 
clearly indicates that you are out of sta-
tion and your house is easy for breach.

• Don’t make use of third party apps 
shared on social media site. E.g. how 
you will look after 30 years, you looks 
like which celebrity, what people think 
about you etc. By using these apps us-
ers allowed them the collect data from 
the profile and use it.

• Participate in events organized by 
known person and known place. Don’t 
participate in secret events organized 
by using social media because it could 
be anything like drugs, human traffick-

ing etc.  
• Don’t click or share links crawling on 

different profile because it may contain 
malware that can hack your accounts 
or share indecent links on walls.

Conclusion : 
Social media is a need of today’s era. More 
than half of the world population is using 
social media, so you can’t ignore it. By ob-
serving threats don’t think about not to be a 
part of social media. Be the part of it. Risks 
are everywhere no matter online or offline. 
What we are supposed to be alert selective 
and aware about the use and misuse of so-
cial media.

Never share your 
photographs / personal 

details to unknown 
persons in Social 
Networking sites 

Email Spoofing Analysis
Email attacks are the one emerging now-
a-days and are greatest threat to National 
Security. Many of the attackers are target-
ing high end audience and critical infra-
structures. It is thus essential to identify 
and eliminate users and machines misus-
ing e-mail service. There is a need to find a 
technique by which user can differentiate 
between the genuine and spoofed Email. As 
there are many ways to spoof an Email but 
this paper mainly focuses on mails spoofed 
by using either PHP Script or Anonymous 
Mailers. This paper represents techniques 
by which user can find whether the mail is 
spoofed or not.

Index Terms : 
Email header, Message-Id, Email spoofing, 
Email Forensics, Email Header Analysis, 
PHP Mailer, Anonymous Mailer.

Introduction: 
Email consists of 3 parts: 
• Envelope contains the internal process 

by which Email is routed. 
• Body contains the actual contents of 

the message. 
• Header contains the complete infor-

mation about the Email like From, Date, 
Message-Id, To, Subject, Received, and 
Sender.

It uses RFC (Request for Comment) 6532[1] 
as a standard for creation of Email header 
and RFC 5322[2] for Email body. Email is 
the most used means of communication 
between people for their day to day opera-
tions in a private company or government 
organizations. Now a day’s many attackers 
are targeting high end audience and criti-

cal infrastructures that can harm the na-
tional security. Even an insignificant Email 
can harm the whole national security. So, 
spoofed Email can be considered as the 
smallest weapon of destruction that can 
create a big chaos.

Email spoofing is a mechanism in which 
Email appears to come from authentic user 
but actually it comes from an imposter. 
Email Spoofing can involve not only send-
er email id but also MIME, Message-Id[4], 
or any activity that avoids tracing of Email. 
Email spoofing is very simple to do because 
the core protocol does not provide any au-
thentication. Even a non technical person 
can do so by using many anonymous mail-
ers that are freely available on the internet.

Earlier FTP (File Transfer Protocol) and 
HTML (Hyper Text Markup Language) was 
used to exchange Email over the ARPANET 
but now it uses SMTP (Simple Mail Trans-
fer Protocol) and ESMTP (Extended SMTP) 
as an internet standard for its transmis-
sion. To spoof an Email, attacker forges 
the SMTP by changing the attributes of 
Email header according to his/her need. 
In this some of the fields can be changed 
but not all. The fields like From, To, Bcc, Cc 
etc can be changed, there are likely hood 
of some of the attributes like Message-Id, 
SPF (Sender Policy Framework), DKIM[5] 
(Domain Keys Identified Mail), and DMARC 
(Domain-based Message Authentication, 
Reporting and Conformance) are also sub-
jected to change. These fields can be used 
to identify whether an Email is genuine or 
spoofed. Further IPv6 regime offers more 
security on Email spoofing over IPv4.

Email service providers like Gmail, Yahoo 
and Windows Live uses special algorithm 
to filter out the spoofed Emails but then 
even there are chances that spoofed mail 
appears in Inbox. But some of the private 
companies and government organizations 
that use their own Email servers for com-
munication unlike Google, Yahoo and Win-
dows Live does not have any mechanism 
that filters out the spoofed Email and send 
it to spam folder. Thus to identify this, an al-
gorithm can be implemented that provides 
and extra layer of security to the Email serv-
ers.

Rishiraj Singh Bhati
Institute	of	Forensic	Science

Gujarat	Forensic	Sciences	
University

Gandhinagar,	India

Nilay Mistry
Institute	of	Forensic	Science

Gujarat	Forensic	Sciences	
University

Gandhinagar,	India

Mehul Parmar
Institute	of	Forensic	Science

Gujarat	Forensic	Sciences	
University

Gandhinagar,	India

Heena Jain
Institute	of	Forensic	Science

Gujarat	Forensic	Sciences	
University

Gandhinagar,	India



SOCIAL MEDIA 
SECURITY INFOSEC DEPOT - 2019

Toll Free No. 1800 425 623546

To check which servers are vulnerable 
to this kind of attack both genuine and 
spoofed Emails are sent and checked 
whether they are received in Inbox or Spam. 
Later on all the Email headers are gathered 
and checked what the differences are there 
between original and spoofed Emails.Now 
let’s see how to identify the spoofed Emails 
by analyzing there headers.

Analysis
In this complete analysis of Email headers 
[6] is done by comparing different kinds of 
Emails sent on different Email servers using 
different ways, both genuine and spoofed. 

Email service provid-
ers used for analysis 
are:
• Gmail
• Yahoo
• Windows Live
• Mail.India.com

Three type of Email 
are analyzed:
• Genuine Email
• Spoofed Email 
using 3rd party 
anonymous mailer 
(www.emkei.cz).
• Spoofed Email 
using our own script 
written in PHP.

After sending the 
Emails their Email 
headers were re-
trieved and then 
completely analyzed 
to understand the 
behavior of spoofed 
Emails. Below are 
all the comparison 
tables that were 
made in accordance 

to understand the differences. It is also 
mentioned that the selected framework is 
based on popularity and the study has been 
restricted to the mentioned attributes.

Interference
The attributes that 
is necessary to 
identify whether an 
Email is spoofed 
or not were used 
in the proposed 
framework and is 
also shown below.

The attributes selected for the study which 
is also part of the framework selected are 
assumed to be less likely of being spoofed. 
The selected attributes play a major role 
in providing authenticity, confidentiality 
and integrity while studying the scope of 
spoofing. Fig 3 shows the attributes and 
its description. Subsequently it is inference 
that among all the email services that were 
included in this study, it was found that cer-
tain emails were less likely of being spoofed 
than the other.

Conclusion and future work
This paper was completely based on the 
analysis of Email header to identify whether 
it is spoofed or not. Here, around 50 Email 
headers have been compared with one oth-
er using all the important attributes that de-
fine the originality and source of the Email. 
In future this analysis can be used to build 
an Email server that is intelligent enough to 
identify whether the Email is spoofed or not. 
It will check each and every attribute that is 
essential to consider the authenticity of an 
Email. Today all the government Email serv-
ers are most prone to Email headers spoof-
ing and even an insignificant Email can cre-
ate a big chaos. So to protect confidentiality 
an extra layer of security is compulsory for 
Email servers.

Fig. 1. Genuine Email : This mail is sent by genuine hotmail account.

Fig. 2. Spoofed Email : This mail is sent via a PHP script using open 
source PHP Mailer as a library. As stated it is a spoofed mail so it 

should be received in spam or junk but it is received in inbox.

Now all the possible combinations of these Email service providers with differ-
ent ways of sending Email are made and the Emails are sent. Some of the Emails 
were received but some of them were not. Some spoofed Emails look like gen-
uine but some were flagged as spam. This table represents how Email service 
providers respond to spoofed Emails.

Table I. Response to Spoofed Emails

Source Destination Response

Gmail Gmail Received in Inbox but flagged as spam

Gmail Yahoo Received in Inbox

Gmail Windows Live Received in Spam

Gmail, Yahoo, Live India.com Received in Inbox

Yahoo Yahoo Not Received

Yahoo Gmail Not Received

Yahoo Windows Live Not Received

Hotmail Windows Live Received in Inbox

Windows Live Gmail Received in Inbox

India.com India.com Received in Inbox

India.com Gmail Received in Inbox

Table II. Gmail to Others

Attributes Original Spoofed
Emkei.cz

Spoofed
PHP Script

SPF Pass Softfail Softfail

Received-
SPF

No such word Domain of tran-
sitioning <Email> 

does not designate 
<ip> as permitted 

sender

Domain of transition-
ing <Email> does not 

designate <ip> as 
permitted sender

Message-Id ID@mail.gmail.com 
ID is of 51 characters

ID@emkei.cz
ID is less than 45 

char

ID@www.drooper.in
ID is less than 45 char

Dkim Available/Pass Neutral Neutral

Dmarc NA Fail Fail

x-hmca Pass Fail Fail

x-auth-re-
sults

Pass Fail Fail

x-sid-results Pass Fail Fail

To Name <Email> Email Email

From Name<Email> “Name”<Email> Email

X-AntiAbuse NA NA Displays original Email 
id used for authenti-

cating

X-Priority NA Available NA

X-Spam-
Score

-1.899 0.8 1.1

X-Spam-Level NA NA *

X-Spam-Sta-
tus

No No
(But it should be 

Yes)

No
(But it should be Yes)
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Table III. Windows Live to Others

Attributes Original Spoofed
Emkei.cz

Spoofed
PHP Script

SPF Pass Softfail Softfail

Re-
ceived-SPF

No such word Domain of transition-
ing <Email> does not 

designate <ip> as 
permitted sender

Domain of transition-
ing <Email> does not 

designate <ip> as 
permitted sender

Message-Id ID@mail.gmail.
com

ID is of 51 
characters

ID@emkei.cz
ID is less than 45 

char

ID@www.drooper.in
ID is less than 45 char

Dkim Available/Pass Neutral Neutral

Dmarc NA Fail Fail

x-hmca Pass Fail Fail

x-auth-re-
sults

Pass Fail Fail

x-sid-results Pass Fail Fail

To Name <Email> Email Email

From Name<Email> “Name”<Email> Email

X-AntiAbuse NA NA Displays original Email 
id used for authenti-

cating

X-Priority NA Available NA

X-Spam-
Score

-1.899 0.8 1.1

X-Spam-Level NA NA *

X-Spam-Sta-
tus

No No
(But it should be Yes)

No
(But it should be Yes)

Table IV. Yahoo to Others

Attributes Original Spoofed
Emkei.cz

Spoofed
PHP Script

X-spam-Flag Yes No No

X-Spam-Score 10.724 3.13 2.231

X-Spam-Level ********** *** **

X-Spam-Status Yes
(But it should be 

NO)

No
(But it should be Yes)

No
(But it should be 

Yes)

Received Name of original 
server

Name of original 
server

Name of original 
serve

X-AntiAbuse NA NA Displays original 
Email id used for 

authenticating

Message-Id ID.JavaMail.
yahoo@mail.
yahoo.com

ID@emkei.cz ID@www.drooper.in

From Name<Email> “Name”<Email> Email

Table V. India.com to Others

Attributes Original Spoofed
Emkei.cz

Spoofed
PHP Script

X-Spam-Score 4.723 1.5 1.1

X-Spam-Level **** * *

X-Spam-Status No No
(But it should be Yes)

No
(But it should be Yes)

Received NA Name of originating 
server

Name of originating 
server

X-AntiAbuse NA NA Displays original Email 
id used for authenti-

cating

Message-Id ID.JavaMail.
tomcat@be04

ID@emkei.cz ID@www.drooper.in

From Name<Email> “Name”<Email> Email

X-Mailer zMail Mailer 
(beta)

NA PHPMailer

Fig. 3. Attributes to Identify Spoofed Email

Fig. 4. Likely hood of spoofing of Email header 
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“Cyber security is essential in today’s 
era. Digital space must not become a 
playground for the dark forces of terrorism 
and radicalization” Prime Minister Sh 
Narendra Modi said, while speaking at a 
conference on Secure and Inclusive Cyber 
Space for Sustainable Development. PM’s 
vision of a Digital India is to ensure that the 
Government’s services are made available 
to citizens electronically by improved online 
infrastructure and by increasing Internet 
connectivity or by making the country 
digitally empowered in the field of technology. 
While the digital space has become a vital 
asset for mankind by becoming an enabler 
for the common people, the quest for an 
open and accessible internet often leads 
to vulnerability. Hackers and Predators, 
Computer Viruses, Spyware Threats capture 
personal information, Phishing etc, are some 

of the challenges to be overcome by the 
users to stay safe online. Alertness towards 
cyber security concerns should become 
our way of life and we should ensure that 
vulnerable sections of our society does 
not fall prey to the evil designs of the cyber 
criminals. Digital space should not become 
a  playground for the dark forces of terrorism 
and radicalization. Spreading awareness 
and Training of well equipped and capable 
professionals to counter cyber threats is the 
need of the hour. Information sharing and 
coordination among security agencies is 
essential to counter the ever changing threat 
landscape.

Media can play an important role in helping 
the people to walk the fine balance of privacy 
and openness on one hand and personal 
security on the other as it  keeps the public 

informed about  human realities taking place 
in everyday life and even educates about 
the latest development. Technology has 
endowed the electronic media with three 
major attributes -Instantaneity which has 
provided it with a ringside view in real time, 
Spontaneity which has allowed it to cover 
events as they unfold and Locality which 
has provided it with the power to bring the 
farthest corner of the globe into a household. 
It is for this aspect of unique coverage and 
impact that the electronic media can be 
geared up effectively to promote and expand 
security awareness among the people 
at large and at the same time act as an 
influential and instrumental tool with regard 
to building confidence to embark onto the 
digital age  and avail its  long term benefits. 

Role of media in creating 
awareness on Cyber Security

Shirley Jacob
Programme	Executive,	

All	India	Radio

Guidelines for Social Networking

» Don’t give or post any personal information

» Never give out your password to anyone other than 
your parent or guardian

 
» When you are choosing a Social Networking site, 

privacy issues should be considered
 
» Only add people as friends to your site if you know 

them in real life
 
» Delete any unwanted messages inappropriate 

comments and immediately report those com-
ments to the networking site
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There are public reports about spreading of 
malware named as ServHelper malware. It 
is a backdoor malware used by attacker to 
steal the information from victim machine 
to use it in later stage for performing mali-
cious activity. The Mode of spreading of this 
malware is through mail which carry either 
the malicious macro embedded document 
in the form of Doc, wiz and pub or through 
malicious URLs which link to the malware. 
Once victim enable the embedded macro, it 
download and execute the ServHelper mal-
ware on the victim machine. After victim is 
infected with ServHelper, attacker exploit 
the victim machine through two ways. First 
is “tunnel” variant in which attacker access 
the victim machine through Remote Desk-

top Protocol via SSH tunnels. After build-
ing connection to Command and control 
server (C2) controlled by attacker, attacker 
performing different malicious activity via 
executing commands like copying victim 
browser profiles data, credentials, kill pro-
cess, create scheduled task and delete mal-
ware from victim machine. Second one is by 
deploying another Remote Access Trojan 
(RAT) on victim machine named as Flawed-
Grace. This RAT creates the configuration 
file at location C:\ProgramData\.dat which 
contains the details of C2 IP and Ports to 
which machine need to connect. After build-
ing connection with C2, malware perform 
activity via executing different commands 
like update, remove, download, destroy etc. 

The IOC of attack is listed below for your ac-
tion.
Command and Control Server 
• http://officemysuppbox[.]com/statere-

pository 
• https://checksolutions[.]pw/ghuae/

huadh.php 
• https://rgoianrdfa[.]pw/ghuae/huadh.

php 
• https://arhidsfderm[.]pw/ghuae/huadh.

php 
• http://offficebox[.]com/host32 
• http://office365onlinehome[.]com/

host32 
• https://afgdhjkrm[.]pw/aggdst/Hasrt.

php 
• http://dedsolutions[.]bit/sav/s.php 
• http://dedoshop[.]pw/sav/s.php 
• http://asgaage[.]pw/sav/s.php 
• http://sghee[.]pw/sav/s.php 
• https://vesecase[.]com/support/form.

php 
• 46.161.27[.]241:443

File Location C:\ProgramData\.dat

ServHelper Malware
Virus type: Backdoor

Malware 
Reviewed

This section gives you an insight on sophisticated techniques used by cybercriminals to 
fetch your information leading to personal and financial loss. 

 È ServHelper Malware
 È Powerratankba Malware
 È BokBot Malware
 È Cyber Swachhta Kendra 
 È An Insight of Mirai Botnet

---------------------------------Malware: what you need to know

Referenced by

The Information Security Education and Awareness Program is a unique program imparting education at the 
Bachelors, Masters and PhD level for capacity building at a technical level in the country as well as creating 
awareness in multiple Indian languages for various segments of the society such as children, women, parents, 
teachers, etc through innovative mechanisms. 

The Cyber Swachhta Kendra by CERT-In takes the awareness to a different level by reaching out to the citizens 
with digital devices on a scale which is unprecedented globally.Dr. Sanjay Bahl, 

Director General, CERT-In
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Best Practise and Recommendations 
• Users are advised to disable their RDP 

if not in use, if required it should be 
placed behind the firewall and users are 
to bind with proper policies while using 
the RDP. 

• Don’t open attachments in unsolicited 
e-mails, even if they come from people 
in your contact list, and never click on a 
URL contained in an unsolicited e-mail, 
even if the link seems benign. In cases 
of genuine URLs close out the e-mail 
and go to the organization’s website di-

rectly through browser. 
• Restrict execution of Power shell /

WSCRIPT in enterprise environment 
Ensure installation and use of the lat-
est version (currently v5.0) of Power-
Shell, with enhanced logging enabled. 
Script block logging, and transcription 
enabled. Send the associated logs to 
a centralized log repository for moni-
toring and analysis. Reference:https://
www.f i reeye.com/blog/threatre -
search/2016/02/greater_visibilityt.html

• Deploy web and email filters on the net-

work. Configure these devices to scan 
for known bad domains, sources, and 
addresses; block these before receiving 
and downloading messages. Scan all 
emails, attachments, and downloads 
both on the host and at the mail gate-
way with a reputable antivirus solution. 

• Application whitelisting/Strict imple-
mentation of Software Restriction Pol-
icies (SRP) to block binaries running 
from %APPDATA% and %TEMP% paths. 
Ransomware sample drops and exe-
cutes generally from these locations.

There are public reports about spreading 
of malware named as Powerratankba mal-
ware. The malware is used by attacker for 
stealing the victim information which they 
used in later stage for performing malicious 
activity. The Mode of spreading of this mal-
ware is through dropper which gets down-
load on the victim machine via malicious 
link lurking victim to apply for a job. 

• Once this dropper reach on victim ma-
chine, it decode the PowerShell script 
from it saved at location C:\\users\\
public\\REG_TIME.ps and execute it. 

• After that it will build the connection 
with C2 controlled by attacker to down-
load Powerratankba malware, used by 
attacker for gathering the victim sys-
tem information. 

• Powerratankba Malware used the vic-
tim legitimate service like Windows 
Management Instrumentation (WMI) 
to obtain the IP address, Operating sys-
tem information, username and regis-
try for proxy details, files open etc. from 

the victim machine to remain undetect-
ed for long time. 

• Finally Powerratankba malware down-
load its final payload at location C:\win-
dows\temp\REG_WINDEF.ps1 and reg-
ister it as a service. Malware also add 
itself at start up location to maintain its 
persistence in victim machine.

Command and Control Server 
• https://ecombox.store 
• https://bodyshoppechiropractic.com

File Location 
• C:\windows\temp\REG_WINDEF.ps1 
• Autostart setting \AppData\Roaming\

Microsoft\Windows\Start Menu\Pro-
grams\Startup\ as WIN_REG.exe. 

• C:\windows\temp\tmp0914.tmp
• C:\\users\\public\\REG_TIME.ps1

Best Practise and Recommendations 
• Don’t open attachments in unsolicited 

e-mails, even if they come from people 
in your contact list, and never click on a 

URL contained in an unsolicited e-mail, 
even if the link seems benign. In cases 
of genuine URLs close out the e-mail 
and go to the organization’s website di-
rectly through browser.

• Restrict execution of Power shell /
WSCRIPT in enterprise environment 
Ensure installation and use of the latest 
version (currently v5.0) of PowerShell, 
with enhanced logging enabled. Script 
block logging, and transcription ena-
bled. Send the associated logs to a cen-
tralized log repository for monitoring 
and analysis. 

 Reference: https://www.fireeye.com/
blog/threat-research/2016/02/great-
er_visibilityt.html

• Deploy web and email filters on the net-
work. Configure these devices to scan 
for known bad domains, sources, and 
addresses; block these before receiving 
and downloading messages. Scan all 
emails, attachments, and downloads 
both on the host and at the mail gate-
way with a reputable antivirus solution. 

• Application whitelisting/Strict imple-
mentation of Software Restriction Pol-
icies (SRP) to block binaries running 
from %APPDATA% and %TEMP% paths. 
Ransomware sample drops and exe-
cutes generally from these locations.

MALWARES
REVIEWED

Powerratankba Malware
Virus Type: Malicious Program

BokBot Malware
Virus Type: Trojan 
There are public reports about spreading of 
malware named as BokBot malware. This 
banking Trojan is modular in nature for per-
forming different malicious activity on the 
victim machine. The Mode of spreading of 
this malware is through spear phishing at-
tachment or link or via Emotet malware dis-
tribution. 

• Once this mal-
ware reach on victim 
machine, it will decode 
the shell code from it, 
create its directory (at 
C:\ProgramData loca-
tion) and executes from 
there. 

• After malware got installed on victim 
machine, it will generate the system 
ID and Collect System information like 
(Windows version information, User 
name, user SID, Member of a domain, 
LAN group). 

• After that malware try to build con-

nection with C2 controlled by attacker. 
Once it successfully build the connec-
tion with C2, it register the victim on C2 
with information it gather from previous 
step and start performing malicious 
activity based upon the command it 
received from C2 controlled by attacker 
like Credential theft , Intercepting proxy, 
Remote control via VNC, updating of 
malicious module of malware etc. 

• Attacker used Process injection (i.e. 
svchost.exe) technique through which 
they used legitimate process of system 
for performing their malicious activity 
and window API so that they remain 
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undetected for long time. The IOC of 
attack strategy is listed for your action. 

• Attacker created the task at system log-
on on victim machine, so that malware 
execute automatically whenever victim 
logon the system. 

File Location 
• C:\ProgramData\{P6A23L1G-A21G-

2389-90A1 95812L5X9AB8}\ruizlfjkex.
exe 

• C:\ProgramData\yyyyyyyyiu\kthbnvx-
madh.dat -- CredTheft Module 

• C:\ProgramData\yyyyyyyyiu\qitradn-
bmxh.dat -- C2 Config 

• C:\ProgramData\yyyyyyyyiu\thrfacx-
vby.dat -- Webinject Config 

• C:\ProgramData\yyyyyyyyiu\etfakdexa-
li.dat -- Reporting Config 

• C:\ProgramData\yyyyyyyyiu\poqwhg-
chat.dat -- VNC Module 

• C:\ProgramData\yyyyyyyyiu\ltoefa-
caky.dat -- Proxy Module 

• Task Name: {Q6B23L1U-A32L-2389-
90A1-95812L5X9AB8} is created at 
system logon

Best Practise and Recommendations 
• Don’t open attachments in unsolicited 

e-mails, even if they come from people 
in your contact list, and never click on a 
URL contained in an unsolicited e-mail, 
even if the link seems benign. In cases 
of genuine URLs close out the e-mail 
and go to the organization’s website di-
rectly through browser.

• Restrict execution of Power shell /
WSCRIPT in enterprise environment 
Ensure installation and use of the latest 
version (currently v5.0) of PowerShell, 
with enhanced logging enabled. Script 
block logging, and transcription ena-

bled. Send the associated logs to a cen-
tralized log repository for monitoring 
and analysis. 

 Reference : https://www.fireeye.com/
blog/threat-research/2016/02/greater_
visibilityt.html 

• Deploy web and email filters on the net-
work. Configure these devices to scan 
for known bad domains, sources, and 
addresses; block these before receiving 
and downloading messages. Scan all 
emails, attachments, and downloads 
both on the host and at the mail gate-
way with a reputable antivirus solution. 

• Application whitelisting/Strict imple-
mentation of Software Restriction Pol-
icies (SRP) to block binaries running 
from %APPDATA% and %TEMP% paths. 
Ransomware sample drops and exe-
cutes generally from these locations.

Cyber Swachhta Kendra
Botnet Cleaning and Malware 
Analysis Centre
A citizen centric initiative of Government of India for 
Detecting, notifying, cleaning and securing end user 
systems infected by malware/botnets

S.S.Sarma
Scientist ‘F’,  ICERT-In, MeitY  

Bhupendra Singh Awasya
Scientist ‘D’,  ICERT-In, MeitY

Digital India has ushered an increased 
usage of mobiles/computers in the country, 
which in turn has translated to a substantial 
growth in digital transactions in India. Due 
to the increased presence of users online 
the threat of online credential stealing from 
malware infected mobiles/computers has 
also increased, increasing the instances 
of cybercrime. It is estimated that a new 
malware appears every 10 seconds. The 
consequences of cybercrime inflict a huge 
burden on society and can potentially be 
disruptive. This has a direct impact on 
security thereby having the potential to 
erode users trust in ICT.

Cyber Security is a key component of Digital 
India. Cyber Swachhta Kendra (CSK) is an 
important pillar for creating a secure cyber 
ecosystem. 

The “Cyber Swachhta Kendra” (Botnet 
Cleaning and Malware Analysis Centre) 
is a part of the Government of India’s 

Digital India initiative under the Ministry of 
Electronics and Information Technology 
(MeitY) to create a secure cyber space by 
detecting botnet infections in India and 
to notify, enable cleaning and securing 
systems of end users so as to prevent 
further infections. The “ Cyber Swachhta 
Kendra “ (Botnet Cleaning and Malware 
Analysis Centre) is set up in accordance 
with the objectives of the “National Cyber 
Security Policy”, which envisages creating 
a secure cyber eco system in the country. 
The centre operates the website   https://
www.cyberswachhtakendra.gov.in/ which 
provides information and tools to users to 
secure their systems/devices. This centre 
is being operated by the Indian Computer 
Emergency Response Team (CERT-In) 
under provisions of Section 70B of the 
Information Technology Act, 2000.

The “Cyber Swachhta Kendra (CSK)” is a 
citizen centric cost effective cyber security 
project implemented in a public private 

partnership model operated by the Indian 
Computer Emergency Response Team 
(CERT-In) as part of the Government of 
India’s Digital India initiative under the 
Ministry of Electronics and Information 
Technology (MeitY). Its goal is to enhance 
trust among users in ICT by creating a 
secure cyber space by detecting botnet 
infections in India and to notify, enable 
cleaning and securing systems of end users 
so as to prevent further infections. This 
centre is a multi-stakeholder, collaborative, 
public private partnership model.

Cyber Swachhta Kendra operates in 
close coordination and collaboration 
with Internet Service Providers (ISPs), 
Product/Antivirus companies and 
academia thereby facilitating a smooth and 
productive interaction in terms of guidance, 
communication and persuasion between 
the Government and the general public. 
Currently, 202 organizations from multiple 
sectors like Telecom (ISPs), Finance,  
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The recent drift of malware targeting IoT 
devices have increased drastically, with 
billions of IoT devices such as home ap-
pliances, sensors, actuators, and wearable 
are increasingly connected to the Internet, 
making them vulnerable targets for the at-
tackers. Gartner estimates IoT devices will 
reach 20.4 Billion IoT devices by the year 
2020. Technology companies are embrac-
ing the IoT to seize opportunities in the 
global market while cybercriminals are ex-
ploiting the IoT devices for financial gains 
and as a result, multiplying and differentiat-
ing their tactics. According to the Kasper-
sky Lab IoT report, IoT malware raised three 

folds in 2018, and more than 1,20,000 mod-
ification of malware attacks were reported. 
Vulnerabilities in many IoT devices, the abil-
ity to connect to other devices and lack of 
defensive mechanisms lure cybercriminals 
to exploit and turn them into a bot for ille-
gal activities. All these bots form a network 
called botnet.
 
Mirai is a latest botnet that exploits vulner-
abilities IP cameras and home routers and 
turns them into a bot. Mirai malware has 
carried out a most massive distributed de-
nial of service (DDoS) attacks which has 
generated 1.2Tbps and infected millions 

of devices. Many new variants have come 
up after Mirai source code published on the 
GitHub.  An isolated network was set up and 
have carried out experiments to get an in-
sight of the Mirai botnet.

Bot
A bot is a malicious/compromised node (IP 
Camera or any IoT device) in the network. It 
is a slave node that acts on behalf of the at-
tacker. All bots receive commands from the 
master (CNC server). Each bot scan for the 
nearby vulnerable device and report to the 
report server

An Insight of Mirai Botnet T Sai Gopal
Centre for development 

of Advanced Computing 
(C-DAC), Hyderabad

Transport, Power, Academia, Datacenters 
and Government are also collaborating 
and being benefited by using CSK services. 
Through 123 Internet  Service Providers 
(ISPs) it covers a 90% subscriber base. 
The Centre provides free bot removal 
tool, various security tools, security best 
practices, and information to users to 
secure their systems/devices while creating 
cyber security awareness amongst them.

During the year 2018-19, 385 types of botnet/ 
malware were tracked and reported to 
collaborating ISPs/organizations. Malware/
Botnet infections include Bots affecting 
desktop systems, IoT bots, Ransomware, 
cryptocurrency miners, information stealing 
Trojans, banking trojans etc.

Tools and information provided on website: 
• Cyber Swachhta Kendra provides 

various kinds of cyber security 
information and alerts related to the 
latest threats and malware targeting 
desktop, mobiles and devices including 
WiFi routers, IP camera, home routers, 
android platform and other Internet of 
things (IoT) devices, etc. 

• The centre provides Security Best 
Practices for secure digital payments, 
securing personal computers, 
broadband routers, mobile phones, etc. 

• The website provides Free Bot Removal 
Tool (FBRT) to enable cleaning of 
infected computer systems. Free Bot 
Removal Tool (FBRT) is being regularly 
updated with signatures/detections 
for recent botnet/malware observed to 
enable cleaning of infected systems. 
Notifications to users are being sent on 

regular basis with the help of Internet  
Service Providers (ISPs). Over 8.9 
Lakh citizens have benefited from this 
service so far by downloading the free 
tools, along with remedial measures so 
as to clean infections.

• Security tools developed by CDAC 
are available free of cost for the 
users namely ‘M-Kavach’, which is a 
comprehensive mobile device security 
solution for Android devices thereby 
protecting users data and information; 
‘USB Pratirodh’, which securely stores 
data on USB devices and allows 
authenticated users to access the 
data thereby restricting unauthorized 
access; ‘AppSamvid’, which allows only 
approved applications to run on  user’s 
computer thus avoiding malicious 
applications and ‘Browser JSGuard’ 
which detects and defends malicious 
HTML & JavaScript attacks made 
through the web browser.

Enhancing citizen awareness about infor-
mation security: 
Cyber Swachhta Kendra is helping in raising 
awareness of citizens about information 
security through unique way of sending 
communication to them at individual level 
through their respective Internet Service 
Providers. After receiving the message 
the user appreciates the malware threat 
is indeed impacting his personal data 
(including identity theft) and action need 
to be taken to thwart the same. The Cyber 
Swachhta Kendra portal helps user in 
cleaning their systems/devices and also 
provides best practices to secure their 
systems while informing the users of the 

latest malwares in the cyber space and their 
adverse impacts. In this way the initiative is 
introducing information about cyber threats 
and resources to protect user’s information 
there by raising awareness among common 
users about information security in an 
innovative manner.

This Centre is also providing free of cost 
services to organizations from multiple 
sectors such as Banking and Financial 
Services, Transport, Power, Government, 
Academia and Datacenters. The Centre 
is in continuous contact with respective 
organisations for sharing automated reports 
on daily basis comprising of information 
about systems infected with malware/
botnet and systems running with vulnerable 
services within their organizational 
network. The information provided by this 
Centre is found useful by a majority of the 
organizations and has helped them take 
necessary remedial actions to strengthen 
their respective cyber security posture.

Achievements:
• “Cyber Swachhta Kendra” was awarded 

as one of 51 “Gems of Digital India 
2018” in June 2018. 

• “Cyber Swachhta Kendra” also 
awarded “SKOCH Order-of-Merit 
and Gold Award” for Cost Effective 
Cyber Security Model in the month of 
December 2018.

• Users are encouraged to visit the website 
https://www.cyberswachhtakendra.
gov.in/ and explore the information and 
use the security best practices and free 
tools to secure their computers and 
devices. 
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Command and Control Center (CNC)
The attacker is one who controls the bot-
net. Attacker issues command to the bot to 
perform various types of attack like DDoS 
attack and flooding the network.

Report Server
It contains information about vulnerable 
nodes and their stolen login credentials. 
The bot  reports this information if it finds a 
vulnerable device

Loader
Loader seeks vulnerable device information 
from the report server and exploits the node 
to transform it into a bot.

Web server 
Web server hosts precompiled binaries of 
bots for different architectures.

The diagram depicts the steps in compro-
mising a vulnerable device. Initially, a bot 
scans for nearby vulnerable devices as 
shown in step 1. This bot performs login 
brute force attack with the default factory 
list of username and passwords of differ-
ent vendors. If the login attempt is a suc-
cess, it transmits the information to report 
server as indicated in step 2 & 3. Loader 
component exploits the vulnerability and 
gets the remote shell as shown in step 4 
& 5. Subsequently, in step 6, Loader iden-
tifies appropriate architecture and down-
loads the corresponding bot binary from 
the web server.  Upon download, it turns 
the device into the bot and waits for an 
instruction from the CNC server as point-
ed in step 7.

Unfortunately, lack of standardization, pub-
lic disclosures,  comprehensive studies on 
IoT malware is likely to remain a potential 
threat.



INFORMATION
SECURITY

AWARENESS
FOR CHILDREN

There is an urgent need to educate the children about the need to be cautious in cyber space. Most of the 
children only know how to use Internet and are not aware of the dangers associated with it. Children being 
innocent and ignorant of many dangers of cyber world are a major target for the cyber criminals. This 
has paved way to the urge in educating the younger generation about cyber hygiene. Keeping this in View 
Information Security Education & Awareness has made Children as one of the stake holder and has taken 
many initiatives educating the younger generation in India. Cyber aware kids will help in creating a better 
India in all aspects fostering the development of the country to a higher level.

Let’s have a look at the different initiatives taken under the purview of ISEA 
programme to create a cyber aware younger generation in India.

CBSE has recommended and placed the ISEA weblink in the website of all 
schools in India for creating awareness among students, teachers and parents.

NCERT /CIET have accepted the syllabus suggested by CDAC for adoption/
inclusion into existing ICT curriculum of schools from 3rd standard to 12th 
standard with an aim to inculcate cyber ethics at an earlier stage.

Central institute NCERT provided ISEA and CDAC logo @ www.ictcurriculam.
in. Also multimedia awareness content created under ISEA phase II is being 
uploaded into MHRD‘s National Repository of Open Educational Resources 
website www.nroer.gov.in. 

In view of delivering awareness in direct mode on information security, ISEA has 
conducted Awareness workshops for children at schools across the country 
and distributed posters/brochures on cyber security related topics to create 
awareness among the children.

A dedicated portal infosecawareness.in covers the various topics related 
to cyber security of children. Encourage children to engage themselves in 
promoting cyber safety.

Created a cartoon based handbook ‘Cartoon story book for children’ based on 
the issues and dangers generally faced by children.
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Cyber Invasion
Cyber Invasion is a kind of an attempt to expose alter, disable, destroy, steal or gain an 
unauthorized use of assets and how to secure them 
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Camera often Lies : 
Digital Image Manipulation 
Attack
With the tendency to spend more anWd 
more time online the use of social media for 
spreading misleading multimedia content 
is very common. The materials are of utter 
importance as they can use an influencing 
identity to disseminate false information. 
With the advancement in AI techniques, one 
can create fakes with no technical knowl-
edge and at a low cost. Third party filtering 
or manual checking can be very costly and 
time-consuming. The potential of these 
fakes generates the requirement of an algo-
rithm or some automated tool for detection. 
This article attempts to give a brief intro-
duction to multimedia manipulation and its 
detection with necessary technical details.

Keywords : CNN - DeepFake

Introduction
Data from Global Digital report 2018 [1] 
states that we just crossed the 4 billion 
mark of internet users globally. With 52% of 
Smartphones ready to provide a rich inter-
net experience where ever we go, Peoples 
are spending more and more time online. 
The social platform continues to grow with 

an alarming rate of 11 new users every sec. 
Due to the broad span nature and ease of 
access to the internet and social media, 
there is an increase in the tendency to re-
ceive news, reviews, and other promotion-
al information online. About 68 % of adult 
[2] are reported to get news online due to 
which social platforms is the favorable 
choice among Marketers.

But with this constant change, we must 
consider the fact that the spread of false 
and fake information is quite common on 
the social platform and is affecting the criti-
cal decision making and thinking skill of our 
society. The fake news can have long-last-
ing impacts on individual, society, and 
country. Fake news is intentionally trolled to 
mislead people to believe false. It depends 
on the people’s intellect that how they will 
respond to factual information later on. And 
in all, it broke the trustworthiness of the en-
tire news system. 

Despite fake textual content, recent ad-
vancement in AI technologies and other 
Digital manipulation tools make it easy to 

create fakes in the audiovisual form in low 
cost and without any expertise in the field. 
The contents are of special importance as it 
can be a misleading story, a Hoax or a viral 
stunt containing some rational comments 
or can feature some public or an authority 
figure to disseminate false information.

Visual deception: Seeing is what believing
With considerable progress in detecting 
the textual fakes by employing community 
checks and third-party fact refining, little 
effort has been directed to protect consum-
ers from fake multimedia contents. There 
are cases that, fake videos by Hollywood 
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CG artist out of hobby got a million views 
on the social media platform. Manual de-
tection is very costly and requires an expert 
by Knowledge and experience. Digital ma-
nipulation using tools such as Photoshop, 
Adobe Premiere or techniques such as AAM 
(Active appearance model) is computation-
ally expensive.

DeepFake: 
A product of AI Deepfake multimedia con-
tents are created using machine learning (A 
branch of AI that helps computer systems 
to learn from examples and perform com-
plex task). As Visual impersonation requires 
similarity in appearance and behavior, it is 
complicated for a human to learn the ges-
ture. The process of creating easier fakes by 
using the concept of learning from example 
is Deepfake.

Until now, Cinematographic and Gaming in-
dustries were few to have access to these 
technologies known as CGI (Computer Gen-
erated Imagery) to create realistic graph-
ics, games, and Movies. The availability of 
high-performance GPU’s and availability of 
open source tools make this technology ac-
cessible for users to combine, replace or su-
perimpose images or videos in a malicious 
way.

Exploring Deepfakes
Several digital manipulation techniques 
come under the umbrella of deepfake, such 
as:
• Face Swap
• Audio Deepfake and Lip syncing
• Deepfake puppetry.

Deepfake works on the principle of learning 
hence we have to collect several samples to 
learn from for two different faces A and B. 
Auto-encoder [4] or Generative Adversarial 
networks [3] are mostly used for this pur-
pose. Basic Autoencoder and Face Swap 
process are briefed in the next section.

Face Swap using Auto-encoder
As we know that CNN is a Neural network 

that is used to extract features from images.
Consider the following cases:

Case: 
Someone asked you to draw the sketch of 
person A as shown in Fig.2, or to describe 
person A to a sketch artist as in Fig.3.

Steps:
• You will recall some facial features of 

person A. such as eye color, hair color 
facial structure and other.

• Try to draw those facial features on pa-
per or describe to sketch artist and now 
will draw those facial features on paper.

`When you are drawing the sketch, you are 
your teacher and can improve the sketch by 
drawing, again and again, recollecting the 
facial features recognized in the first step 
meanwhile improving those features while 
you draw. And when you have to describe 
the features to the artist, then he will contin-
uously take feedback from you to refine the 
sketch. The CNN responsible for generating 
features from samples is our ENCODER and 
one accountable for regenerating face from 
the features is our DECODER. Hence EN-
CODER is the CNN layers for downsampling 
and DECODER is for upsampling features 
back to the image.

Consider two different Decoders trained 
two generate different person A and B. Face 
swap can simply be obtained by swapping 
A’s Decoder with B’s in the process of regen-
eration and input it with the feature set of 
person A. As Decoder B is trained to gener-
ate person B, it will assume input feature set 
as noisy features of person B and will regen-
erate person B having features from person 
A as shown in Fig. 1. Some basic steps that 
can help in improving the result are to in-
crease the training data, data variability and 
increased training time.

Challenges with digital forensic
Digital forensic was primarily focused on 
duplicating, slicing, copy pasting and other 
low-level manipulations till now. But AI tech-

niques and the leverage of these techniques 
in other tools such as Adobe VoCo and 
Scene Stitch worsen the situation.

In the situation of multimedia content, be-
ing presented as evidence the vulnerability 
of the digital content must be considered. 
Shortly the media forensic expert must also 
be knowledgeable in the field of Machine 
learning and AI. And considering the facts 
that most of the multimedia contents are 
distributed primarily through social media, 
high compression factor should also be 
considered. Compression can remove the 
evidence of tempering in 
the digital media.

Conclusion
With extensive AI developments we are 
moving in the era where any multimedia 
data can be faked. Deepfakes being the new 
challenge for digital forensic, images and 
videos must be checked before accepting 
them as evidence or allow them on social 
media.

XceptionNet, a CNN, is proved to an effi-
cient algorithm for detecting doctored pho-
tos both for the compressed and uncom-
pressed case. Several algorithms are yet to 
come as AI is constantly in the verse of im-
provement. DARPA, a part of US military is 
also funding research realizing the potential 
of Deepfakes.

Figure 1. 
Face Swap Process

Figure 2. 
Encoder and Decoder without Sketch Artist

Figure 3. 
Encoder and Decoder in presence of Sketch Artist.
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Phishing is an attack in which attacker tries 
to trick users to reveal the sensitive and 
personal information such as credit card 
details, password etc. Attacker can perform 
phishing attack for financial benefits, to sell 
identities of the victims, to obtain ransom, 
to exploit vulnerabilities in the system. At-
tacker carry-out the attack by designing a 
phishing website which looks similar to that 
of target legitimate site such that online 
user can be deceived to reveal the sensitive 
information.

Phishing attacks are so popular because 
they are lucrative and is easy to perform 
due to the existence of phishing tool kits. 
According to RSA (2013) report [1], there 
has been a loss of $5.9 billion in 2013 itself. 
Phishing is a growing threat and is hard to 
defend against it. It has become highly prev-
alent problem because distributing millions 
of fake emails is a trivial task and even a 
less success rate is significantly profitable 
to the attackers. 

Statistics of Phishing attacks
Phishing attacks are rising year by year due 

to increase in number of internet users. As 
per Anti-Phishing Working Group (APWG) 
Q3 (2017) report [2], the number of unique 
phishing attacks reported was 296,208, 
nearly 23,000 more than Q2. According 
to RSA Q1 (2018) fraud report [3], 24,581 
phishing attacks were detected which is al-
most half of all cyber-attacks. According to 
the latest APWG (2016) report [4], 1,220,523 
number of phishing attacks were recorded 
in 2016 and has been concerned to be the 
highest than in any year since it began mon-
itoring in 2004. These figures reveal that 
phishing attacks increased year after year 
from 2010 to 2016 accounting to billions of 
dollars in loss.

Example of Phishing attack
This example gives some clarity to the con-
cept of phishing. Figure 1 claims to be like 
a legitimate site ebay. The design and con-
tent is mimicked exactly like ebay website. 
The user cannot identify the website as fake 
unless he observes the URL of the website 
in this case. Figure 2 is a snapshot of legiti-
mate eBay site. By observing both the web-
site’s snapshot one cannot identify which 

is phishing and legiti-
mate unless the user is 
well trained. There are 
some circumstances 
even a well-trained in-
dividual may not iden-
tify phishing sites.

Types of Phishing 
attacks:
Phishing attacks vary 
widely in terms of their 
complexity, quality of 
the forgery and the at-
tacker’s objective.

Email Phishing:
Attackers design fake 
emails which claims 
to be arriving from 
trusted company. They 
send fake emails to 
millions of online users 
assuming that at least 
thousands of legiti-
mate users would fall 
for it.

Website phishing: 
Attacker builds a web-

site which looks like a replica of legitimate 
site and draws the online user to the web-
site either through advertisements in other 
websites or social networks such as Face-
book, Twitter and some blogs etc.

Malware phishing: 
Attacker inserts a malicious software such 
as Trojan horse into a compromised legit-
imate site without the knowledge of a vic-
tim. The malware can be attached to a link, 
music file or an application in a website and 
on clicking the links, malicious software is 
installed into the user computer, keeps track 
of sensitive information and sends to the at-
tacker.

Smishing: 
It tricks the online users into revealing their 
sensitive information via a text or SMS mes-
sage.

Vishing (Voice Phishing): 
Users are contacted randomly with an au-
tomated dialing program called as war di-
aler where the users hear a prerecorded 
message claiming their account is compro-
mised or need to be verified. Further, they 
are prompted to enter sensitive information 
into the telephone.

Spear Phishing:
These attacks target a specific group of peo-
ple or community belonging to an organiza-
tion or a company. They send emails which 
pretend to be sent by a colleague, manager 

Why People Fall for Phishing ?
• Lack of awareness about phishing 

attacks 
• Lack of knowledge about importance of 

security in the computer systems 
• Use of more sophisticated phishing 

techniques (for e.g. use of images in 
place of text) 

• Paying no attention to address bars, 
URL and websites containing visually 
deceptive text (for e.g. Using paypl 
instead of paypal) 

• Ignoring warnings about fake certificate 

http://hicksco.com.au/inc/213oitemissingSSL1pUseridco_partnerId2siteid186ru=http3A2F-
2myebyes2Fws2FeBayISAPIdII3F.php

Fig. 1 Phishing Website targeting legitimate EBAY

https://signin.ebay.com/ws/eBayISAPI.dll?SignN&ru=http%3A%2F%2Fwww.ebay.com%2F

Fig. 2 Legitimate EBAY Website
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Precautions:
• Change the browser settings to prevent 

fraudulent websites from opening
• Check the address of the link embedded 

in the email before clicking the link.
• Never respond to an email seeking 

sensitive data because banks or 
organizations will not ask for it

• Use antivirus and firewall and update 
them regularly.

• Be cautious before opening any 
attachment in the email regardless who 
sent them

Various Ways of 
Cyber Attacks 

Cyber wars can be conducted in a number 
of ways. James Clapper, Director of Nation-
al Intelligence, has classified cyber warfare 
into two categories – first is cyber spying 
and second is cyber attacks. America con-
stantly fears attacks on its computer net-
working systems.

A lot of information can be exchanged as 
well as stored on the web, regarding nation-
al security and also the international posi-
tion on certain issues. Such information 
is not only very sensitive and confidential 
but can also be copyright protected. Any 
attempt to procure such information and 
use it in an unauthorized manner or sell it or 
get other services in exchange for it is gen-
erally termed as cyber spying. Such data 
can be obtained from personal, institutional 
or departmental emails .In addition it can 
be secured by cleverly getting hold of the 
person’s business or political rivals or ben-
efactors or opponents. In order to get the 
information hackers are employed to ma-
nipulate the internet, networks, software as 
well as computers and computer systems. 

There can be military, political, economic 
and social motives behind this. Such stolen, 
secret information is not only used in an 
unauthorized manner but also retained on 
the site after making a few changes, ( to suit 
the interests of the  hackers or those who 
hire them), which is more dangerous and 
misleading. Consequently, those handling 
as well as reading the main source of the 
data cannot make out (at least initially), that 
the information is distorted. There is every 
possibility that wrong decisions or actions 
are taken based on such incorrect informa-
tion. These mistakes are likely to be advan-
tageous for rival nations. There is likelihood 
that the country in question may be caught 
unawares when an attack is made on it.
Such attacks can be made on various lev-
els. It is not necessary that every assault on 
intellectual property or loss of information 
is liable to cause national security threats 
or lead to betrayal of the nation. America 
which is a leader in all these aspects is used 
to such attempts of sabotage. America has 
always been vigilant of the ‘internet traffic’ 
in other countries and many a times fallen a 

victim to its own trap. The recently institut-
ed American secret service agency called 
‘Cyber Command ‘has named these cyber 
attacks with names such as Titan Rain, 
Moonlight Maze. But Americas 

or a higher official of the company request-
ing sensitive data related to the company. 
The main intention of general phishing is 
financial fraud, whereas spear phishing is a 
collection of sensitive information. 

Whaling: 
It is a type of spear phishing where attack-
ers target bigger fish like executive officers 
or high profile targets of private business, 
government agencies or other organiza-
tions.

Types of anti-phishing techniques
List-based approach: 
It can use either whitelist or blacklist. Black-
list consists of a list of suspicious URLs and 
IP addresses to validate the status of URL. If 
the visited URL is listed in Blacklist then it is 
considered as malicious site. Similarly, the 
whitelist consists of list of legitimate URLs 
which are accessed by the browsers. This 
technique allows, website to be download-
ed only if it is present in the whitelist. 

Heuristic feature-based approach: 
In this approach, features are extracted 

from URLs, source code of web pages and 
third party-based features. The limitation of 
this approach is that the heuristic features 
are not guaranteed to exist in all phishing 
sites.

Visual similarity-based approach: 
This compare suspicious website image 
with legitimate image database to get simi-
larity ratio which is used for classification of 
website. The website is classified as phish-
ing when the similarity score is greater than 
a certain threshold else it is treated as le-
gitimate.

Machine learning-based approach: 
These techniques are combination of heu-
ristic methods and machine learning al-
gorithms i.e. dataset used by the machine 
learning algorithms is extracted through 
heuristic methods. Various machine learn-
ing algorithms are applied to evaluate the 
built model. Some of the algorithms are 
Random Forest (RF), Bayesian network 
(BN), Support vector Machine (SVM) etc

Conclusion

Phishing is an art of manipulating online 
users into performing actions or divulging 
sensitive information. Phishing attacks are 
on rise. Lack of awareness is one of the ma-
jor reason for the rise of phishing attacks. 
It is impossible to defend against every 
attack. User education is the strongest de-
fense and at the same time it is the weakest 
link to counter phishing attacks. However, if 
we leverage better user intervention mech-
anism and employ advanced heuristic tech-
nique which filters new kinds of phishing 
websites, we can reduce the risk.
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Cyber wars can be conducted in a number 
of ways. James Clapper, Director of Nation-
al Intelligence, has classified cyber warfare 
into two categories – first is cyber spying 
and second is cyber attacks. America con-
stantly fears attacks on its computer net-
working systems.

A lot of information can be exchanged as 
well as stored on the web, regarding nation-
al security and also the international posi-
tion on certain issues. Such information 
is not only very sensitive and confidential 
but can also be copyright protected. Any 
attempt to procure such information and 
use it in an unauthorized manner or sell it or 
get other services in exchange for it is gen-
erally termed as cyber spying. Such data 
can be obtained from personal, institutional 
or departmental emails .In addition it can 
be secured by cleverly getting hold of the 
person’s business or political rivals or ben-
efactors or opponents. In order to get the 
information hackers are employed to ma-
nipulate the internet, networks, software as 
well as computers and computer systems. 
There can be military, political, economic 
and social motives behind this. Such sto-
len, secret information is not only used in 
an unauthorized manner but also retained 
on the site after making a few changes, ( to 
suit the interests of the  hackers or those 
who hire them), which is more dangerous 
and misleading. Consequently, those han-
dling as well as reading the main source of 
the data cannot make out (at least initial-
ly), that the information is distorted. There 
is every possibility that wrong decisions or 
actions are taken based on such incorrect 
information. These mistakes are likely to 
be advantageous for rival nations. There 
is likelihood that the country in question 
may be caught unawares when an attack 
is made on it.Such attacks can be made on 
various levels. It is not necessary that every 

assault on intellectual property or loss of 
information is liable to cause national secu-
rity threats or lead to betrayal of the nation. 
America which is a leader in all these as-
pects is used to such attempts of sabotage. 
America has always been vigilant of the ‘in-

ternet traffic’ in other countries and many 
a times fallen a victim to its own trap. The 
recently instituted American secret service 
agency called ‘Cyber Command ‘has named 
these cyber attacks with names such as 
Titan Rain, Moonlight Maze. But Americas 
self acclaimed position as ‘world police’ and 
urge to always be in the driver’s seat took a 
beating with Snowden’s ‘Wiki Leaks’.

Recently America has confessed that owing 
to security concerns, it has hacked the com-
puter systems all over the world. Even coun-
tries such as India, Germany and France 
have not been spared.

If  these miscreants become successful in 
making connections between the comput-
ers and satellites commissioned for infor-
mation or any other function then certainly 
for  them ‘the sky is the limit.’ These two el-
ements are the most sensitive and crucial 
in any modern electronic system. This can 
cause unprecedented danger to military 
systems. For e.g., in the American system, 
constituents such as C41STAR play an im-
portant role  related to the control tower 
while launching missiles or sending laser 
beams .The hackers can close down this 

system or manipulate it to suit their purpose 
and create havoc. Since all systems depend 
upon the net and computers it is possible 
to influence them and even without actually 
waging a war generate an equal amount of 
damage. All sectors such as power produc-
tion, dams and water supply, telecommuni-
cation, railway and air transport, industrial 
production have been digitized on a large 
scale. If this is manipulated by unauthorized 
sources it will certainly affect the respective 
countries.

In July 2010, security experts unraveled 
a non-military instance of sabotage in the 
form of a software programme called Stux-
net,(a worm or malware) which was thrust 
into the computer network systems of a 
number of industries all over the world. For-
tunately as it was possible to curb the germ 
before it could cause any damage, it was 
feasible to avert large scale industrial and 
financial losses. According to the New York 
Times this was the world’s first damaging 
cyber sabotage.
A few instances of financial scams in the In-
dian share market leading to a loss of thou-
sands and crores of rupees of investors as 
well as the country took place during the 
beginning of the twenty first century. Ketan 
Parekh, Harshad Mehta and Satyam Com-
puters, a number of co-operative banks, fi-
nancial scams and irregularities cost a loss 
of hundreds of crores of rupees to the inves-
tors. Our share market as well as share mar-
kets of other countries can be attacked and 
this will lead to financial losses. But more 
important is that the extremists will be suc-
cessful in creating an atmosphere of disbe-
lief, uncertainty and fear among the people.

Denial of Service:
One way in which to cause discomfort is by 
obstructing the electronically provided ser-
vices to the consumer or user .Not allowing 
the services to reach the consumer at all is 

In the opinion of the 
Governor of ‘The 

Reserve Bank of India’, 
Raguhram , 

If we wish to bring 
about positive changes 

in the banking sector 
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attention to the issue of 
cyber security.
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A DDoS (Distributed Denial of Service) at-
tack occurs when multiple computers flood 
an IP address with data. The intent is to take 
the network offline, or slow it down. The 
best way to prevent a DDoS attack is to take 
steps to prevent it before it starts. Once a 
DDoS attack starts, you will need to change 
your IP address.

Attackers build networks of infected com-
puters, known as ‘botnets’, by spreading 
malicious software through emails, web-
sites and social media. Once infected, these 
machines can be controlled remotely, with-
out their owners’ knowledge, and used like 
an army to launch an attack against any tar-
get. Some botnets are millions of machines 
strong.

Botnets can generate huge floods of traffic 
to overwhelm a target. These floods can be 
generated in multiple ways, such as send-
ing more connection requests than a server 
can handle, or having computers send the 
victim huge amounts of random data to use 
up the target’s bandwidth. Some attacks are 
so big they can max out a country’s interna-
tional cable capacity.
Specialized online marketplaces exist to buy 
and sell botnets or individual DDoS attacks. 
Using these underground markets, anyone 

can pay a nominal fee to silence websites 
they disagree with or disrupt an organiza-
tion’s online operations. A week-long DDoS 
attack, capable of taking a small organiza-
tion offline can cost as little as $150-$200.

Symptoms:
The United States Computer Emergency 
Readiness Team (US-CERT) has identified 
symptoms of a denial-of-service attack to 
include:
• Unusually slow network performance 

(opening files or accessing web sites)
• Unavailability of a particular web site
• Inability to access any web site
• Dramatic increase in the number of 

spam emails received 

Additional symptoms may include:
• Disconnection of a wireless or wired 

internet connection
• Long-term denial of access to the web 

or any internet services.

If the attack is conducted on a sufficiently 
large scale, entire geographical regions of 
Internet connectivity can be compromised 
without the attacker’s knowledge or intent 
by incorrectly configured or flimsy network 
infrastructure equipment.

Prevention Steps:
Use a firewall. 
A firewall is a good first line of defence 
against a DDoS attack. It can prevent at-
tackers from trying to detect your IP ad-
dress which can be used to launch an at-
tack on your router.

Use antivirus software. 
Antivirus software alone won’t prevent an 
attack, but it can prevent your computer 
from becoming part of a larger DDoS attack 
without your knowledge. Be sure to keep all 
security software on all your devices up to 
date.

Use a Virtual Private Network (VPN). 
A virtual private network is able to hide your 
IP address by routing all your internet traffic 
through the provider’s network. An attacker 
trying to detect your IP address would only 
detect the VPN’s address. Traffic from a 
DDoS attack would reach your VPN’s serv-
ers first, where they would hopefully be 
screened out before they hit your home net-
work.

Keep your operating system up to date. 
Whether you are using Windows, MacOS, 
Android, or iOS, make sure it has the latest 
security updates installed.

How to prevent your 
Home/Personal Network 
from DDoS attack ?

Jeetendra Kumar Singh
Deputy Director
NIELIT Agartala

another method of sabotage. This is called 
Denial of Service, DoS. If the scope widens 
it is called Distributed Denial of Service, 
DDoS. Usually these attacks are launched 
on customer services such as banks, credit 
cards, payment gateways, online booking, 
route servers and signaling systems. There 
are instances of how as a consequence, a 
particular service failed completely over a 
vast area at a specific point of time and dis-
rupted all transactions leading to weakening 
the computer security systems and tactics 
of that country. This assault can be actually 
or physically made instead of conducting it 
electronically and cause equal damage. For 
e.g., Many Asian countries faced a total net 
blank out because a communication cable 
which is located in the Atlantic Ocean was 

busted. Even though this incident was an 
accident it could have been purposely sab-
otaged.

The Department of Homeland Security has 
agreed that ‘many power grids in America 
are likely to fall a victim to sabotage and cy-
ber war’. According to an internal report in 
2009 Russian as well as Chinese spies had 
hacked software of the control system and 
manipulated certain programmes which 
would enable them to stop the power supply 
whenever they wished to do so. This idea 
has been explored in a Hollywood movie, 
‘Die Hard 4’.

If power supply gets disrupted in a large 
area of the country (or if telephones are out 

of order), it leads to considerable financial 
losses as well as a mistrust of the services. 
It creates a negative approach in the public 
mind towards these facilities and services 
and they feel that ‘they are not secure’. The 
extremists become successful in spreading 
a feeling of insecurity in the minds of peo-
ple. Some experts feel that since, computer 
networks are involved in the distribution and 
control and general administration rather 
than power production, so the power plants 
are not endangered by cyber attacks. So far 
there is not a single instance of power grids 
being attacked and brought under control by 
the terrorists. We must remain alert because 
the danger of cyber attacks is widespread. 
Prevention is always better than cure!
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Keep your hardware and software up to 
date. 
Make sure any apps that access the internet 
are kept up to date with the latest patches 
and security updates. When possible, con-
figure these programs to automatically re-
ceive updates. Additionally, if your modem 
and router is more than a few years old, you 
should probably upgrade to the latest hard-
ware. Some routers and external firewalls 
have built-in safeguards against DDoS at-
tacks. They can block heavy bursts of traffic 
and block traffic from known attackers.

Only take voice chats from people you 
know. 
Voice chat programs, like Skype, are known 
for having weak IP security. Keep these pro-
grams up to date with the latest updates and 
patches. Make sure your profile information 
is kept hidden, and only receive voice chats 

from people you know and trust.

Reset your IP address. 
If all the preventative measures have failed, 
and you still find yourself victim of a deter-
mined attacker, you’ll need to reset your IP 
address. There are a few ways you can do 
this.

Unplug your modem and router. 
Depending on your internet service provider, 
you will be assigned a new IP address if you 
unplug your modem and router from 5 min-
utes, up to 24 hours.

Using the router’s Admin console. 
Type the router’s IP address in a web brows-
er (usually http://192.168.1.1) and log in as 
an admin. You should be able to find the ap-
propriate settings to change your IP address 
under “Network Settings” or something sim-

ilar. Consult your router’s user manual for in-
formation on how to access the admin con-
sole and change your IP address for your 
specific router model.

Using the Command Prompt (Windows). 
Click on the Start menu in the lower-left cor-
ner of the task bar. Type cmd. This will bring 
up the Command Prompt app in the start 
menu. Click on the app with the image that 
resembles a black screen with a cursor in 
the upper-left corner. Type ipconfig /release 
at the prompt and press ↵ Enter. Then type 
ipconfig /renew and press ↵ Enter. This will 
change the IP

References:
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INFORMATION
SECURITY
AWARENESS
FOR POLICE

Let’s have a look at the different initiatives taken under the purview of ISEA programme to create a cyber 
aware Police in India. 

Cyber Awareness weeks across the country were organized along with the respective state police 
department in coordination with ISEA Team. As part this awareness Master Trainers Groups are created 
consisting of the Police personal, Teachers, NGOs/ CSR agencies, CSCs, and local youth at all levels, which 
are @ Village level, Mandal/ Block level, District level and State level.

In coordination with police Department full day training is given to selected MasterTrainers @ State level/ 
Regional/ District level by the identified experts from ISEA Team, C-DAC Hyderabad.

By Associating with Cyber Dost of MHA, ISEA implemented cyber Awareness program for general public.

Cyber Aware Rallies, Cyber Aware walk/ Run, Roadshows are organized as part of the awareness week in 
the identified areas to create mass awareness.

All the resource material in the form of soft copy (Presentations. Videos, Posters, Broachers and Hand 
books) are shared with the police department at State level by ISEA Team, C-DAC, Hyderabad which is 
further translated to regional language and distributed through Police to the general Public during rallies 
road shows and workshops.

All the Hand books created as part of the awareness program have a chapter with Information on Cyber 
Laws: IT Act 2000 and IT Act 2008.
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Police Personnel should have a good understanding of the technology, the working 
of the devises, how internet works, how the citizens are targeted for online frauds 
and the use of tools and techniques to investigate and bring the culprits to Justice 
making use of different IT laws.

Awareness for the police is very much important to understand the various issues 
related to cyber world and safety guidelines which help them to save themselves 
and promote/share them with general public to participate securely while using 
Internet.



Secure Software 
Development Lifecycle

The traditional approach of developing 
software does not consider security as a 
prime factor for the development of any 
software. It is considered as one of the 
features of the developed system. Due 
to this the application security and the 
software security is invaded. This paper 
emphasizes on the survey conducted on 
need of security at Software Development 
Lifecycle (SDL). Software developers are 
not security experts. Different tools are 
designed to implement security at different 
phases of development. These tools are 
not standard as the need of security varies 
with different applications. This paper 
also focuses on the survey results of 
characteristics of different tools and their 
utilisation at requirement phase and coding 
phase .There are many SSDLC processes 
such as Microsoft Software Development 
Life cycle (MS SDL )Comprehensive, 
Lightweight Application Security Process 
(CLASP ) with their own advantages and 
disadvantages. Method to implement 
security as the functional requirement using 
UML tool has been proposed in this paper. 

The implementation will be done at the later 
stage.

Introduction
Security is the prime concern of any 
project. Unfortunately in the early days 
software projects were developed with 
requirement as the primary concern. The 
researchers identified the reason of failure 
of excellently coded software developed 
as per the basic requirement as the lack 
of security measures at the early stages 
of development of software. Traditionally 
software project is developed using the 
waterfall lifecycle model which consists of 
the stages such as requirement engineering, 
design, coding, integration and deployment 
and maintenance. Implementing security at 
the requirement engineering phase as well 
as coding phase would always improve the 
integrity of the software.

Security is one of the properties of the 
software. It is not the feature of any software. 
Application security always differs from the 
software security. The user authentication, 

pin verification, intrusion detection 
system, firewalls are the application 
security which is implemented after the 
software is developed and deployed. 
The application security is breached 
intentionally by an intruder violating the 
security measures. Software security is 
always breached due vulnerabilities in 
software development. Weakness or faults 
in a system or protection mechanism that 
expose information to attack or damage 
are known as vulnerabilities. They can 
range from flaw in software package, to an 
unprotected system port, or an unlocked 
door. Vulnerabilities have been examined, 
documented and published are referred 
to as well known vulnerabilities.  As an 
instance the standard port for SMTP is 
port no.8080. If SMTP is designed to work 
on port 8080 all the mails transferred via. 
this mail server can be accessed easily. 
The need of software security is to identify 
the vulnerabilities and develop the flawless 
software. 

A set of security practices in terms of code patterns, architecture, configuration and 
deployment. It will provide an in-depth understanding of the secure implementation of 
tools and technologies to the readers. 
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Different researches in the field of software 
security are based on analysis of security 
at the phases of software development 
lifecycle. In the following subsections, we 
first compare existing secure software 
development lifecycle and then analyze 
various security requirements engineering 
processes, security design processes and 
security implementation processes based 
on a set of activities that should be part of 
such a process.

The rest of the paper is organized as 
follows. Section 2 deals with comparison 
of existing security development lifecycle 
(CLASP and MS SDL). Section 3 deals 
with analysis of security requirements 
engineering processes. Section 4 deals 
with analysis of security at design. Section 
5 deals with analysis of security at coding 
phase. Section 6 deals with quantization 
of the different phases for secure software 
development process. Section 7 gives 
future prospects and section 8 gives the 
conclusion.

CLASP and MS SDL
CLASP and MS SDL [1] are very popular 
processes for developing secure software. 
Microsoft is using SDL internally (e.g., for the 
Vista project) and CLASP was contributed 
to and reviewed by several leading security 
companies of the OWASP consortium. SDL 
and CLASP represent a healthy mix for 
comparison: the former is considered to 
be more heavyweight and rigorous, making 
it more suitable for large organizations. 
CLASP, on the other hand, is lightweight and 
more affordable for small organizations 
with less strict security demands. The basic 
difference between the two is CLASP has an 
extra focus on security metrics, while SDL 
does not. Specific metrics are a valuable 
tool to enforce accountability of security 
issues or to detect the security weaknesses 
in the project. 

Within CLASP, this activity covers the 
identification of the metrics to collect, 
the institution of the data collection and 
reporting strategy and the periodical 
collection and evaluation of the identified 
metrics. CLASP provides a list of global 
security requirements to be used as a 
template for the global policy. During 
inception, the appropriateness of each 
global requirement must be evaluated 
to determine the coverage of the global 
policy for the project at hand. SDL, in 
its turn, emphasizes the importance of 
organizational support for secure software 
development by defining a number of roles 
(or teams) and, more importantly, laying 
out how they should interact. Examples of 
such roles include the development team 

security contact, the security advisor, the 
company-wide security team and the 
security leadership team.

As CLASP emphasizes on development 
of small software projects with defined 
metrics this paper emphasizes on few 
metrics and also different activities to be 
performed at various phases of software 
development are listed after a survey of 
different research papers.

Analysis of Security Requirements 
Engineering Processes
Requirements engineering is the foundation 
of developing quality software. The main 
objective of software security requirements 
is to specify that the confidentiality, integrity, 
and availability of the software should be 
preserved. 

Activities of requirement engineering
A security requirements engineering 
process should have the following activities 
(A1 to A7). This set of activities is based on 
the activities suggested by various security 
requirements engineering processes. These 
processes may be helpful in identifying 
security requirement. The sequence of 
these processes is flexible and they can 
be implemented as per the need of the 
software.
1. Identify and differentiate the functional 

requirements and non functional 
requirements of the software [2].

2. Specify the requirements using UML 
notations for Use Case diagrams 
and hence identify deployment 
environment of the software (including 
interactions with other software) [3, 4].

3. Identification of users of the software 
and hence specify use cases [3,4].

4. Identify assets and security goals [5]
5. Develop artifacts to support security 

requirements definition [5] based on 
following points defined in [8]
• Identify potential attackers of the 

software.
• Identify attacker’s interest in the 

resources/assets of a piece of 
software.

• Identify attacker’s capabilities.
• Specify  misuse scenarios.
• Identify potential threats.
• Identify security goals (derived 

through  
 discussion with the stakeholders).
• Specification of high level security 

requirements such as security 
mechanisms to be incorporated.

• Specification of security policy and 
constraints on the working of the 
software derived by discussing 
with the stakeholders (e.g., access 
control policy).

• Specification of low level 
functional requirements (including 
requirements of security 
mechanisms e.g., password length).

• Definition of exit criteria depending 
on the security state of the 
requirement specifications (the 
security state can be calculated by 
using security index).

6. Divide security requirements into two 
major classes: functional and non-
functional requirements [6].

7. Elicit security requirements [5] based 
on following steps [3]:
• Inspect requirements to identify 

security errors.
• Risk analysis.
• Perform security assessment of the 

requirement specifications (if the 
assessment meets the exit criteria 
then exit).

• Specify low level security 
requirements to remove security 
errors.

• Cost/benefit analysis.
• Categorize and prioritize low level 

security requirements.
• Include selected low level security 

requirements in the requirement 
specifications.

Metrics for Assessing Security Risks at  
Requirement Phase
This category of metrics aims at answering 
the following question[7]:

Q: How is security assessed during the 
requirements phase ?
Knowing this will allow software engineers 
to assess whether security requirements 
have been properly considered during the 
analysis phase. The following metrics make 
this more precise.

1. Total number of security requirement 
[Nsr]:

 This metric measures the number of 
security requirements identified during 
the analysis phase of the application. 
We will use this metric as a baseline for 
defining the remaining metrics.

2. Ratio of security requirements [Rsr]: 
 This metric measures the ratio of the 

number of requirements that have 
direct impact on security to the total 
number of requirements of the system. 
Knowing this will allow software 
engineers to assess the level of security 
supported by the system. A good 
example of a security requirement is 
when an organization requests that 
an authentication mechanism be 
supported and that the identity of the 
users of the system must be verified 
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before usage. More formally, Rsr is 
defined as follows:
• R: A set of all requirements of the 

system
• SR: A set of security requirements 

of the system.
• SR is a subset of R.
• Rsr = |SR| / |R|3) 

3. Number of omitted security 
requirements         [Nosr]: 

 This metric measures the number 
of requirements that should have 
been considered when building 
the application. Identifying the 
missing security requirements can 
be accomplished using different 
techniques. For example, it can 
be achieved by comparing the 
stated security requirements of the 
application to the ones imposed by 
a specific security standard such as 
the Common Criteria for Information 
Technology Security Evaluation 
(ISO/IEC 15408), which is an 
international standard for identifying 
and defining security requirements. 
Another technique for detecting 
missing security requirements is by 
using benchmarking techniques – 
Comparing the actual application to 
the other applications that require 
similar degree of security. Knowing the 
number of security requirements that 
have not been considered will allow 
software engineers to assess the risks 
of possible attacks, and understand 
what would be the impact of these 
attacks on the system.

4. Ratio of the number of omitted security         
requirements [Rosr]: 

 This metric measures the ratio of the 
number of security requirements that 
have not been considered during the 
analysis phase (i.e. Nosr) to the total 
number of security requirements 
identified during the analysis phase 
(Nsr); the higher the ratio, the more 
vulnerable the system. More formally, 
Rosr is defined as follows: Rosr = Nosr 
/ (Nosr + Nsr)

 
• Rosr varies from 0 to 1. If it reaches 

0 then the security of the system 
is well established. The metric 
converges to 1 if a large number of 
security requirements have not been 
considered. This is a good indicator 
of the existence of many weaknesses 
within the system.

Analysis of Security at Design Phase
Activities for secure design
The activities for secure design are given 
less importance in most of the processes. 

This was analyzed in [8] which gives 
examples of processes such as ‘SSAI’ 
which does not propose any specific SSD 
method, ‘McGraw’ only advises performing 
risk analysis, ‘Hadawi’ only outlines a set 
of secure design guidelines to be followed, 
‘Apvrille and Pourzandi’ only recommend 
the use of ‘UMLsec’ and security patterns, 
and so on. ‘S2D-ProM’ does suggest 
multiple SSD activities to be performed to 
develop a secure design, however, each 
of these activities are related to a unique 
strategy. The authors have mentioned 
that only ‘MS SDL’ and ‘CLASP’ provide a 
comprehensive set of SSD methods for the 
design phase. Both of these processes do 
not explicitly propose the use of a specific 
security design language, however, they do 
advise to incorporate security decisions 
in the design. MS SDL recommends 
identifying security critical components so 
that these can receive additional attention.
After survey of papers related to secure 
design few design activities are listed below 
from [9]. Every activity code is initiated with 
DA for easier reference.
• DA1) Choosing a proper programming 

language in regards to program 
type, requirements and expected 
functionality, is an important design 
time decision that can mitigate many 
possible vulnerabilities.

• DA2) Applying principle of least 
privilege and separation of duties 
is as one of important design time 
measures.

• DA3) Secure storing of sensitive data, 
especially those with high levels of 
confidentiality and integrity, using 
proper access controls and encryption 
mechanisms.

• DA4) Secure data transition by 
invoking secure data transfer protocols 
especially for sensitive data

• DA5) Applying complex password 
policies in order to choose proper 
passwords.

• DA6) Validating mobile codes in order 
to detect untrusted codes and prevent 
them into system. Validation also 
includes type and size of uploaded 
files and email attachments.

• DA7) Suitable authentication which 
is, at least, username and password 
combination. This process doesn’t 
transfer authentication data in plain 
text. Mechanisms like lockout (lock 
system for the specified period after 
specified number of unsuccessful 
logins) are also in this category of 
activities.

• DA8) Avoiding logs from external data.
• DA9) Decrease requests in case of 

rise in requests in order to avoid DoS 
or low performance. This can be done 

by filtering unnecessary requests, not 
always an easy job though.

• DA10) Use a proper locking mechanism 
on shared resources, if necessary.

• DA11) Set a specific time to login 
into the system or use the system 
resources. This is done while adding 
a new user or issuing access 
permissions. Inactivity of users for 
a specific period should force the 
system to logout and ask them to re 
login.

• DA12) Using library calls instead of 
relying on external/ system calls.

• DA13) Fail safely by anticipating all 
states or events possible and taking 
a proper action for each using error 
handlers.

• Some activities from [8] are listed 
below:

• DA14) Secure design guidelines and 
principles should be followed while 
developing the initial design.

• DA15) Threat modeling should be 
performed on the initial design 
to identify possible threats to the 
software. It should be noted that the 
results of threat modeling during 
requirements specification and design 
phase would be different due to the 
additional information present in the 
design.

• DA16) Design reviews should be 
performed to identify security errors.

• DA17) The identified threats and errors 
should be used as a basis to specify 
security requirements for the design.

• DA18) Risk analysis should be 
performed to prioritize the security 
requirements and for design. Security 
of design should also be assessed.

Metrics for Assessing Security Risks at 
Design Phase 

This category of metrics aims at answering 
the following question[7]:
Q: How is security assessed during the 
design phase?
The objective of the metrics belonging to 
this category is to assess whether security 
has been properly dealt with during the 
design phase. The following metrics make 
this more precise.

A. Number of design decisions related to 
security        [Ndd]: 

 During the design phase, it is common 
to end up with multiple solutions to the 
same problem. Software engineers 
make many design decisions in order 
to choose among alternative design 
solutions. The proposed metric aims 
at assessing the number of design 
decisions that address the security 
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requirements of the system. This 
metric can help software engineers 
assess the importance given to 
security during the design phase.

 
B. Ratio of design decisions [Rdd]: 
 This metric measures the ratio of the 

number of design decisions related to 
security to the total number of design 
decisions of the entire system. The 
objective is to assess the portion of 
design dedicated to security. Rdd can 
be computed as follows:

 Rdd = Ndd / Nd
 Nd is the number of design decisions 

applicable to the entire system.
 
C. Number of security algorithms [Nsa]: 
 This metric measures the number of 

security  algorithms that are supported 
by the application. Examples of 
security algorithms include algorithms 
found in the area of cryptography, 
authentication techniques, etc.

 
D. Number of design flaws related to 

security           [Nsdf]: 
 Security-related design flaws occur 

when software is planned and specified 
without proper consideration of 
security requirements and principles. 
For instance, clear-text passwords are 
considered as design flaws. Design 
flaws can be detected using design 
inspection techniques (e.g., design 
reviews). Identifying the number of 
design flaws related to security can 
help detect security issues earlier in the 
design process.

 
E. Ratio of design flaws related to security 

[Rdf]: This metric computes the ratio of 
design flaws related to security to the 
total number of design flaws applicable 
to the whole system. More formally, 
Rdf can be computed as follows:

 Rdf = Nsdf / Ndf

 Ndf is defined as the number of design 
flaws applicable to the entire system.

Analysis of Security at Coding Phase
While coding software every coder makes 
some coding mistakes unintentionally, this 
introduces software vulnerabilities. Some 
of the examples of such vulnerabilities can 
be buffer overflow, integer overflow, format 
string vulnerability etc.

Classification of vulnerabilities
Different vulnerabilities should be classified 
based on following points and hence should 
considered while coding the software.

1. Buffer overflow 
2. Integer overflow 
3. Command injection
4. SQL injection 
5. Cross site scripting (XSS) 
6. Format string problem 
7. Illegal Pointer Value 
8. Log forging 
9. Path traversal 
10. String termination error 
11. Unreleased resources
12. Invalid return value 
13. Race conditions: 
14. Improper error handling
15. east privilege violation
16. Insecure temporary files
17. Double free 
18. Uninitialized variable 
19. Use pointer after free 
20. Weak cryptography 
21. Invoking untrusted mobile code 
22. Missing parameter: 
23. Information leak

Activities for secure coding[10]
The following activities should be performed 
to analyze security at coding phase. For 
ease to understand they are numbered as 
CA.
• CA1) Coding Standards: Coding 

standards for security should 

contain safe handling of strings and 
integer results, methods of input 
validation, handling of temporary files, 
authentication of code libraries, proper 
error handling, etc. Constructing such 
a standard is an excellent educational 
practise for developers. 

• CA2) Code Reviews: Code reviews are 
always a best practice for software 
development, but the normal code 
review performed for functional 
verification is different than a code 
review performed for security 
purposes. All code developed by the 
team should be reviewed regularly 
both individually by the development 
manager and as a team.

• CA3) Unit Testing for Security: 
Unit tests are carried out by the 
development team -often the very 
same developer that wrote the 
code in the first place. Practices like 
developers crosschecking each other’s 
code by providing unit tests to other 
developers, and maintaining a unit test 
library, are considered best practices. 
At a minimum, all components which 
enforce security (processing un 
trusted inputs, parsing file formats, 
encrypting network communications, 
authenticating and authorizing users), 
should be diligently unit tested for 
robustness, reliability and security. 

• CA4) Defect Management: Defect 
management is a critical process that 
enables consistent communication 
across development teams.The key 
security goal of defect management is 
to make sure that all identified security 
defects are prioritized, sized and 
assigned to someone to be repaired 
within a specified time frame. 

24. Metrics for Assessing Security Risks 
at Coding  Phase

This category of metrics aim at answering 
the following question:
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Q : How is security assessed during the 
coding phase[7] :

1. Number of implementation errors 
found in the      system [Nerr]:

 This metric measures the number 
of implementation errors of the 
system. It is important to note that 
the vulnerability of the system is often 
related to implementation errors. This 
metric will be used as a baseline metric 
for defining the remaining metrics.

 
2. Number of implementation errors 

related to      security [Nserr]: 
 This metric measures the number of 

implementation errors of the system 
that have a direct impact on security. 
One of the most common security 
related implementation errors is the 
buffer overflow.

 
3. Ratio of implementation errors that 

have an impact on security [Rserr]:
 This metric measures the ratio of the 

number of errors related to security 
to the total number of errors in the 
implementation of the system (i.e. 
Nerr). More formally, Rserr is defined 
as follows:

 Rserr = Nserr / Nerr
 Rserr converging to 1 indicates the 

presences of a significant number 
of implementation errors that would 
compromise the security of the 
system.

 
4. Number of exceptions that have been 

implemented to handle execution 
failures related to security [Nex]: 

 The objective of this metric is to 
measure the number of exceptions 
that have been included in the code to 
handle possible failures of the system 
due to an error in a code segment 
that has an impact on security. Error 
handling mechanisms can be used 
to indicate how the system should 
react in the presence of an error in a 

code segment related to security. The 
absence of such handlers renders the 
system less robust to such errors.

 
5. Number of omitted exceptions for 

handling      execution failures related 
to security [Noex]: 

 This metric computes the number of 
missing exceptions that have been 
omitted by software engineers when 
implementing the system. These 
exceptions can easily be determined 
through testing techniques.

 
6. Ratio of the number of omitted 

exceptions      [Roex]: 
 This metric measures the ratio of 

the number of omitted exceptions 
(i.e. Noex) to the total number of 
exceptions that are related to security. 
More formally:

 Roex = Noex / (Noex + Nex)
 Knowing this will help software 

engineers assess the quality of the 
code in responding to failures of code 
segments that implement security 
algorithms. 

Quantization of SSDLC
The above analysis is summarized in 
table1. This table can be used as an artifact 
for secure software development. Different 
activities of the three basic phases of 
SSDLC and the metrics for the same can 
also be use for quantifying the overall 
development process. The process for 
quantifying is explained by Muhammad 
Umair Ahmed Khan and Mohammad 
Zulkernine in their paper “Quantifying 
Security in Secure Software Development 
Phases”. In this paper the security related 
aspects such as number of errors, number 
of vulnerabilities, risk, relationships 
between errors and vulnerabilities, security 
requirements needed to remove errors, cost 
of  implementing security requirements, 
assets, value of assets, and the damage that 
can be incurred to an asset if a vulnerability 
is exploited are identified and quantified. 

They have used the fore mentioned security 
aspects to calculate a  vulnerability index 
which depends on the number of existing 
and removed vulnerability occurrences. 
Moreover a security index based on risk 
factors and the probable damage that can 
be caused to an asset in the worst case is 
also calculated. 

Conclusion and future Scope
Software security has become a prime 
necessity now days with the increased 
attackers and increased hackers. Many 
methods and tools have been proposed by 
many researchers. Some tools emphasize 
on security at requirement phase some at 
coding or some at design, implementation 
and maintenance also. Some researchers 
have worked upon overall development 
of secure software. Few have worked on 
analysing the errors at each phase while 
others have implemented the tools like UML 
state charts, Secure UML and many such 
tools. There are few SSDLC’s which are 
readily available among which MS SDL and 
CLASP are very popular. Studies related to 
SSDLC indicate that standard methods or 
tools cannot be implemented for different 
types of software development. Hence in 
this paper using different research papers I 
have tried to understand different methods 
to analyze the basic phases of secure 
software development that is requirement, 
design and coding and have also studied 
the quantization of the software. Based on 
this study I have proposed that a secure 
software development cycle should be 
based on the security analysis of each 
phase.

As the future scope of this method I 
would propose that this method should be 
implemented for development of a new 
software. To check the correctness of the 
proposed method it should be implemented 
on reengineered software and hence the 
result should be compared with the security 
in actual software.

SSDLC 
Processes

Activities Metrics Comment

SSDLC  Phases

Security 
Requirement

Perform activities A1 to A7 and  
assign weight to each activity.

Using these values of weights calculate 
Nsr, Rsr, Nosr and Rosr based on the 

formula explained above

Estimating security at requirement phase is the basic step of 
evaluating ssdlc as the other phases are dependent on the 

values obtained at this phase.

Security Design Perform activities from DA1 to 
DA18 and assign weight to each 

activity.

Using these values of weights calculate 
Ndd, Rdd, Nsa, Nsdf and Rdf based on 

the formula explained above.

Security at design phase is normally
 neglected. If the analysis is performed proper at this phase the 

vulnerabilities at coding phase can be avoided.

Security Coding Vulnerabilities should be weight-
ed based on the classification 
explained above. The coding 
activities  from CA1 to CA4 
should also be weighted.

Using these values of weights the Nerr, 
Nserr, Rserr, Nex, Noex and Roex can 
be calculated based on the formula 

explained above.

Evaluating security at coding phase the threats can be 
minimized at the 
maximum extent.
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The cloud storage has become essential 
networking services due to cost- efficient, 
reliable and scalable storage services. A 
data reduction technique is required to min-
imize the storage overhead of cloud server. 
Deduplication is a popular technology to re-
duce storage overhead by eliminating stor-
age of redundant data. Since deduplication 
shares the access to data among multiple 
users, it raises serious security concerns for 
cloud storage services with deduplication. 
In this article, we discuss the threat model 
and security goals for deduplicated cloud 
storage system.

The cloud storage services have remark-
ably upgraded the data management in 
corporate world and personal systems 
since cloud provides cost-efficient, reliable 
and scalable storage services. As a conse-
quence, there is an explosive growth of data 
at cloud data centers (from 3.9 Zettabyte 
(2015) to 9.8 Zettabyte (2018)) reported by 
Cisco Global Cloud Index [1]. It arises a vital 
research question: “How to minimize stor-
age overhead on cloud servers.” A study by 
Microsoft [2] and EMC [3] says about 85% 
of data at storage systems are redundant.

Deduplication is a data reduction technique 
which eliminates storage of redundant 
data. In general, when a user sends data 
or fingerprint of data (e.g. SHA-2 of data), 
storage server checks whether the data 
exists at storage or not. If data exists at 
storage, then the server avoid storing such 
redundant data. In this way, deduplication 
can minimize the storage overhead of cloud 
servers up to 90% to 95% [4].

Steps of the deduplication process are as 
follows:
1. User selects a file to upload on cloud 

storage, 
2. Deduplication process splits the file 

into blocks (if block-level deduplica-
tion),

3. It computes the fingerprint of file/block, 
4. It checks whether this fingerprint is 

present on cloud. If yes, then a copy of 
this file is present on cloud. Otherwise, 
the file does not exist on cloud. 

5. If file is present, then it avoids storing 
this duplicate copy. Otherwise, it stores 
the file/block on cloud.

We can classify deduplication based on 
the following criteria :
• File-level deduplication: In file-level de-

duplication, complete file is considered 
as the unit of deduplication. Fingerprint 
is computed for file and it will be used 
to detect file redundancy.

• Block-level deduplication: Here, file is 
divided into blocks and fingerprints of 
these blocks are used to detect redun-
dant blocks.

• User-side deduplication: When the 
user selects a file to upload on cloud, 
the user program splits the file into 
blocks (if block-level deduplication), 
compute fingerprints and send them to 
cloud server. Then cloud server checks 
whether such fingerprint exists on stor-
age or not. If no, then cloud server asks 
the user to upload the actual content.

• Server-side deduplication: User pro-
gram just forward complete file to 
cloud server. Then cloud server per-
forms deduplication process on re-
ceived file to detect and avoid storage 
of duplicate file/blocks.

• Intra-user deduplication: When the user 
asks to upload a file/block, deduplica-
tion process searches in data of that 
user to detect duplicate copy file/block 
if exists on storage.

• Inter-user deduplication: When the user 
asks to upload a file/block, deduplica-
tion process scans data of all users 
to check whether duplicate copy file/
block exists on storage or not.

In cloud storage paradigm, since data own-

ers lose physical control over his/her data 
after outsourcing, serious security con-
cerns regarding outsourced data are raised. 
Inside adversaries such as cloud server, 
malicious users can try to access the data 
outsourced by genuine users. Outside ad-
versaries also can try to hack the legitimate 
user or cloud server for acquiring malicious 
access to outsourced data. A secure cloud 
storage system which leverages deduplica-
tion should pay attention to the aforemen-
tioned adversaries.

Following are the security goals to be 
achieved for secure cloud storage system 
with deduplication

Confidentiality: 
Users encrypt the content before outsourc-
ing to prevent from adversaries. However, 
traditional encryption mechanisms are in-
compatible with deduplication. If different 
users encrypt the same content using pri-
vate keys which are generally different from 
one another, then ciphertext will not be 
same. Following are the encryption mech-
anisms available which are compatible with 
deduplication.

a. Content-based encryption: The user 
generates an encryption key from con-
tent and encrypts the content with it 
[5, 6]. Hence, all owners of this content 
are able to compute the same key and 

Security of Deduplicated 
Cloud Storage

Figure 1 Deduplication process
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ciphertext. However, content-based en-
cryption faces brute force attack since 
it is a deterministic approach.

b. t An additional key server is equipped 
with cloud storage system [7]. Users 
interact with such key server to acquire 
same key for same content. However, 
the additional server concept seems 
impractical in terms of commercial set-
ting (additional investment) and perfor-
mance (bottleneck problem).

c. Random key based encryption: The 
encryption using encryption key is to 
remedy the issues in content based en-
cryption and server aided encryption. 
This approach can achieve semantic 
security. Next, subsequent uploader 
communicates with previous owners 
and proves her ownership via execut-

ing challenge response process with 
one of the owner. In this way, random 
key based encryption can provide 
strong security against brute force at-
tack without additional key servers.

Proof of ownership:
In user-side deduplication, an adversary 
may learn the fingerprint of content by at-
tacking data owner’s computing system or 
listening communication links and uses it 
for getting access to the content. In other 
words, a user who knows just fingerprint 
(256 bits) can acquire access without 
knowing the entire file/block. Proof of own-
ership (PoW) is a challenge-response pro-
cedure which allows cloud server to verify 
whether a user actually owns entire con-
tent. PoW approaches can be categorized 

into 1) arbitrary bits/blocks based PoW; 2) 
Merkle Hash Tree based PoW. In arbitrary 
bits/blocks based PoW, cloud server asks 
for arbitrary bits/blocks of content. If user 
correctly replies the challenge, then she will 
be allowed to access the content. In Merkle 
Hash Tree based PoW, cloud server gener-
ates Merkle Hash Tree (MHT), i.e., a binary 
tree which consists of leaf nodes as data 
chunks and non-leaf nodes as hash values 
of their child nodes at time of first time up-
load. When user requests to upload content 
which is present on cloud, cloud server asks 
for path/s of MHT. If the user can generate 
correct path, cloud server permits her to ac-
cess the content. Since MHT is generated 
from complete content, this approach con-
firms the user’s ownership of content.

Threat Modeling
G Jyostna

Centre for Development of 
Advanced Computing (C-DAC), 

HyderabadIntroduction
Most of the applications are not designed 
secure by default, which enables the at-
tackers to exploit the vulnerabilities in the 
application. These vulnerabilities if not fixed 
early can be catastrophic. Vulnerability is a 
security flaw which can position the system 
at risk.  A threat can be anything that can 
exploit these vulnerabilities and gain control 
of the system.  

A threat is what we are trying to protect 
against [1]. These threats can be at host, 
application or at network levels. Threat 
modeling is a process by which potential 
threats can be identified, enumerated, and 
prioritized – all from a hypothetical attack-
er’s point of view [2].  Threat modeling helps 
to understand the complete system in the 
attacker’s point of view. It involves answer-
ing WWWH. W: “What are the assets?”, W: 
“Where are the vulnerabilities open to get 

attacked?”, W: “What are the threats?”, and 
H: “How to find attack vector that can go 
unnoticed?”[3].  There is a need for the ap-
plication developers and design engineers 
to include threat modeling exercise early 
during the Software Development Life Cycle 
(SDLC) process. Threat modeling can be ap-
plied to the system during the design phase 
of the SDLC process.

Why threat modelling?
Threat modeling helps to find the securi-
ty flaws at the early stages of application 
development.  This provides enough time 
to fix the flaws. According to Microsoft 
[4], the cost of identifying and designing 
a mitigation method during design phase 
is very less compared to fixing bugs after 
deployment. Threat modelling also helps to 
validate whether design meets the required 
security measures are not and also serves 
as a guide during testing phase.

Threat Modeling Methods
There are various methods available in the 
literature for applying threat modelling to a 
system namely STRIDE, PASTA, LINDDUIN, 
CVSS, Attack trees, Persona non Grata, 
Security Cards, hTMM, Quantitative TMM, 
Trike, VAST Modeling and OCTAVE [5]. This 
article discusses about popular methods 
STRIDE and Attack trees. In these methods, 
visual representations based on the Data 
Flow Diagrams (DFD) and Process Flow 
Diagrams helps to model the application in 
finding threats.

Attack trees:
Attack trees are one of the oldest and fa-
mous threat modeling method. This meth-
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od is used in cyber critical security systems. 
The root of the method is the goal to achieve 
and the children are the ways to achieve this 
goal. Each threat will be represented as a 
separate tree.

For example, theft of authentication cookies 
can happen in two ways. 1. The communi-
cation is not encrypted and eavesdropping 
can reveal the information on this unen-
crypted connection. 2. Attacker possesses 
the means and knowledge of the system 
(cross site scripting) and exploits the XSS 
vulnerability. Here, in this scenario, root is 
a goal to steal authentication cookies. Its 
children are case 1 and case 2, as explained 
above and whose motive is to achieve the 
goal of stealing authentication cookies.

STRIDE
This is a popular threat modeling method 
introduced by Microsoft. STRIDE stands 
for Spoofing, Tampering, Repudiation, In-
formation disclosure, Denial of service and 
Elevation of Privilege. STRIDE analyses the 
threats to the application from hacker’s 
point of view. This is a visual representa-
tion of the application using Data Flow Dia-
grams. This method applies STRIDE per el-
ement for threat modelling. In a nutshell this 
method follows 4 phases: (1) Diagram (2) 
Identify threats (3) Mitigate and (4) validate.

1. Diagram: 
 During this phase, Data Flow Diagrams 

are used to represent the system. This 
includes external actors, process, data 
store, data flows and trust boundaries. 
These diagrams need to be updated 

for changes in the product. These dia-
grams can depict entire component or 
product or system. This can be broken 
down to Level 1 diagrams which are at 
high level but can be for a single fea-
ture and Level 2 diagrams, which are 
low level diagrams with details of the 
features of the sub system.

 
2. Identify Threats: 
 Generally identifying threats is not easy 

and is the job of the security experts. 
STRIDE helps to identify threats even 
if one is not a security expert. Under-
standing STRIDE along with the protec-
tion elements against them, in depth 
can easy this phase. Spoofing is imper-
sonating something or someone else; 
authentication is required. Tampering 
is modifying data or code; Integrity is re-
quired. Repudiation is claiming to have 
not performed an action; Non- repudia-
tion is required.  Information Disclosure 
is exposing information to someone 
not authorized to see it; confidentiality 
is required. Denial of service is making 
the service unavailable / bringing down 
the service; Availability is required. 
Elevation of Privilege is gaining capa-
bilities without proper authorization; 
Authorization is required. Analysing the 
applicability of these threats against 
each of the data elements provides a 
matrix for easy remembrance.
If the data store stores the logs then Re-
pudiation is a threat to be considered. 
Also, consider the trust boundaries.

3. Mitigate: 

 Once the threats are identified, there 
are four choices to address it.
a. Redesign to eliminate – but, this 

can lead to new threats
b. Apply standard mitigations – 

most of the time this is what to be 
applied. For example, if repudia-
tion is to be addressed, include se-
cure logging and auditing or digital 
signatures to the system.

c. Invent new mitigations – this is a 
little risky unless you are a securi-
ty expert

d. Accept the vulnerability in the de-
sign – if this cannot be addressed 
any more.

4. Validate: 
 After mitigation is applied, validate the 

complete process by checking if each 
of the threats are mitigated and are 
they applied rightly.

Conclusion:
If threats are identified at right time during 
the SDLC process, it not only saves bug 
fixing time, but also reduces cost incurred 
for addressing that threat. Applying security 
during the SDLC is to be made a part of the 
process by default.

Element S T R I D E

External Entity Yes Yes

Process Yes Yes Yes Yes Yes Yes

Data Store Yes May be Yes Yes

Data flow Yes Yes Yes
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•	 Do	business	only	with	trusted	companies/websites
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Pwning Cash Machines 
for cutlet
ATM Anatomy
Attacks against Cash Machines have be-
come an increasing concern, globally and 
according to media headlines it’s a golden 
age for bank cyber-attacks. The first reports 
of ATM malware attacks date back to 2009, 
with the discovery of Skimmer, a Trojan able 
to steal funds and bank card data. Lately, 
logic attacks have become increasingly 
popular among cybercriminals. Interpol is-
sued an alerts that criminals may soon use 
malware against ATMs around the world, a 
new report from the European ATM Security 
Team says many ATM malware incidents 
have been reported. Major ATM vendors 
Diebold Nixdorf and NCR, issued critical 
advisories about the threat of attacks on 
ATMs.

An ATM consists of two main components 
cabinet and safe.
• The cabinet contains the ATM comput-

er, which is connected to all the other 
components like network equipment, 
card reader, PIN Pad Keyboard, and 
cash dispenser (the dispenser is in 
the safe, but the connector is not). The 
computer usually runs on Windows 
embedded version that is special de-
signed specifically for ATM use and 
user-facing applications run in kiosk 
mode. These interface that we see dur-
ing normal ATM use provide all neces-
sary functionality to the user. The cabi-
net is secured by a trivial lock on plastic 
door which is practically not secure.

• The safe is more full-bodied being 
made of steel and concrete, and con-
tains only the cash dispenser and cash 
acceptance module.

User-facing application communicate with 
ATM peripherals : 
• Get card information from the card 

reader 
• Obtain user input from the keyboard, 

and 
• Send commands to the cash dispenser. 

Communication is based on extensions for 
financial services (XFS) standard it provides 
a client-server architecture for financial ap-
plications on the Microsoft Windows plat-
form. With XFS, a hardware manager makes 
an API available to all Windows applications 
and forwards requests to devices by trans-

lating API functions to SPI functions. Every 
ATM vendor implements XFS in their own 
way. Software or Hardware VPN clients 
are used to secure the connection while 
processing a transaction with banks pro-
cessing center for dispensing cash at ATM. 
Banks Internal Network are connected to 
ATMs for remote administration and soft-
ware updates via NDC or DDC protocols.

ATM Vulnerability Scenarios
Four scenarios related to possible risks 
for ATM ‘Cutlet’ (котлета - a Russian slang 
term means ‘a bundle of money’) attacks 
are as follows: 
• Inadequate peripheral security
 Attacker with access to the ATM net-

work can target available network ser-
vices, intercept and spoof traffic, and 

attack network equipment. Criminals 
can even spoof responses from the 
process center or obtain control of the 
machine. 

• Inadequate network security
 Attacker can infect the ATM with mal-

ware can access these devices or di-
rectly connect their own equipment to 
the dispenser or card reader. The crimi-
nal will then steal cash or intercept crit-
ical card information.

• Insecure configuration of systems or 
devices

 Attacker can abuse access to the cab-
inet of the ATM: lack of hard drive en-
cryption, authentication errors, poor 
protection against exiting kiosk mode, 
and the ability to connect arbitrary de-
vices.

• Insecure configuration of Application 
 Attacker can exploit vulnerabilities in 

Application code or result from improp-
er configuration.

Recent ATM attack patterns
Attackers quickly adapt to new techniques 
and constantly monitor newly published 
vulnerabilities and manage to exploit them 
much faster than bank security services 
are able to install updates. On darkweb fo-
rums, anyone can freely purchase software 
to conduct an attack. Some of the most ac-
tive cyber gangs in the past three years are 
Cobalt (likely related to Buhtrap), Carbanak, 
Lazarus, and Lurk. 

ATM Jackpotting
A simple search on a malware portal turns 
up Cutlet Maker – the core malware pack-
age that instructs certain ATMs to spit out 
their money. Cutlet Malware interacts with 
the ATM’s software and hardware, encoun-

 ATM 
Ccomponent

Possible Attacks Scenatios

ATM 
Computer

Boot Sequence Modification 
Mount USB Device  
Mount Hard Drives

Card  Reader Decoded Data 
Interception from card

Cash Dispenser Manipulated the inputs

Network Equip-
ment

Interception of network traffic 
Attack on network services Attack 

on network devices Spoofing of 
software update server Spoofing 

of processing  server
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Cybercrime is 
continuous to evolve and 
advance quickly, making 
it crucial that instead of 
hiding incidents, banks 
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to spread awareness 

throughout the business
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tering almost no security obstacles at all. 
Attacker simply take out the ATM’s hard 
drive, replacing it with a drive that contains 
the operating system for the ATM along 
with the malware. The attacker can disable 
the antivirus on the ATM’s hard drive and in-
stall the malware on it before swapping it in 
the machine.

Exploitation of Vulnerabilities in available 
network services
An attacker can exploit vulnerabilities in 
available network services and thereby ex-
ecute arbitrary commands. Vulnerabilities 
needed for this attack vector are caused by 
poor firewall protection, use of vulnerable or 
out-of-date software versions (for ex, vul-
nerabilities CVE-2017-8464 and CVE-2018-
1038 enable remotely running arbitrary 
code and subsequently escalating privileg-
es), and improper configuration of security 
tools (application whitelists tend to be ex-
cessively generous, as detailed later in this 
report).Consequences include disabling se-
curity mechanisms and controlling output 
of banknotes from the dispenser

Exit from Kiosk mode
ATM application runs in kiosk mode and 
user cannot run other programs or access 

OS functions in any way. By escaping kiosk 
mode, an attacker could bypass these re-
strictions and run commands in the ATM 
OS.

Attack Pattern:
• Devices like Raspberry Pi, BeagleBone 

can be used by attacker to emulate 
user keyboard input and connects it to 
the USB or PS/2 interface of an ATM. 
The next stage of the attack can be ful-
ly automated or involve accessing to 
the device remotely.

• Successively the attacker obtains ac-
cess to the OS. Escaping kiosk mode 
was possible in every case with the 
help of hotkeys. Restrictions on input 
were either absent or inadequate to 
thwart this.

• The concluding stage is to bypass Ap-
plication Control (intended to prevent 
execution of unwanted code) and gain 
the ability to send commands to the 
cash dispenser.

Conclusion
Today, banks have built effective barriers for 
protection against external attacks, but they 
have not done nearly as much work to fight 
the threats on their ATMs.

Some things to consider:
• Researchers said never re-enter your 

PIN number if it isn’t taken the first time 
when you’re paying via a point-of-sale 
device. People typically assume they 
entered their PIN wrong when it asks a 
second time, there are chances that a 
pin pad have been compromised.”

• Place network equipment inside the 
ATM.

• Enforce a Practice of software or hard-
ware VPN client usage located inside 
the ATM.

• Use strong encryption for data between 
the ATM and all the other components.

• Embrace a Message Authentication 
Code in all transaction requests and 
responses.

• Secure or disable unused network pro-
tocols.

• Configure the firewall to allow remote 
access only to services required for 
ATM operation and exclude all network 
interfaces which are not needed.

• Enforce a strong password policy for 
all the components of ATM.

• Regularly install operating system and 
application updates.

• Log and monitor security events.

HSTS => added security 
=> challenge to security 
auditors

Saumya Yajurvedi
Project Engineer

Centre for Development 
of Advanced Computing 

(C-DAC), Hyderabad

Websites and apps are increasingly under 
attack, so effective web application security 
must be a top priority. To protect web appli-
cation from various attacks, developers are 
suggested to implement different security 
headers. HSTS is one among the Secure 
Headers.

HSTS, a web security mechanism, is an 
acronym for HTTP Strict Transport Securi-
ty. This mechanism, if implemented, forc-
es browsers to establish connections via 
HTTPS, taking insecure HTTP out of the 
equation. This mechanism was developed 
to counter the SSL Strip attacks that could 
downgrade the connection from secure 
HTTPS to insecure HTTP. 

But this security has added a challenge for 
security analyst while testing the web appli-

cation. Security Analyst used various proxy 
tools like BurpSuite, Charles Proxy etc, to 
intercept the request and response of the 
page. Through this interception, they ana-
lyse the request and response of web ap-
plication before the client and server com-
municate with each other. Implementation 
of HSTS header causes pesky errors when 
one try to intercept the HSTS enabled appli-
cation request at proxy. This error will leave 
you in a lurch. 

User might have faced the NET::ERR_
CERT_AUTHORITY_INVALID or SEC_ER-
ROR_ UNKNOWN _ISSUER error as shown 
in the screenshot.

To overcome this error,we need to disa-
ble HSTS settings that are present in your 
browsers. Follow the following instructions
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Clear HSTS Settings in Chrome
1. Open Google Chrome
2. Search for chrome://net-inter-

nals/#hsts in the address bar
3. In the Query HSTS/PKP domain field, 

type in the domain name (example.
com) for which you want to delete 
the HSTS settings. This should return 
some values.

4. Now scroll down the page and enter 
the same domain name in the Delete 
domain security policies and press the 
delete button.

Now you have successfully cleared HSTS 
settings in Chrome.

Clear HSTS Settings in Firefox
1. First, you need to close all open win-

dows
2. Open the browsing history by pressing 

Ctrl + Shift + H (Cmd + Shift + H on 
Mac)

3. Go to the site for which you want to 
clear HSTS settings

4. Now right-click on that site and then 
click on Forget About This Site. Keep 

in mind that this will clear all data of the 
site present in Firefox.

Now you have successfully cleared HSTS 
settings in Firefox.

Implementation of above settings will help 
security analyst to overcome the error due 
to HSTS header, and start intercepting the 
traffic to analyze the request and response.

Pattern analysis of Darknet 
traffic flow
The layers of the Internet go far beyond 
the surface content that many can be eas-
ily accessed and other cannot be which is 
termed as DeepWeb, which has not been 
indexed by traditional search engines such 
as google, yahoo or bing. The contents of 
the darkweb are intentionally concealed and 
may be used for legitimate purposes as well 
as criminal or malicious activities. 

Individuals can access the dark web by us-
ing special software such as TOR(The On-
ion Router)in which the sender and receiver 
are anonymous . Tor protects its users by 
disguising the IP addresses of senders and 
receivers thus providing additional security 
for the transactions. Due to the high ano-
nymity, darknet is being used for illegitimate 
activities. Hence, based on the literature 
survey, there is an emerging need of finding 
the patterns in the dark web which would be 
helpful for the forensics and police officials.

Keywords : Darknet, TOR, Deepweb.

Internet can be broadly divided into Clear 
Web/ Surface Web and Deep Web. The 
Clear Web or Surface Web mainly consists 
of Web content or web pages which can 
be accessed using the traditional search 
engines like google and yahoo or any oth-
er standard browser with a hassel free ac-
cess[1]. The content in the deepweb cannot 
be accessed by the search engines such as 
google etc. DeepWeb essentially consists 
of the databases and the credentials of cor-
porate firms which are intentionally hidden 
due to many security reasons.

Embedded within the deepweb is the Dark-
net or Darkweb which consists of profes-
sional hackers who intentionally break the 
networks and create havoc, commit ex-
tortion, Paedophiles, arms, drugs, Human 
trafficking etc. The darknet lacks ethics 
and trade is anonymous, unknown buyers 
and sellers transact with each other with 
the help of Bitcoin or other Crypto currency 
which provide high security to the transac-
tion [2].

Individuals can access the dark web by 
using the special software such as TOR 
which can be called as “The Onion Router” 
in which the sender and receiver are kept 
anonymous. TOR is an open source soft-
ware that assured the anonymity by cam-
ouflaging the actual IP address of sender 
and receiver TOR disguises the actual IP 
and makes the transaction complete there 
by providing high anonymity for the people 
involved in the transaction. Hence due to 
many reasons, the Darkweb is getting hard-
er to crack. The layers of the Onion router 
indicate the security it is providing and TOR 
is adding additional layers to make it more 
sophisticated to crack the network. The se-

K.Sowjanya Naidu
Assistant Professor, Depart-

ment of CSE, GVPCE(A), 
Visakhapatnam

Dr.L.S.Chakravarthy
Associate Professor, De-

partment of CSE, GVPCE(A), 
Visakhapatnam



INFOSEC DEPOT - 2019

www.isea.gov.in

CYBER BUNKER

www.infosecawareness.in | www.isea.gov.in 75

curity of the TOR is being increased to a lev-
el where the darknet sites cannot be directly 
seen and can be accessed only by invitation 
[3]. Due to these additional security reasons 
the people who are using darknet are ex-
ponentially increased and posing a serious 
threat to the forensic officials.

The main advantage of the Darknet is the 
increased security and privacy of the trans-
actions. Due to the increased security and 
anonymity of the transactions, the dark 
net is being used for illegitimate and ille-
gal purposes[4]. The increased anonymity 
of the user is leading to more transactions 
in the secret market places which include 
drugs, arms etc which effects the economic 
growth of the country and hence it has to 
be kept in check by the digital and forensic 
officials. Despite of the increased security, 
tracing out the sender and receiver is a te-
dious task, hence there is a need for tracing 
the patterns for the traffic flow in the secret 
market places which can be useful for the 
digital and cyber forensic officials[5].

This article presents a pathway to design 
a framework which provides a sustainable 
mechanism for analysis and research on 
dark web secret marketplace transactions. 
This may include the following:
• Analysis of how the TOR layers influ-

ence the darknet traffic flow:
• Analysis of traffic flow based on in-

creased number of layers.
• Reduce processing complexity and 

simplify data analysis.

Hence, in this regard we here by propose a 
framework to analyse and research on un-
solicited information and it is designed in 
two phases, and they are:

Phase 1 :
The phase 1 consists of installing the TOR 
browser and connecting to the darknet web-
sites. Then the scripts are written in high 
level language like python and scripts are 
written and webcrawlers are made to run on 
different darkweb sites and information is 
gathered. The information is gathered from 

the dark sites and fed to the databases and 
databases are populated for the further pro-
cessing of data.

From the figure below the internet is con-
nected to the router and the router is con-
nected to the Darknet router. The dashed ar-
row consists of the darknet traffic flow and. 
The darknet router is installed with TOR and 
is used to access the darkweb sites. The 
scripts are run on different darknet sites and 
the data is fed to the databases. The data-
bases which are populated with the data is 
processes for the analysis in Phase 2.

Phase 2:
This phase consists of the analysis of the 
data which is gathered from the darknet 
sites. Given below steps shows the pro-
cedure of the proposed in-depth analysis 
method of how the data is collected and an-
alysed in the dark net traffic. The procedure 
is composed of six main steps: collection, 
extraction, analysis, classification, identifi-
cation and tracking. The each phase of the 
procedure is as follows:
1. Collection: 
 During the first step, the data is collect-

ed from running the scripts on the dark 
websites and the data regarding the 
traffic is retrieved. 

2. Extraction: 
 The data which is collected from run-

ning the scripts is extracted and popu-
lated in the data bases. 

3. Analysis:
 In this step the data which is populat-

ed in the data bases is fed to the traffic 
analysing tools to find the patterns in 
the traffic flow. 

4. Classification: 
 In this step the data patterns which are 

collected from the Maltego analyser 
tools is analysed based on the traffic 
flow of the data. 

5. Identification : 
 Here, based on the patterns of the data 

collected after the processing of data, 
the traffic flow is calculated based on 
the patterns identified from the previ-
ous step. 

6. Tracing :  
 The final step comprises of the finding 

the patterns of maximum traffic flow 
thus giving data to the forensic officials 
which may be considered for further 
processing.

The aim of this research was to empirically 
demonstrate the efficacy of the aforemen-
tioned steps of the analytical framework 
given in the above figure, with the goal of 
making the patterns of the data complexi-
ty in the dark net traffic flow to reduce and 
simplify the data analysis which can be 
used for identifying the dark net traffic do-
mains.

Figure 1: Traffic flow in Darknet Sites
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Juice	jacking	is	one	kind	of	cyber	attack	wherein	data	can	be	
copied	from	a	smart	phone,	tablet	or	other	computer	device	
using	a	charging	port	that	can	be	used	for	data	connection	as	
well	as	charging	,	typically	over	USB

What is Juice Jacking ?
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Along with ethical use of technology in the 
classroom, information security plays vital 
role to achieve academic success for the 
students.  Because it ensures that the tech-
nology used here stays operationally prob-
lem free in addition to keeping students 
safe from internet predators. Ethical rules 
for internet’s use in class room situation en-
sures proper use of the related technology 
which never violates laws of central or pro-
vincial governments. 

Almost all class rooms in schools bear 
smart classes. They propagate for free ac-
cess to internet. Hence there are various 
reasons why the internet security is vital to 
them. It is required to maintain an entirely 
efficient operational system free from prob-
lems like hard drive damage due to viruses 
or slow functioning computer programs 
etc. Many a times, students innocently 
download such harmful computer virus on 
to the classroom computer systems. Some 
of the viruses appear in simple forms that 
copy themselves to every file on the hard 
drive. And students keep on using an in-
fected program. Moreover there are email 
viruses which can access to the email ad-
dress books and begin to accumulate email 
unwanted and un-ethical information to 
everyone’s system.   The most harmful virus 
ever known is as Trojan horse. It is able to 
erase files and programs from the hard disc 
completely. Besides there are worms which 
copy themselves to many networks and can 
cause slowing down the speed of system. 
Therefore a robust information security 
program or trusted antivirus program like 
Norton AntiVirus is required for the smooth 
functioning in classrooms.    

As the up gradation of technology contin-
ues to evolve in order to increase storage of 

personal information on mediums like data-
bases and networks. This brings about new 
risks and security threats in class rooms 
digital storage. The students feel that the 
information security has to be given priority 
to protect their network infrastructure. This 
can be achieved by raising security aware-
ness and training programs among them-
selves. Once the proper training workshop 
happens it would reveal the weaknesses 
and methods to enhance the effectiveness 
of the programs. Besides it will reduce the 
unauthorized disclosure of information.  
The information security awareness pro-
gram which is designed to educate teach-
ers and students will decrease risks associ-
ated with data.

Most of the schools have local area network 
(LAN) in terms of School Management Sys-
tems, Teaching and learning Network or 
Multimedia Learning Center. In order to 
establish a better academic environment, 
they have got internet access services in 
premises. Some schools have hosted their 
school web pages and let teachers-stu-
dents have interactive communication and 
collaboration. Hence functioning of schools 
will be adversely affected when their infor-
mation technology facilities are hampered 
due to security problems or data cannot be 
accessed.    

In schools, there may be many causes of 
threats to computer systems. These caus-
es may be natural or human by nature. 
Natural threats include fire and floods (dis-
asters) and environmental threats such as 
high temperature and humidity etc. Human 
threats include intentional hacking (unau-
thorized access to network), spoofing (im-
personating any user to access network 
resource), willful destruction and theft. Un-

fortunately, if any of these threats occurs, 
it may cause great losses to school prop-
erties.  Now more and more IT facilities are 
annexed to the school networks including 
homework of students, teaching materi-
als, data files etc which are stored in the 
systems. With a view to protect all these 
against the threats, it is imperative to raise 
the awareness of information security.

In order to cope up with the objective and 
requirements of the information security in 
the schools or in organizations, some meas-
ures on various security controls are to be 
taken sincerely. It includes physical security, 
access control, data security, security Audit 
etc.  Physical security may refer to IT equip-
ment in the school such as servers, backup 
tapes, original software package, backup 
tapes etc. these should be under safe cus-
tody. Access control provides safety from 
unauthorized access to systems. Data se-
curity measures prevent network sources 
from destructive viruses, hard disk subsys-
tem failure, power failure, software failure, 
natural disasters etc.  Communication and 
network security measures help to connect 
the different systems, LANs, Learning and 
Teaching network etc. It may bring about 
remote and internet access to prevent in-
trudes. Security Audit focuses on periodic 
monitoring and review of school systems 
and other networks with giving early alarm 
for information security incidents. 

User education is also a significant factor 
for successful implementation of informa-
tion security in schools. Because all precau-
tions can be ineffective if awareness in user 
is not aroused. With the help of effective 
security training programs, users may be 
prepared before hand to avoid problems in 
coming days. 

Information Security 
and classroom

Swarn Lata Sharma
Department of Mathematics 

School of Indian Embassy 
Moscow (Russia)



INFORMATION
SECURITY
AWARENESS
FOR WOMEN

At present Internet users in India are near to 500 million with an estimate of 143 million 
female internet users overall, which is more than 30% of total Internet users in India. 
Various government initiatives have led to increased Internet penetration and use of 
digital services across the country. This also paved way for rise in cyber crimes with 
women being a major target for cyber criminals. Even though cyber crimes in general are 
considered to be gender neutral the problems and issues faced by women are different 
and more damaging and creates intense agony. Considering the sensitivity behind the 
issues faced by women in India, Information Security Education & Awareness has taken 
many initiatives exclusively for women in India. These initiatives have helped women to 
follow safety measures while using the cyber space and derive benefits by safe use of 
cyber space.

Let’s have a look at the different initiatives taken under the purview of ISEA programme to empower women in India.

Designed and developed a Handbook specific for women (Information Security Awareness for Women) covering 
various challenges in the area of information security and guidelines to follow while using the cyber space enabling them 
to take care of themselves and to be safe in this digital world. 

A Dedicated multilingual website for women is developed which covers the various topics the area of information 
security. Currently the website content is available in nine regional languages of India which will help to connect with 
underserved women from Tier 2 / Tier 3 cities. 

In view of delivering awareness in direct mode on information security, ISEA has conducted Awareness workshops 
exclusively for women across the country. 

Released and distributed cyber awareness posters/brochures to create awareness among the women on cyber safety 
and security.

Circulated Many Concept based videos for better understanding through the social media platforms 

Support/Call Centre for Information Security Awareness is created for providing telephonic support with National Toll-
Free Number & All India Radio program. Majority of the calls received were from women who were victim of cyber 
frauds seeking help to overcome the situation.

Supported in promoting Cyber Girl handbook by Karnatak police.

Microsoft & Data Security Council of India (DSCI) in association with ISEA of has Initiated a Project Cyber Shikshaa for 
skilling women engineering graduates in the niche field of Cyber Security aiming bridge the gap between the demand 
and supply of talented professionals as well as enhances the number of women working in the field of Cyber Security.
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The Apprentices of information technology from prominent academicians provide much 
needed reinforcement by publishing their research. The ideas presented here can motivate 
you to take up advanced research in the Information security domain. 
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Blockchain Technology 
for Cyber Security 
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What is Blockchain ?
Blockchain is an open, distributed ledger 
that can record transactions between dif-
ferent parties in time sequenced, verifiable 
and permanent way. Blockchain technology 
supports cryptographic guarantees of in-
tegrity and provides trust by signing every 
transaction. Through smart contracts the 
ledger can be programmed to trigger trans-
actions automatically when certain prede-
fined conditions are met. These features 
make blockchain data structure unique, 
overcoming the limitations of traditional da-
tabases. Any asset of value can be tracked 
and traded on a blockchain network, reduc-
ing risk & cutting costs for all involved. As-
set can be tangible such as a house, land, 
vehicle etc., or intangible like patent, brand-
ing, trademark etc. Blockchain Technology 
has been around us for just near to a dec-

ade. Initially it was used for Bitcoin (which is 
a cryptocurrency, a form of electronic cash), 
but later people across the globe have real-
ized its potential in other industries and var-
ious use cases have been initiated in e-Gov-
ernance, Banking and Finance, Healthcare, 
Media, Smart cities, Judiciary, Insurance, 
Cyber Security and so on.

Why Blockchain Technology for Cyber Se-
curity ?
As the cyber security threats are becom-
ing more sophisticated, researchers are 
continuously working towards designing 
advanced defense mechanisms using 
emerging technologies to protect comput-
er systems, networks and the information 
from evolving threats. Blockchain Technol-
ogy is found to be having good potential in 
cyber security domain due to its features 

such as enabling Trust, Transparency, Ac-
countability, Auditability and Immutability. 
This technology helps in providing user 
identity management, transaction security, 
communication security, critical infrastruc-
ture protection and supply chain risk man-
agement. Blockchain technology can also 
play a vital role in enabling security and pri-
vacy aspects in IoT.

Global Initiatives:
Blockchain based PKI (Public Key Infra-
structure)
In existing PKI systems, trust is enabled 
through either Web of Trust or Certification 
Authority (CA). Limitation of these PKI sys-
tems is that, Web of Trust is not scalable 
and CA is potential central point of failure. 
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Researchers felt that Blockchain with its 
implicit transparency and auditing features 
eliminates the need for central trusted third 
party. If PKI is maintained on a blockchain, 
single computer is replaced by a group 
of connected computers making it more 
robust and trustworthy. POMCOR, IOTA, 
CERTCOIN are some of the global initiatives 
in this direction.

Distributed DNS
Though DNSSEC enhances the security of 
DNS protocol, it does not address the is-
sues such as DoS / DDoS attacks. Block-
chain-based DNS alternatives, Namecoin 
and Blockstack are two initiatives to build 
decentralized and secure naming systems.

Anti Malware Solutions
BitAV is one of the anti-malware initiative, 
which is based on Distributed Blockchain 
Consensus and Feedforward Scanning. 
There are efforts towards building Block-
chain based decentralized firewall for mal-
ware detection.

Protection from Supply Chain Attacks
Blockchain helps to design verifiable supply 
chains enabled with forensics to detect ma-
licious activity, when we have dependence 
on foreign supply chains.

Logging and Integrity Management
Globally researchers are working towards 
logging and integrity management frame-

work using Blockchain technology, which 
helps in providing assurance to end user es-
pecially in third party cloud service provider 
scenario. Audit trail for data transactions 
helps to detect data breaches and enables 
forensic analysis. Also detects malicious 
attacks such as code injections, APTs etc.

IoT Network
Blockchain technology can be used to track 
billions of connected devices in IoT net-
works, eliminating single point of failure. 
It enables decentralized security & privacy 
and more resilient environment for IoT de-
vices to function in coordinated manner.

Blockchain : Security 
Challenges

Ms. Bhagyashri Bhirud
Department of 

Computer Engineering,
College of Engineering, Pune

Dr. Vinod Pachghare
Department of 

Computer Engineering
College of Engineering, Pune

The ‘Blockchain’ is a buzzword now-a-day. 
Initially, Bitcoin blew up tech-minds. Earli-
er people never realized that blockchain is 
the underlying technology for Bitcoin. Now 
people see blockchain as one of the robust, 
strong technology that is going to change 
completely the way things work today. 
Whether you work in finance, healthcare 
or real estate, you will probably be going to 
face blockchain in near future. After reading 
about blockchain, one might think whether 
it provides security to the application devel-
oped using the emerging technology or it’s 
creating security challenges. Let’s discuss 
the same in this article.

Introduction: 
Blockchain is the chain of blocks. It was 
used to timestamp digital documents so 
that backdating or tampering can be avoid-
ed [2]. It was re-invented by Satoshi Naka-
moto in 2008, to create digital cryptocur-
rency Bitcoin for which base technology is 
blockchain [5]. Figure 1 shows the flow of 
blockchain. Following four key components 
make it up for Blockchain [6]. Cryptograph-
ic hash functions and consensus helps in 
making the system tamperproof.
1. Shared Ledger
2. Cryptographic functions
3. Consensus
4. Smart Contracts

Blockchain is the distributed shared ledger 
that is open to anyone. It is like book-keep-
ing of immutable transactions on a net-
work. Each block contains data, the hash of 
that block and hash of the previous block.

Cryptographic hash functions are used for 
this. Data is something that is related to 
an application. Hash of a block identifies 
the block and is always unique. It is analo-
gous to a fingerprint. Each block points to 
the previous block. The first block is called 
the Genesis block. When a block is created 
and is attached to the existing blockchain, 
the smart contract is run automatically. 
These are like real-world contracts however 
these are completely digital and immutable, 
stored inside a blockchain. It consists of 
rules, penalties and makes sure to enforce 
those automatically.
Being distributed, blockchain technology 
allows distributing authority instead of cen-
tralizing it. Instead of managing blockchain 
by the central authority, it uses a peer-to-
peer network. The consensus is used to 
manage and maintain the reliability of data 
and transactions in a distributed network. 
In blockchain, four consensus methods are 
used [4]:

• PoW (Proof-of-Work) - It requires to 
solve a mathematical problem and 
arrive at a solution. The problem is 

computationally extensive, however, 
it’s easy to verify once the answer has 
been reached.

• PoS (Proof of Stake) - This requires 
proving the ownership of the currency 
one holds with him/her. The person 
holding 5% of the currency, can mine 
only 5% of the blocks.

• PBFT (Practical Byzantine Fault Tol-
erance) - It is the protocol to tolerate 
Byzantine faults. The process works in 
three phases, pre-prepared, prepared 
and commit. At a phase, if ⅔ of nodes 
give a vote, then it allowed to enter next 
phase [4].

• DPoS (Delegated Proof of Stake) - It 
is like PoS, the difference is that the 
stakeholders elect their delegates. 
They, then, generate and validate the 
block.

Security Challenges:
Blockchain is developed using different 
technology infrastructure, techniques. This 
might lead to different vulnerabilities. Fol-
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lowing are vulnerabilities and attacks that 
have been performed.

Vulnerabilities:
• 51% vulnerability - This is the vulnerabil-

ity present in Proof-of-Work consensus 
protocol. If ‘mining-pools’ are created, 
they can acquire more than 50% of the 
total network power. Resulting in them 
controlling the blockchain [3].

• Private key security - In blockchain, a 
user’s private key is generated by the 
user. It is not maintained by the third 
party. It’s possible to crack a user’s pri-
vate key, which will result in exploiting 
and misusing users’ identity and cre-
dentials [3].

• Double spending - It is simply spending 
the digital currency twice. It is not there 
in case of physical currency. In the 
case of digital currency, it is as easy as 
copying a file on a personal computer.

• Vulnerabilities in smart contracts - 
There are few vulnerabilities discussed 
in [3] 
• Transaction-ordering dependence
• Timestamp dependence
• Mishandled exceptions
• Re-entrancy vulnerability

• Under-optimized smart contracts - 
There are few patterns which may give 
an opportunity to attackers to exploit 
[1].
 - Dead code
 - Opaque predicate
 - Expensive operations in loop 
 - Loop fusion

Attacks:
• DAO - In June 2016, DAO smart con-

tract was attacked. Attackers exploited 
a recursive calling vulnerability. DAO 
smart contract was deployed in Ethere-
um in May 2016.

• Selfish Miner - When a new block is dis-
covered, it should be published to the 
network. However, selfish miners keep 
such new blocks to themselves and 
mine the further blocks. While honest 
miners keep on mining for already dis-

covered blocks. Selfish miners thereby 
get rewards wasting the honest min-
ers’ computing power.

• Eclipse Miner - Eclipse miner gains con-
trol over a node’s access to information 
in a peer-to-peer network. Then the at-
tacker can eclipse the node so that it 
communicates with malicious nodes.

• Fork Problems - A fork is a change to 
protocol or divergence from the previ-
ous version. Hard forks are the deliber-
ate ones, occurring when the commu-
nity differs in opinions. Soft forks are 
optional, and users can keep running 
an old version.

• King of the ether throne - In this attack, 
out-of-gas send exception disorder 
was exploited.

Conclusion:
We discussed the basics of blockchain. 

Basically, it’s based on, shared ledger, cryp-
tographic function, consensus, and smart 
contracts. The cryptographic functions and 
consensus mechanism make blockchain 
secure. However, different vulnerabilities 
might arise through different causes like 
consensus mechanism, a public-key en-
cryption scheme, transaction verification 
mechanism, program writing, and de-
sign flaws. Though basic security measures 
are considered while designing blockchain 
technology, the supporting technologies 
and interfaces might have flaws which cre-
ates different doors open for attackers.
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Cryptocurrency mining, or crypto-
mining, is a process in which trans-
actions for various forms of crypto-
currency are verified and added to 
the blockchain digital ledger

Wht is  Cryptocurrency mining ?
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Engineering(A)Protecting the cyber space from vulnera-
bility exploitation is the most difficult and 
challenging task. Sophisticated detection 
mechanism should be adopted for intrusion 
detection in-order to fight against the ever 
evolving attacks. This article describes the 
new developments like “Intrusion Detection 
System (IDS)”, “Intrusion Detection Net-
work (IDN)” and “Transfer Learning (TL)” in 
the field of cyber security and also covers 
various facets of cyber security and cyber 
intrusions. IDSs are the systems which can 
detect zero-day attacks but results in high 
false positive rates (FPR). 

Knowledge sharing through IDN and mod-
el refinement through TL offer promising 
solutions to overcome the challenge. Dif-
ferent collaborative IDSs formed as a net-
work for sharing attack knowledge consti-
tute an IDN that can make more effective 
detection. However some of the nodes be-
come victims of zero-day attacks leading to 
some FPR. TL offers promising solutions 
to handle this problem. TL is a recent ad-
vancement of machine learning that builds 
models for target domains with minimal or 
no labeled training examples leveraging the 
knowledge learnt from a related source do-
main having abundant training examples.

Protecting the cyber space from vulnera-
bility exploitation is the most difficult and 
important task. This task of cyber security 
is challenging because of the ever evolv-
ing attacks emerging with greater speed 
of technological developments. Specifical-
ly three factors namely system, data and 
human errors are becoming vulnerable 
points and open the door for cyber-crimes. 
Victim’s system infrastructure may contain 
some loopholes which may become vul-
nerable points. Some-times data itself may 
contain some hidden intrusions. Human-be-
ings because of their bad cyber-culture like 
writing passwords on a paper, clicking on 
in-secure links or by giving all permissions 
while downloading apps, etc.., introduce 
vulnerable points. These factors results in 
different types of cyber intrusions. Viruses, 
worms, trojans, rootkit and spyware belong 

to the malware family. Malware replication, 
botnet, vulnerability exploitation, password 
guessing and phishing are the different at-
tack methods. Denial of service (DoS) at-
tack and web based attacks like DNS spoof-
ing, SQL injection and XSS are the other 
types of cyber intrusions [1]. 

Highly sophisticated detection mechanism 
should be adopted for intrusion detection 
in-order to fight against these cyber intru-
sions. Intrusion Detection Systems (IDSs) 
are the software or hardware systems that 
monitor the network traffic and generate 
an alert to the system administrator upon 
detecting an intrusion. There are two types 
of IDSs [2]. One is Host based IDS (HIDS) 
that monitors only the activities of a single 
host and the other one is Network based 
IDS (NIDS) that monitors the activities of 
an entire network for detecting intrusions. 
IDS follow two detection strategies. One is 
signature or misuse based strategy to de-
tect intrusions by matching the signature of 
the incoming packet with the existing attack 
signatures. In order to generate attack sig-
natures, IDS involves analysis of extensive 
amounts of data for extracting hidden pat-
terns and features in the form of signatures 
and hence calls for Machine Learning tech-
niques which builds a model by considering 
the available data known as training data 
set and the model performance  is as-
sessed on testing data set. Once finalized, 
this model is used for detection of labels 
(attack or normal) for the new data. The as-
sumption of machine learning algorithms is 
that the training and testing data are taken 
from the same domain so that input fea-
tures and data distributions are the same. 
However, this assumption may not hold for 
the real world attack scenario with evolving 
attack patterns as the data distributions 
and features may change and deviate from 
those used in the construction of the mod-
el. This results in limited applicability of the 
constructed models for detecting zero-day 
attacks. Hence the signature based strat-
egy is inefficient for detecting new attacks 
referred to as zero-day attacks due to lack 
of knowledge on the new attack signatures.

The alternative approach is anomaly based 
detection which can detect intrusions by 
observing the deviation of the packet’s sig-
nature from the normal behavior pattern. 
This strategy can detect zero-day attacks 
but results in high false positive rates (FPR) 
leading to false alarms. Knowledge sharing 
through Intrusion Detection Network (IDN) 
[1] and model refinement with minimum la-
beled data through Transfer Learning (TL) 
[3] offer promising solutions to overcome 
the challenge.

One or more independent IDSs experienc-
ing a zero-day attack may perform better 
with reduced false positive rate by informa-
tion sharing through collaborative learning 
in Intrusion Detection Networks (IDNs). 
Different collaborative IDSs formed as a 
network for sharing attack knowledge con-
stitute an IDN [1]. IDN allows each IDS to 
share attack knowledge with other IDS so 
that combining the information from mul-
tiple detectors might be helpful in increas-
ing the detection accuracy.  IDN follows 
two architectures. One is centralized, in 
which there exist central IDS that gathers, 
maintains and disseminates latest attack 
information for improved ability to make 
more accurate judgments about attacks 
identification.  However, the centralized ar-
chitecture suffers from reduced reliability 
due to single point of failure on the central 
IDS. The second architecture is decentral-
ized where IDSs at all nodes participate 
equally in knowledge sharing and analysis. 
The IDNs aims to reduce the FPR while 
dealing with zero-day attacks by reducing 
the latency in formation and dissemination 
of signature of new attacks through knowl-
edge sharing. However some of the nodes 
become victims of zero-day attacks unless 
they rely on hybrid architecture which in-
cludes signature based as well as anomaly 
based detection methods leading to some 
FPR.Transfer learning [3] offers promising 
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solutions to handle this problem. TL is a 
recent advancement of machine learning 
that builds models for target domains with 
minimal or no labeled training examples 
leveraging the knowledge learnt from a re-
lated source domain having abundant train-
ing examples [4].  Researchers proved that 
performance of the models built using TL is 
on par with models built by traditional ma-
chine learning algorithms even if the TL was 
provided with only one to ten persent of the 
labelled training examples. When applied to 
IDS, transfer learning handles the differenc-

es in feature spaces, marginal probability 
distributions with class labels among the 
attacks whose signatures are already cap-
tured and the new zero-day attacks whose 
signatures are to be captured with minimal 
or no labelled examples describing them. 
So with the help of TL, model constructed 
on related source domain can be refined 
for detection of labels (attack or normal) 
for the new domain (target domain) even 
though it (new domain) may have a differ-
ent scenario, thereby increasing the detec-
tion accuracy of emerging intrusions with 

reduced FPR. HeTL [3], HeMap [5], Manifold 
Alignment [6] are the examples of different 
transfer learning algorithms. For detection 
of emerging intrusions, these algorithms 
transforms source and target data into a 
common latent space that preserves the 
original structure of the data, while at the 
same time, maximizing the similarity be-
tween the two. Later these projected data 
are used for model building on source data 
which will be refined appropriately to detect 
even zero-day attacks with high accuracy.
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<CodeGeek/>
As an atom is to a chemical element, so is the code to a software application. The 
section brings in a short overview of advanced coding vulnerabilities present in software 
applications. It also gives detailed explanations on various approaches that a penetration 
tester needs to understand.

 f Implementing a TCP SYN scanner in less than 10 lines of code 
  --- Mahesh U.Patil 

 f Coding Horrors
  --- Shince Thomas

 f Unsafe HTTP Methods and its Emerging Risks
  --- Chetan Soni

 f Secure Your Android Mobile Apps. Are you the Android Developer ?  Then this is for you !
  --- Mr Vanaparthy Seshi Shekar Prasad

 f How to make your smart contracts secure
  --- Roshan Singh

 f FUZZ using ZZUF
  --- Dr. Parag H. Rughani

Recently, I came across an interesting 
packet manipulation tool called scapy 
. It can forge or decode packets, send 
them on the wire, capture them, and 
match requests and replies. Moreover, 
its developed in Python, what a perfect 
combination a pentester would desire. In 
this short article, I demonstrate the strength 
of this tool supplemented with Python’s list 
comprehension feature.

Background on TCP SYN scan
TCP SYN scan is one of the most popular 
port scanning techniques. It is popular 
because it is fast and is less likely to be 
blocked from firewalls. Another most 
important reason for its popularity is that 

it provides clear indications about the port 
state being open, closed or filtered.
It is built upon the concept of TCP three way 
handshake. As shown in the figure below, a 
TCP SYN packet is sent to the target IP with 
a destination port of interest. If the server 
replies with an SYN/ACK , the destination 
port is open and if it replies with a RST the 
destination port is closed. In case there is 
no reply received, the port is deemed to be 
filtered by the firewall.

Lets code
Goal:
To scan port 1 to 1023 on a target IP 
10.0.2.6 from source IP 10.0.2.5

Implementing a TCP SYN 
scanner in less than 10 lines 
of code

Mahesh U.Patil 
Joint Director

Centre for Development of 
Advanced Computing (C-DAC), 

Hyderabad

-----------------------------Unlocking the Secrets of Secure Coding
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Demystifying the code
Line
Number

Explanation

4 Create an IP packet with source and destination IP filled in. Create a TCP packet with source and targeted destination ports. The flag field for TCP is set to S speci-
fying that we are interested to send a TCP SYN. dport=(1,1023) means create a bunch of TCP packets with destination ports ranging from 1 to 1023 .
p = IP()/TCP() # this syntax specifies to create a raw packet such that TCP packet is
embedded in IP payload

7 This code sends the packets crafted in line 4. The received packets are in two categories i.e answered or unanswered. Answered packet is the one for which we have 
received reply for corresponding sent packet. Unanswered packet are the one for which we did not receive any reply from the destination.

10 In this line of code we harness the Python’s list comprehension feature to collect all the
received packets at layer TCP in a list called recvd_pkts

11 We filter out TCP packet where we received response with TCP flags as SYN/ACK. These are our packet with open ports.

12 We filter out TCP packet where we received response with TCP flags as RST/ACK. These are our packets with closed ports.

15 Here we handle the packets for which we have not received responses. These are precisely the packets that were filtered by firewall.

16 We filter out ports from unanswered TCP packets and these formulate our list of filtered
ports

Snapshot of output from our code

Snapshot of output from nmap tool

1. from scapy.all import *
2. 
3. # Create TCP SYN packets
4. p=IP(src=”10.0.2.5”, dst=”10.0.2.6”)/TCP(sport=5555, 

dport=(1,1023), flags=’S’)
5. 
6. # Send and Recieve the packets
7. ans, unans = sr(p)
8. 
9. # Decode Answered packets
10. recvd_pkts = [recvd_pkt.getlayer(‘TCP’) for sent_pkt, 

recvd_pkt in ans]
11. open_ports = [tcp_pkt.sport for tcp_pkt in recvd_pkts if 

tcp_pkt.flags == ‘SA’]
12. closed_ports = [tcp_pkt.sport for tcp_pkt in recvd_pkts if 

tcp_pkt.flags == ‘RA’]
13. 
14. # Decode Un-answered packets
15. noans_pkts = [sent_pkt.getlayer(‘TCP’) for sent_pkt in un-

ans]
16. filtered_ports = [tcp_pkt.dport for tcp_pkt in noans_pkts]
17. 
18. print(“--------------------------------------------------”)
19. print(“[+] Open Ports”)
20. print(open_ports)
21. 
22. print(“--------------------------------------------------”)
23. print(“[-] Filtered Ports”)
24. print(filtered_ports)

Code snippet
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Shince Thomas
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Coding Horrors
Importance of secure coding for improv-
ing application security thereby preventing 
cyber exploits is a well discussed topic to-
day. Buffer overflow, session management, 
cookies and script related vulnerabilities 
are well known and today’s secure coding 
practices put maximum focus to mitigate 
them. However, these strategies lack depth, 
largely putting thrust on server side security 
and often overlook vulnerabilities that nullify 
the security controls placed inside the code. 
This is a short overview of advanced coding 
vulnerabilities that compromise the entire 
gamut of security controls.

Client-server architecture was prominent 
in the 90s and was overtaken by 3-tier web 
based architecture in the 2000s. With the 
advent of smart phones, thick clients like 
mobile apps have become the choice of to-
day for better User Experience (UX) and are 
preferred over web browsers. Today’s ap-
plication users more often live beyond the 
secure boundaries of an organization. This 
opens up unprecedented exposure of ap-
plications to malicious users. Unrestricted 
access to an application provides hackers 
ability to analyze significant amount of ap-
plication code even in the form of binaries.

Hackers perform binary analysis using tools 
like IDA Pro that provides wealth of informa-
tion about an application such as structure 
of the application code, function calls, string 
literals etc. Even behavioral runtime analy-

sis of an application can be performed us-
ing these sophisticated tools. The analysis 
can also expose the location of security or 
encryption related code, location of hard 
coded encryption keys, private key PIN, 
passwords and other sensitive informa-
tion. Without binary obfuscation and other 
complimenting measures, security controls 
placed inside an application code including 
cryptographic techniques are ineffective.

An attacker can easily bypass security con-
trols including cryptographic techniques by 
manipulating an application binary. Binary 
patching and runtime manipulation are the 
main techniques used by hackers to by-
pass specific blocks of security code inside 
an application. It is important to note that 
hacker’s ability to debug an application is 
the key to runtime manipulation. Tools like 
Cheat Engine help hackers to perform runt-
ime manipulations of an application.

To prevent an application from binary patch-
ing, it is essential to have binary integrity 
checks. However, these checks also need to 
be obfuscated and protected against runt-
ime manipulations. Hence, developers need 
to place enough anti-debugging controls in 
their application code to prevent itself from 
being debugged.

Integrity checks and binary protection are 
not just limited to the main application bina-
ry but even to the modules and third party 

shared libraries used by the application. 

It is possible for an attacker to manipu-
late input and output from shared libraries 
through a proxy library or API hooking. An 
application need to check integrity of all the 
libraries that it uses to prevent proxy librar-
ies. As much as possible security critical 
applications should avoid shared libraries 
and choose static linking instead. This will 
significantly reduce the attack surface.
Today’s applications, especially thick clients 
such as mobile apps are being used for 
all purposes including fun, social network, 
business and even banking. These appli-
cation binaries contain significant amount 
of security code and cryptographic tech-
niques. Unless enough binary protection is 
applied on these applications, they become 
the target of security exploits. 

The techniques discussed in this short ar-
ticle are the master security controls that 
are required to ensure that other security 
controls placed in the application are effec-
tive. In the absence of these master security 
controls, all the other security code written 
to protect the application has no effect in 
the hands of an able hacker.

CODEGEEK

In Phase II Awareness 
workshops could achieve more 
than the target which was set 

for in terms of no of workshops 
and the no of participants.

So far 770 workshops were 
conducted covering 84,671 

participants across the country.
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In the penetration testing of a web appli-
cation, testing the HTTP methods always 
plays an important role. These types of vul-
nerabilities are easy to find, but it is not easy 
to use when it comes to performing pen-
etration test against the web application. 
This paper will describe in brief why these 
HTTP methods are dangerous and how to 
use such a method for the penetration test. 

Introduction 
If you are using HTTP Protocol for surfing 
web, you usually use GET and POST Meth-
ods. However, HTTP Protocol has several 
other methods like TRACE, CONNECT, DE-
LETE, PUT, OPTIONS etc. which have some 
server risk if these methods are open in 
your web server.

GET requests are the most commonly and 
widely used methods which is used to re-
trieve the data from a server at the speci-
fied resource whereas POST requests are 
used to send data to the server to create or 
update the resource. The data sent to the 
server is stored in the request body of the 
HTTP request.

HTTP methods can be used to help devel-
opers in the deployment and testing of web 
applications. On the other hand, when they 
are configured improperly, these methods 
can be used for malicious activity.

According to RFC2616, there are other 6 
HTTP methods are available for HTTP/1.1 
Protocol which are OPTIONS, PUT, DE-
LETE, CONNECT, TRACE and HEAD. There 
are also extended HTTP methods such as 
PROPFIND, MOVE, COPY, LOCK, UNLOCK 
and MKCOL etc.

HEAD, GET, POST and CONNECT are com-
pletely safe methods but PUT, DELETE and 
TRACE are the most dangerous methods 
as it was originally intended as file manage-
ment operations. Obviously if these meth-
ods are enabled on a web server, it opens 
you to some dangerous attacks like File 
Upload Vulnerability, Mass Defacement and 
Server Rooting.

This paper will explain such techniques fur-
ther by providing a more explanation and a 
demonstration of their usage.

Compromising the target 
Extracting relevant information can play 

a game changing role in many situations 
which is pretty simple and somewhat easy. 
It can further divide into 3 categories:
• Reconnaissance
• Vulnerability Discovery
• Exploitation

Reconnaissance 
Suppose, you are doing an external/inter-
nal penetration test of a big organization 
with DMZ, Data centers, Telecom network 
etc. Moreover, the only information that we 
know at this moment is the company name 
and/or it’s domain name such as example.
com.
If you’re outside the network, then you need 
to figure out the attack surface area first 
with:
• Domain/Sub-domains present
• IPAddresses/Network ranges etc.
• Finding open ports
• Email addresses or people working for 

the organization

When we are inside the organization then 
there are two common situations:

• External Consultant (with no internal 
access)

• Potentially, posing as an employee 
(having already access)

At this stage, the penetration tester runs an 
NMAP scan against the target/network and 
find the following information:

• 192.168.73.130 – A Linux machine 
with TCP Port 80 open

Since Port 80 is open, the pentester does a 
further check and finds out that HTTP meth-
ods are enabled or not. There are so many 
ways to check the HTTP methods against 
any target; the easiest way is to check with 
the help of Netcat.

Vulnerability Discovery 
As this point, we know that the port 80 is 
listening on host <192.168.73.130>, which 

runs a Linux machine with WebDaV as a 
webserver, as well as which HTTP meth-
ods are enabled on host as shown in above 
screenshot.

In the world of web protocols and APIs it 
predates both SOAP/XML and RESTful 
architectures. Despite its longevity, Web-
DAV implementations can be quirky. Many 
servers and clients implement subsets and 
extends the set of standard HTTP methods 
and headers to provide the ability to create 
a file or folder, edit a file in place, copy or 
move or delete a file, etc. 

As an extension to HTTP, WebDAV normally 
uses port 80 for unencrypted access and 
port 443 (HTTPS) for secure access.

A range of applications have the ability to 
work with files accessed via WebDAV. The 
application’s file selection dialog supports 
entering not just a local filename, but a 
WebDAV URL, with the username and pass-
word needed for the WebDAV server. These 
applications include Microsoft Office (Word, 
Excel, etc); Apple iWork (Pages, Numbers, 
Keynote); Adobe Photoshop and Dream-
weaver; and others.

In our case, you can access the WebDaV 
server at http://192.168.73.130/dav/. 

Exploitation –
The penetration tester needs to take several 

steps in order to exploit the above 
target with PUT method.
The simplest and most basic form 
of identifying HTTP Servers is to 
look at the Server field in HTTP re-
sponse header with the help of ei-
ther Netcat or Burp Suite tool. 

Curl is another useful utility through 
which you can test any HTTP meth-
od whether its open or closed.

root@kali:~# nc 192.168.73.130 80
OPTIONS / HTTP/1.1
Host: 192.168.73.130

HTTP/1.1 200 OK
Date: Mon, 19 Nov 2018 09:01:12 GMT
Server: Apache/2.2.8 (Ubuntu) DAV/2
DAV: 1,2
MS-Author-Via: DAV
Allow: OPTIONS,GET,HEAD,POST,PUT,DELETE,TRACE,PROPFIND-
,PROPPATCH,COPY,MOVE,LOCK,UNLOCK
Content-Length: 0
Content-Type: httpd/unix-directory

Chetan Soni
Project Engineer

A-34 Industrial Area, 
Phase VIII, 

Unsafe HTTP Methods and 
its Emerging Risks

Figure 1.1 Testing OPTIONS method with Curl

CODEGEEK
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For Example, if you want to test the OP-
TIONS method against the target example.
com then the command is:

With the help of Curl, you can even send 
a HTTP request with custom method to a 
custom server as shown below:

root@kali:~# curl -X ABC -I -H “New Header: 
CHETANSONI” http://example.com/

In the same way, you can upload any mali-
cious file or shell with the help of PUT meth-
od as shown below:

root@kali:~# curl -i -X PUT -H “Con-
tent-Type: text/plain; charset=utf-8” -d “Your 
Text” http://example.com/malware.php

As you can see that, a new file has been cre-
ated of name malware.php remotely with-
out any authentication of response code 
201 Created.

Following services are also using PUT and 
DELETE HTTP methods:

• https://developers.google.com/drive/
v2/reference/files/delete

• http://developers.facebook.com/docs/
reference/api/Comment/ 

• http://docs.aws.amazon.com/Ama-
zonS3/latest/API/RESTObjectDELETE.
html

• http://www.salesforce.com/us/devel-
oper/docs/api_rest/index.htm

• http://developer. tradeshift .com/
rest-api/#tsapi.conventions

• https://developer.paypal.com/we-
bapps/developer/docs/api/#delete-a-
stored-credit-card

Conclusion – 
The main problem related to these HTTP 
methods was that the server operators wer-
en’t aware of their existence introducing the 
possibility of HTTP Verb Tampering. 
For a professional penetration tester, test-
ing web technology has become one of 

the most basic and important skills need 
to have. Testing HTTP methods for a web 
application or server is just one part of such 
testing; the results can be considered minor 
findings during a test, but this simple tech-
nique can open the door to the next level. 
Furthermore, an attack using such tech-
niques can be devastating to critical web-
sites. Although it seems very simple, so it is 
wise for penetration testers to practice the 
approach in order to become more knowl-
edgeable and proficient in its use.
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Figure 1.2 Uploading File with PUT method
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Since the Android is free and open source 
platform, it has changed the mobile world. 
Though Android has become one of the 
popular mobile platform there are number 
of security concerns that are increasing ex-
ponentially. Because of increase in number 
of available applications, a single click can 
lead to the obstruction in security. The open 
source of the platform always welcomes 
the changes in the application and coun-
termeasures. These changes can even help 
or violate the security, therefore, it’s more 
necessary to focus on protecting the device 
from hackers. The loopholes and the bugs 
of the application can act as favorable con-
ditions for the hacker to exploit. For a good 
smart phone there are millions of apps that 
offers various functionalities that covers all 
aspects of our day to day lives. Most of these 
apps are free to download and they are user 
friendly. All smartphones, as computers, are 
preferred targets of attacks. These attacks 
exploit weaknesses in smartphones that 
can come from the communication mode 
like Short Message Service (SMS, or text 
messaging), Multimedia Messaging Service 
(MMS), Wi-Fi, Bluetooth and GSM, the de-
fault global standard for mobile communi-
cations. According to a finding by McAfee in 
2008, 11.6 percent users had been affected 
by mobile malware, but only 2.1 percent had 
personal experience on such problem. How-
ever, this number is expected to grow.

As a good developer you must be follow-
ing good coding practices and taking care 
of certain things like having appropriate 
permissions, proper validations,2 factor 
authentication where ever necessary etc., 
Apart from these Let us understand few of 
the secure coding practices which when fol-
lowed, your mobile app will have an added 
security layer.

Root Device Detection:
Android is one of largest popular mobile op-
erating systems being used all around the 
world today. Every Android phone is running 
on the Linux kernel and middleware similar 
to a Linux operating system which we will 
install in our computer. Rooting is the pro-
cess of allowing users to attain privileged 
control (known as root access) over vari-
ous Android subsystems. When the device 
is rooted the user can access the internal 

storage of the devices and he can view and 
modify the data. 

So, the developers should write a code in 
such a way that the application should not 
run in the rooted device to prevent the at-
tackers from accessing the sensitive data.

The following code snippet can be made 
part of your main activity program (defined 
in manifest file) which will prevent your ap-
plication to run on a rooter device.

Snippet 1 : 
Code example for Root Detection
public class DeviceUtils {
private static boolean checkRoot-
Method() {
Boolean b = true;
String[] arrayOfString = new 
String[10];
arrayOfString[0] = “/system/app/Su-
peruser.apk”;
arrayOfString[1] = “/sbin/su”;
arrayOfString[2] = “/system/bin/
su”;
arrayOfString[3] = “/system/xbin/
su”;
arrayOfString[4] = “/data/local/
bin/su”;
arrayOfString[5] = “/data/local/

xbin/su”;
arrayOfString[6] = “/system/sd/
xbin/su”;
arrayOfString[7] = “/system/bin/
failsafe/su”;
arrayOfString[8] = “/data/local/
su”; 
arrayOfString[9] = “/su/bin/su”;
int j = arrayOfString.length;
int i=0;
if(i<j)
{
if(!new File(arrayOfString[i]).
exists())
{}
}
for(;;)
{
return b;
i++;
break;
b=false;
} }

public static Boolean isDeviceRoot-
ed()
{
return checkRootMethod();
} }

There are some open source libraries as 
well for detection: You can give reference to 
them also
eg. https://github.com/scottyab/rootbeer.

App Signature Verification :
By default, the Android OS requires all appli-
cations to be signed in order to be installed. 
In very basic terms, this means that the 
application signature is used to identify the 
author of an application (i.e. verify its legit-
imacy), as well as establish trust relation-
ships between applications with the same 
signature.

The app signature will be broken if the .apk 
is altered in any way ,  unsigned apps can-
not typically be installed. We can imagine an 
attacker removing license-checking code to 
enable full app features without paying, for 
instance by altering the .apk to enable full 
app features or include malware in a legiti-
mate app to harvest sensitive user data. For 
the altered .apk to be installed, the attacker 
must resign it. Now, when you run check-
AppSignature() on your app , when signed 
with your release developer certificate , you 
should see that it returns 0, i.e. valid.

This article is intended 
for developers who 

write code for mobile 
applications. In view 
of growing usage of 
Android mobiles and 

attacks over it, it’s 
also the responsibility 

of the developer to 
ensure that his code 
would not open up 
gates for attacks 

which can impact the 
end users mobile.
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The following code snippet can be made 
part of your main activity program (defined 
in manifest file) which will prevent your ap-
plication to run on a rooter device.

Snippet 2 : 
APK Validation Process Code sample

private static final int VALID = 0;
  private static final int INVALID 
= 1;
  public static int checkAppSigna-
ture(Context context) {
    try {
 PackageInfo packageInfo = con-
text.getPackageManager().getPack-
ageInfo(context.getPackageName(),    
PackageManager.GET\_SIGNATURES);
      for (Signature signature : 
packageInfo.signatures)
 {
        byte[] signatureBytes = 
signature.toByteArray();
        MessageDigest md = Message-
Digest.getInstance(“SHA”);
        md.update(signature.toByte-
Array());
        final String currentSigna-
ture = Base64.encodeToString(md.
digest(), Base64.DEFAULT);
        Log.d( “Current SIGNATURE:” 
+ currentSignature);
        //compare signatures
        if (SIGNATURE.equals(cur-
rentSignature)) {
          return VALID;
        };
      }
    } catch (Exception e) {
//assumes an issue in checking 
signature., but we let the caller 
decide on what to do.
    }
    return INVALID;
  }

//the original signature of the ap-
plication in different class

private static final String SIGNA-
TURE = “478yYkKAQF+KST8y4ATKvHkYi-
bo=”;

Verify the installer :
Each app contains the identifier of the app 
which installed it. Generally the app can 
install in the mobile devices either through 
Play-Store or through adb commands. The 
application should install in the mobile de-
vices only through Play-Stores not through 
any other media. To enforce this, you can 
add the following code snippet in your main 
activity program (defined in manifest file).

Snippet 3 : 
Runtime apk verification installer 
code sample 

private static final String PLAY\_
STORE\_APP\_ID = “com.android.
vending”;
  public static boolean verifyIn-
staller(final Context context) {
final String installer = context.
getPackageManager().getInstall-
erPackageName(context.getPacka-
geName());
    return installer != null
        && installer.
startsWith(PLAY\_STORE\_APP\_ID);
  }

This snippet shows getting the 
InstallerPackageName from the 
PackageManager and verifying against the 
known value of the Google Play Store, com.
android.vending.

Do not work when proxy is enabled in the 
mobile network :
By default the apps works on both WI-FI 
and mobile network. But when the applica-
tion is working on WI-FI network, there are 
chances to intercept the mobile traffic using 
the proxy tools. Thus, as a security practice 
check whether the proxy is enabled by using 
the following code snippet in your main ac-
tivity program (defined in manifest file).

Snippet 4: 
Runtime wi-fi proxy verification code 
sample

public boolean isProxyEnabled()

  {
    boolean wifi = isWifi();
    boolean bool = false;
    if (wifi)
    {
      String str = System.getProp-
erty(“http.proxyHost”);
      Object localObject = new 
StringBuilder();
      ((StringBuilder)localObject).
append(str);
      ((StringBuilder)localObject).
append(“:”);
      ((StringBuilder)localObject).
append(System.getProperty(“http.
proxyPort”));
      str = ((StringBuilder)local-
Object).toString();
      localObject = TAG;
      StringBuilder localString-
Builder = new StringBuilder();
      localStringBuilder.append(“ 
proxyAddress : “);
      localStringBuilder.ap-
pend(str);
      localStringBuilder.append(“ 
IsEmpty ?”);
      localStringBuilder.ap-
pend(str.contains(“null”));
      LogUtil.info((String)local-
Object, localStringBuilder.to-
String());
      if (!str.contains(“null”)) {
        securityFailureFlag = 1;
      }
      if ((!str.contains(“null”)) 
|| (hasCertificateInstalled())) {
        bool = true;
      }
      return bool;
    }
    return false;
  }

When the app starts during the runtime, it 
will check for the network proxy is enabling 
or not. If it is enabled then the app will get 
terminated. If this feature is enabled, the at-
tacker cannot intercept the packets using 
the network proxy tools.

By using these code snippets in your an-
droid apps, you can secure your mobile ap-
plications.

CODEGEEK

Mitigation against Mobile Application and Operating System 
Attacks

•	 Update the mobile operating system regularly.
 
•	 Upgrade the operating system to its latest version.
 
•	 Always install applications from trusted sources.
 
•	 Consider installing security software from a reputable provider and update 

them regularly.
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These days “Blockchain” is everywhere. With 
its first application as a peer to peer cryp-
tocurrency Bitcoin [1] introduced in 2009, 
the technology has continuously evolved. 
“Ethereum” is yet another blockchain plat-
form. Unlike Bitcoin, the Ethereum Block-
chain supports smart contracts. A smart 
contract[4] is a self-executable computer 
code having some predefined set of rules 
running on top of a blockchain. With the no-
tion of  “ Code is Law” smart contracts are 
used to establish trust among various un-
trusted parties. However, one important as-
pect of these smart contract which people 
and developers often oversee is that unlike 
any other software these smart contracts 
are immutable they cannot be changed 
once deployed over the blockchain. So, 
there exists no scope for fixing any bugs 
identified after the deployment. Any mis-
takes in the code can literally claim millions 
of dollars like the --DAO attack [5], 2016. So 
ultimate care should be taken while writing 
these smart contracts especially when it 
has to deal with valuable assets like money. 
As a human one cannot guarantee to com-
mit any mistakes.

So, how can I secure my smart contracts ?
Best practices performed while writing 
smart contracts can help eliminate most of 
the serious mistakes that the programmers 
often do. I am using the Solidity v0.4.24 pro-
gramming language here but most of the 
logic remains the same for any smart con-
tract programming language.

Always specify access modifiers to your 
functions:
Solidity[3] by default considers a function to 
be public if no access modifiers are explic-
itly mentioned for that. That means anyone 
internal or external to the contract can call 
the function. This is exactly what caused 
the Parity hack, 2017 which swept away 
about 150K ethers from user accounts.

Perform good accounting and avoid 
Reentrancy inside your functions:
A computer code is called reentrant if it can 
be interrupted in the middle of its execution 
and then safely be called again i.e the con-
trol flow of the program can be “re-entered”. 
This reentrancy vulnerability was exploited 
by the attackers performing the DAO attack 
which drained about 3.6 million ethers from 
the contract. DAO stands for Decentralized 

Autonomous Organisation its an organ-
izational setup which runs on computer 
programs that is transparent and is not in-
fluenced by any central authority. The DAO 
which I am referring here operated on the 
Ethereum Blockchain.  The following code 
snippet shows how a re-entrancy can hap-
pen in a function.

contract TokenLocker{
    mapping (address=>uint) private my-
Tokens;

    function withdraw_myToken() public {
      uint amount = myTokens[msg.send-
er];
      myTokens[msg.sender]=0;
      require(msg.sender.call.val-
ue(amount)());
}
}

Fig (a) Vulnerable code

The function withdraw_myToken lets an 
user to withdraw his fund from the contract. 
Ethereum Virtual Machine (EVM) the execu-
tion environment for smart contracts resid-
ing on Ethereum[2] blockchain executes the 
code sequentially. As one can notice that 
the balance of the account is set to 0 after 
the function call to withdraw the amount is 
made. It’s a vulnerability, an attacker can 
call this function again and again before the 
account balance is set to 0 and the contract 
will literally allow this since it is written in 
this way only. Thus allowing the attacker to 
get extra token from the contract which he 
never owned. This major vulnerability can 
be fixed with a single line arrangement in 
the code.

contract TokenLocker{
    mapping (address=>uint) private my-
Tokens;

    function withdraw_myToken() public {
      uint amount = myTokens[msg.send-
er];
      myTokens[msg.sender]=0;
      require(msg.sender.call.val-
ue(amount)());
}

}

Fig (b) Vulnerability fixed code

As you can see now that we are doing the 
accounting first, before releasing the to-
kens. A malicious user  won’t be able to get 
anything after the first call.

Consider data types carefully :
One should also be very careful while 

choosing the data type for its application. 
Like if an uint is made to be less than 0, it 
will cause an underflow and will get set to 
its maximum value. As one can see in the 
following code. The if condition will never 
get executed and b value will be  as 9.

unit a = 8;
 unit b = 9;

  function x() public {
   a = a-b;
   if(a<0){
      b=b+100;
  }

}

The condition could have met if we consid-
ered the data type to be an int. 

Some quick tips for you to make your smart 
contracts secure:
• “Keep your contracts simple”  - Don’t 

overload your contract with too much 
of complex computations. Avoid loop-
ing as much as you can. Smart con-
tracts are meant for implementing 
logic based on rules not for resource 
intensive complex computations.

• Stay up to date -- The blockchain com-
munity is evolving daily one should al-
ways be in touch with the community 
to be updated. 
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And at last I will 
encourage you to get 

your hands dirty ! 
That’s the only 

way one can learn

How to make your smart 
contracts secure

Roshan Singh (Student)
Department of Computer 
Science and Engineering. 

Central Institute of Technology, 
Kokrajhar
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Gandhinagar, Gujarat - IndiaFuzz testing or fuzzing is a type of software 
testing in which deliberately malformed or 
unexpected inputs are delivered to target to 
see if failure occurs. Here software is any-
thing that is compiled from source code 
into executable code that runs on some 
sort of processor, including systems, desk-
top applications, mobile applications, em-
bedded system firmware, system on a chip 
and more.

When a software fails accidentally due to 
unexpected or malformed input, it is a ro-
bustness problem. When software fails due 
to a deliberate attack, it is a security prob-
lem. A software failure that causes harm or 
death to humans is a safety problem. Ro-
bustness, security and safety are 3 faces of 
the software bugs. A bug is a mistake made 
by a developer; under right conditions, the 
bug is triggered and software does some-
thing it was not supposed to do.

Fuzzing is the process of sending intention-
ally malformed inputs to a piece of software 
to see if it fails. Each malformed input is a 
test case. Failure includes a found bug, 
which can be then fixed to improve robust-
ness and security of the target software.   

A fuzzer is a piece of software that test a 
piece of target software. A proper fuzzer 
consists of three components: 
• The test case generator, test engine or 

anomalizer is responsible for creating 

test cases.
• The injector, delivery mechanism or 

test driver sends the test cases to the 
target.

• The oracle determines if the target has 
failed.

Zzuf is a transparent application input fuzz-
er. Its purpose is to find bugs in applications 
by corrupting their user-contributed data 
(which more than often comes from un-
trusted sources on the Internet). It works by 
intercepting file and network operations and 
changing random bits in the program’s in-
put. Zzuf’s behaviour is deterministic, mak-
ing it easier to reproduce bugs.

Its main areas of use are:
Quality Assurance: use zzuf to test existing 
software, or integrate it into your own soft-
ware’s test suite.

Security: very often, segmentation faults or 
memory corruption issues mean a potential 
security hole, zzuf helps exposing some of 
them.

Code Coverage analysis: use zzuf to max-
imise code coverage.

Zzuf’s primary target is media players, im-
age viewers and web browsers, because 
the data they process is inherently insecure, 
but it was also successfully used to find 
bugs in system utilities such as objdump.
Zzuf can be downloaded from: https://
github.com/samhocevar/zzuf/releases

Basic Usage:
dd if=first.txt | zzuf -r 0.5  > fuzzed.txt

Figure 1
Above command reads content from first.
txt and applies 0.5 fuzz ratio for fuzzing the 
data. The resultant data is stored in fuzzed.
txt as shown in the figure.

The zzuf tool can be used to fuzz test any 

application as shown in following figure:

zzuf -s 0:1000000 -c -C 0 -q -T 3 objdump -x 
/home/parag/Downloads/sample.exe

Figure 2
In the above command we are testing sam-
ple.exe, the target file. The -s means we’ll try 
one million seed values. The -c means zzuf 
should only fuzz the files given on the com-
mand line. This is useful because otherwise 
often the tools will already throw error mes-
sages from reading config files or other 
things, so they won’t really get to our fuzzed 
input. -C 0 means zzuf should not stop af-
ter the first crash found. -q suppresses the 
output of our fuzzed command. -T 3 sets 
a timeout of three seconds so zzuf won’t 
hang if we run into an endless loop.

As you can see in above figure you get sig-
nal 11 (SIGSEGV), this means zzuf spotted 
a segfault with parameters -s 1048 and -r 
0.004. 

Now we re-create this malformed file using 
command:

zzuf -r 0.04 -s 1048 < /home/parag/Down-
load/sample.exe > crash.exe

Figure 3
As it can be seen from above figure, a crash.
exe file is created. This crash file can be fur-
ther analysed to understand the vulnerabil-
ity.

Happy FUZZING!!!

This article focuses 
on one of the open 
source fuzzers is 
zzuf (reverse of 
fuzz). Following 

sections explain use 
of zzuf.

References:
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Critical Infrastructure 
Security
Creating awareness among the critical infrastructure industries is important to make 
them future ready for any form of cyber threats that they may face. This section briefs 
about all necessary measures to be taken to facilitate safe, secure, and resilient Critical 
Information Infrastructure in the country. It also discusses about the use of emerging 
technologies to secure Critical Information Infrastructure.

 f Fixing the Fragile Backbone of the Global Internet Infrastructure 
 --- R S Mani

 f Critical Information Infrastructure Protection
 --- S K Bhalla 

 f Security threats to Communication network ecosystem : Vulnerabilities and Solutions
 --- Naveen Jakhar, I.T.S.

 f An Application of Blockchain Technology and IoT in Agriculture Sector
 --- Pranav Kumar Singh

 f Blockchain based Proof of Existence as a Service (PoEaaS)
 --- C Sireesha

It’s been over 3 decades, since the internet 
came into existence. Initially, the internet 
was confined within Government, educa-
tional institution and corporate organiza-
tions. But, during the past decade, there has 
been a rapid penetration and growth of in-
ternet across the nook and corners of the 
world. In the Indian context, the advent of 
smartphones and 4G networks have played 
as a vital catalyst in driving the internet user 
base across the nation. The Digital India 
programme of our Government rides on the 
back of the internet and targets digital in-
clusion for the citizens. Not to mention the 
digital payments which has gained more 
impetus during the last few years. As per 

TRAI report, the total internet connections 
witnessed a 17% growth in 2018. As of 
march 2017 there were 420 Million internet 
users in India, this figure has grown up to 
560 Million as of September 2018.  Out of 
this total internet connections, 36% were 
from rural areas. In the next two years, it is 
estimated that around 315 million Indians 
living in rural areas are expected to be con-
nected to the internet. These figures repre-
sent how deeply the internet has penetrated 
into the nook and corners of the country 
and with the rapid development of technol-
ogy, the internet has now silently sneaked 
into our household items through smart 
lights, smart air conditioners, smart televi-

sions, smart speakers…etc., paving way for 
a whole new ecosystem called “Internet of 
Things (IoT)”.

The Internet has evolved over the years, 
it has undergone many technological de-
velopments and innovations, yet there are 
certain crucial components of the internet 
which has not changed during the past 3 
decades. One such crucial component is 
the ‘Border Gateway Protocol (BGP)’.

The Border Gateway Protocol
The BGP is the main routing protocol, which 
is widely used by the independent networks 
that connect with each other to form the 

Fixing the Fragile 
Backbone of the Global 
Internet Infrastructure

R S Mani
Deputy Director General (DDG), 

National Informatics Centre, 
Government of India
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CRITICAL 
INFRASTRUCTURE SECURITY

global internet. The internet backbone con-
sists of multiple large Internet Service Pro-
viders (ISPs) connecting/peering with each 
other. These large ISPs and other big enti-
ties like some corporate organizations, Gov-
ernments, educational institutes...etc., may 
have many subnetworks and they may also 
have multiple upstream connections from 
their networks to other ISPs. Such 

kind of large networks managed by a single 
entity is known as ‘Autonomous System’’. 
Each Autonomous System in the internet 
is assigned a unique Number known as ‘Au-
tonomous System Number’ (ASN), which is 
used to identify them.

Each Autonomous System (AS) in the in-
ternet broadcasts the IP Prefixes that are 
owned by them. The other Autonomous 
Systems, just blindly trusts the broadcasts 
made by one AS and they update their 
routing tables accordingly. Also, in BGP 
the routing takes place dynamically, purely 
based on selecting the shortest path (with a 
smaller number of hops) from a Source A to 
a Destination B. Initially, when BGP was con-
ceptualized there were only a handful of or-
ganizations who connected to the internet 
and there was mutual trust amongst these 
organizations and hence they blindly ac-
cepted the routes broadcast by any one of 
them. But now, the internet has grown into 
massive proportions, that its no longer safe 
to trust all routes broadcasted by all AS.

BGP Hijacking : Eminent Threat to the In-
ternet Infrastructure
BGP Hijacking is one of the most prevalent 
threats to the internet, that has remained 
unfixed since the inception of BGP. To ex-
plain BGP Hijacking, let us consider an ex-
ample. Lets assume that you are traveling 
by car from Delhi to Agra. Before you take 
the shortest route to Agra, on the way a road 
sign board directs you to take a left turn for 
an even much shorter route to Agra. You 
inadvertently, believe what the sign board 

says and you take that alleged shorter 
route and finally you may or may not reach 
Agra, and the route was neither the shortest 
nor the actual route to Agra.    
 
This is precisely what happens in BGP Hi-
jacking. Normally, an AS will only broadcast 
the IP Prefixes owned by them. But in the 
case of BGP Hijacking, an AS may deliber-
ately or by mistake broadcast the IP Prefix-
es owned by some other AS. Since in BGP, 
each AS trusts other AS blindly, they accept 
the fraudulent broadcasts and update their 
routing tables accordingly. 

Instances of BGP Hijacking
For long BGP Hijacking has been exist-
ent only as a theoretical possibility. But in 
recent times, there have been multiple in-
stances where this possibility became a 
reality. In 2008, Pakistan Telecom an ISP in 
Pakistan with ASN -AS17557, in an attempt 
to block YouTube within their country, con-
figured a static route for the Youtube’s IP 
prefix (208.65.153.0/24), pointing to null. 
But the Pakistan Telecom also started to 
announce the YouTube’s IP Prefix to their 
upstream ISP PCCW Global and it was fur-
ther propagated by PCCW to their peers. So 
within an hour, most of the YouTube traffic 
which were originally destined to reach you-
tube’s servers, started getting sinkholed by 

the Pakistan Telecom. As a result, Youtube 
was not accessible to majority of the people 
across the world.

Impending Threats to the National and 
Global Internet Infrastructure 
The case of Pakistan Telecom, cannot be 
just dismissed as a case of casual mistake 
in configuration. In As per reports, Novem-
ber 2018, the traffic of US based internet us-
ers who were trying to access Google were 
routed through Russia and China, where the 
Google’s IP was sink holed. In another case, 
between 2017 to 2018, a gang of cyber crim-
inals dubbed as ‘3ve’ used BGP Hijacking to 
generate over 29 million dollars through ad 
revenue, by generating fraudulent traffic. So 
the possibility of BGP Hijacking is very real 
and it could pose grave dangers. Imagine if 
the traffic from the internet modem at your 
home is hijacked by a third party sitting 
somewhere in Europe or Africa. Imagine if 
the same hijacking happens to the critical 
and sensitive traffic of the nation. The third 
party can literally see through all your com-
munications if it is not encrypted. Also the 
metadata of your traffic can throw more 
light upon your browsing habits, preferenc-
es…etc, which can be used in user profiling. 

National Level the National Internet Ex-
change of India (NIXI) was established to 
have peering with almost all major ISPs. 
NIXI’s exchange points handles all traffic 
which originate from India and are destined 
within the country, this will ensure that our 
local traffic doesn’t go outside India. Now 
NIXI, can also take up the matter with all the 
major ISP to start implementing RPKI and 
also create a test bed for BGP monitoring 
from various parts of the globe. At the glob-
al level, to secure BGP the BGP Route Origin 
Validation (ROV) is being implemented with 
Resource Public Key Infrastructure (RPKI). 
To authenticate a prefix, the BGP router 
queries the database of validated prefix-to-
AS mappings, which are downloaded from 
the RPKI cache server, and ensures that the 
prefix originated from an expected AS. The 
implementation of BGP ROV and RPKI are 
still in their infancy stages with about 40-50 
ISP implementing the same. Implementa-
tion of BCP 38 in various ISPs in the country 
should be made mandatory to reduce the 
spoofing attacks. The momentum is slowly 
picking up, once all ISPs across the world 
start implementing the BGP ROV, then BGP 
Hijacking can be prevented to the maxi-
mum extent. Thereby, eliminating one of 
the oldest threats to the internet backbone 
infrastructure.

Request for awareness workhop at 
https://isea-pmu.in/requestForWorkshop/

The Internet has 
evolved over 

the years, it has 
undergone many 

technological 
developments and 

innovations, yet 
there are certain 

crucial components 
of the internet which 

has not changed 
during the past 3 

decades. One such 
crucial component is 
the ‘Border Gateway 

Protocol (BGP)’. 

Typical ISP level Peering between multiple AS
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In today’s age of ever-increasing dependence 
on cyber infrastructure, be it business, 
government service delivery framework or 
individuals, any failure can have devastating 
effect depending on the duration of failures 
and affected stakeholders. While, there is no 
standard definition of Critical Information 
Infrastructure, Information Technology Act, 
2000 of India defines Critical Information 
Infrastructure (CII) as those facilities, 
systems or functions whose incapacity 
or destruction would cause a debilitating 
impact on national security, governance, 
economy and social well-being of a nation. 

By this definition, any activity such as 
public utility services viz. power, finance, 
transportation, education, water, industrial 
manufacturing, scientific research, medical 
and health communications, broadcasting 
and television transmission, information 
networks etc. would qualify to be considered 
as CII. We all can easily imagine the impact 
of a long failure of power, transportation or 
banking systems in our day to day life.

CII protection legal framework in India :
In 2014, Government of India created 
an agency “National Critical Information 
Infrastructure Protection Centre” (NCIIPC) 
under section 70A of the IT Act 2000, as the 
National Nodal Agency in respect of Critical 
Information Infrastructure Protection. The 
key Critical Sectors identified are Power 
& Energy, Banking, Financial Services & 
Insurance, Telecom, Transport, Government 
and Strategic & Public Enterprises. Cyber 
Security Policy 2013 along with Information 
Security Practices and Procedures for 
Protected System Rules, 2018 provide 
the framework for protection of critical 
information assets. The Rules elaborate 

the concept and role of CISO, Cyber Crisis 
Management Plan, The Information Security 
Steering Committee, ISMS implementation 
etc. for protection of CII.

CII protection-key agencies in India:
Protection of CII requires a robust IT 
architecture built on certified hardware 
and software with service levels in terms 
of business continuity/disaster recovery 
assured through ISMS implementation 
aligned with NCIIPC guidelines to take 
care of CII in an effective and efficient 
manner by taking proactive as well reactive 
steps depending on the situation in 
collaboration with various regional, national 
and international agencies. While, CERT-
In is the apex forewarning mechanism 
for threat alerts and vulnerabilities for all 
sectors, NCIIPC specifically examines 
and issues alerts & guidance concerning 
CII. CERT-In has MoU with its counterpart 
in many other countries. National Cyber 
Security Coordination Centre under CERT-
In is also functional which scans internet 
traffic to detect real-time cyber threats. ICT 
equipment has to conform to Common 
criterion (CC) standards or as defined by 
Telecom engineering Centre of government 
of India. 

STQC under MEITY has setup CC testing 
labs under Indian Common Criteria 
Certification scheme (IC3S) and Department 
of telecommunications has setup Telecom 
testing and Security Certification Centre. 
Sectoral CERTs are also being setup to 
address the concerns specific to a sector 
in a focused manner. Four power sector 
CERTs for Transmission, Thermal, Hydro & 
Distribution Power are already operational. 
Financial sector (CERT-Fin) and Telecom 

CERT is also being setup.  NIC being the 
main IT service provider for central and state 
governments also operates its NIC-CERT. 
Ministry of Home Affairs (MHA) takes steps 
to proactively identify information security 
vulnerabilities in government setup and 
facilitates corrective steps by concerned 
organizations. MHA has also released 
National Information Security Policy & 
Guidelines (NISPG) and all government 
organizations need to have their ISMS 
aligned to NISPG.

Way forward:
Strengthened collaboration of government, 
private and academia for sharing threat 
feeds, developing new security approaches 
and solutions through R&D is need of 
the hour. Mere identification of threats, 
vulnerabilities and plugging the loopholes is 
not a solution. Conviction of cyber culprits 
is essential to act as a deterrent. Indian 
Cyber Crime Coordination Centre being 
setup by government of India is steps in 
this direction. Further, huge requirement 
for skilled IT professionals in field of cyber 
security and cyber forensics offers a big 
opportunity, at the same time, shortage of 
manpower poses a major threat. Ordinary 
cyber users are equally responsible in 
securing CII. With millions of zombie/botnet 
infected individual machines across the 
world, threat to CII gets multiplied manifolds 
and it is imperative to educate common 
cyber users to exercise best practices on 
cyber security. Cyber Swachhata Kendra 
and Information security awareness portals 
by government of India are encouraging 
steps which need to be popularized.

Secure your Internet Connectivity with
strong password

Always read carefully about “Terms &
Conditions” before confirming 
anything over Internet

Follow the best practices in
using Internet browsers

Critical Information 
Infrastructure Protection

S K Bhalla
Officer of Indian Telecom 

Service
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As per Department of Telecommunications 
(DoT) network reports ending July 2018, 
there are approximately 1179 million tele-
phone connections (mobile plus fixed) in 
India, which is second highest in the world.  
The end user device, the user, the telecom-
munication network, content providers and 
applications/software are integral compo-
nents of any telecommunication network 
ecosystem. The rogue devices, hidden vul-
nerabilities in applications/software, lack of 
awareness on the part of the end user and 
malicious applications implanted in end 
user devices pose threats of ever-increas-
ing magnitude to the telecommunication 
network ecosystem and security. Round 
the clock traffic analysis for any suspicious 
activity and end device user awareness are 
two major tasks which will bolster the tel-
ecommunication network ecosystem. This 
article talks about various vulnerabilities 
and highlights the importance of strength-
ening different components of telecommu-
nication network ecosystem. 

Fixing the gap and Strengthening the com-
munication network ecosystem nodes: 
• Considering the security gaps and 

threats, DoT has made it compulsory 
that all telecom equipment used by 
telecom service providers (TSPs) shall 
undergo mandatory testing and get 
certified by authorised agencies as per 
specified norms and thus bars TSPs 
from using untested and uncertified 
equipment.

• International Mobile Equipment Iden-
tity (IMEI) is the unique identity of any 
mobile device and DoT has framed 
rules in 2017 for making it a punishable 

offence to tamper with IMEI. IMEIs are 
changed using applications and flasher 
devices, which results in cloned IMEIs 
being used in networks.  For tackling 
such reprogramming and counterfeit 
mobiles, a special node called Central 
Equipment Identity Register (CEIR) has 
been deployed in Indian telecommu-
nication network. This node connects 
with EIR of all TSPs and helps in shar-
ing information related to rogue devic-
es with black listed, cloned and IMEIs 
across networks so that such devices 
are blocked across all networks.

• DoT’s License Service Area (LSA) Field 
units are carrying out traffic analysis 
for unearthing devices with non-gen-
uine IMEIs, illegal telecom setups and 
auditing TSPs networks for vulnerabil-
ities and security assessments. The 
traffic analysis gives various insights 
related to suspicious communication 
events and illegal use of telecommuni-

cation network.
• In India, presently 447 
million subscribers are hav-
ing access to broadband 
services and due to lack of 
awareness, they install un-
trusted applications which 
steal their Personally Iden-
tifiable Information (PII) 
and results in identity theft, 
financial loss and damag-

es to societal reputation. The end user 
falls prey to fraud calls, SMSs, emails, 
Spoofing, Phishing, Social Engineering, 
Vishing, SIM swapping etc. Third Party 
Applications and over-the -top services 
must be brought under regulations for 
keeping a check on malicious appli-
cations and softwares. Presently, the 
applications seek n number of permis-
sions but considering the security as-
pect, only essential permissions must 
be provided to any application. Giving 
more than required permissions may 
result in metadata leakage with respect 
to access behaviour of end user.

• Rogue wi-fi hotspots pretending to be a 
genuine node may intercept the unen-
crypted data which is being shared on 
the air interface between the end user 
device and it.

• The public wi-fi hotspots also get a dy-
namic IP for a fixed interval of time and 
it is simultaneously used by n number 
of devices using NATTING (using IPv4 
addressing scheme) and port mapping. 
The authentication token is MSISDN 
and the OTP. For all such public wi-fi 
hotspots, the trail of such authentica-
tions, the NATTING, port mapping, ses-
sion details and traffic must be stored 
for atleast 12 months for security and 
investigation purposes.

• The end user device awareness is one 
of the most critical aspect of telecom-
munication network ecosystem secu-
rity.  The end device users must not 
install untrusted applications and care-
fully check the permissions sought by 
an application.

Solutions developed by DoT Haryana LSA 
and their impact on end users & strength-
ening components of telecommunication 
ecosystems: 
• EIR node has been designed to restrict 

the rogue mobile devices to access 
the Indian telecom network. The traffic 
reports are checked through an indige-
nous and automated tool designed by 
DoT Haryana LSA. The tool is capable 
of checking 2.5 crore IMEIs – cases 
of invalid IMEIs and cloned IMEIs, in 
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Fig 1. Different threats to a telecommunication network ecosystem

ISEA national 
awareness campaign 

is a very important 
programme for 

information security 
awareness amongst 

masses for continuing 
success of Digital India 

and secure India. 

Security threats to 
Communication network 
ecosystem : 
Vulnerabilities and Solutions

Naveen Jakhar, I.T.S.
Assistant Divisional Engineer 

Telecom (Security), Haryana LSA
Government of India, 

Ministry of Communications, 
Department of 

Telecommunications



INFOSEC DEPOT - 2019

Toll Free No. 1800 425 6235102

less than an hour. If any discrepancy 
is found in EIR implementation, the EIR 
is strengthened through feedback pro-
cess. 

• DoT Haryana LSA has formulated and 
implemented a PAN India awareness 
programme for telecom subscribers 
related to Spoofed calls and illegal tele-
com setups. One quarterly basis, SMSs 
are broadcast to 1.2 billion telecom 
subscribers in English and regional lan-
guages. 

• DoT Haryana LSA has also success-
fully implemented a pilot project with 
Vodafone-Idea and Airtel for safe-
guarding the telecom subscribers from 
International missed calls, premium 
rate missed calls and balance deduc-
tion issues arising thereof.  Whenever 
any telecom subscriber of these TSPs 
dials any ISD number, the audio tone 

“You are dialling an International num-
ber; high call rates may apply” is played 
in regional and English language as 
pre-call announcement so that the sub-
scriber can disconnect such call if he/
she wishes to do so. In this case, no 
balance is deducted if the subscriber 
disconnects the call during this pre-
call announcement phase. This pre-call 
announcement initiative is benefitting 
approximately 1.5 crore telecom sub-
scribers of Haryana LSA.

• The empowerment of end device user 
is the most critical activity. They must 
know whether the device they have pur-
chased is a genuine one or not. For this 
purpose, CDOT has developed Know 
Your Mobile (KYM) App which tells the 
details of any device against the IMEI. 
The awareness SMSs related to this 
app are also sent to telecom subscrib-

ers on regular basis. 
• The existing vulnerability Assessment 

and Penetration Testing tools like 
Nmap, Nessus etc. are used for scan-
ning the telecom networks and open 
ports. The future work should focus 
on how any untrusted third-party appli-
cation interacts with telecom network 
and end user and extracts PII without 
his/her consent, for proactively restrict-
ing such applications.

References:
• http://www.dot.gov.in/sites/de-

fault/files/Network%20Status-Ju-
ly%2C2018.pdf?download=1 

• http://www.dot.gov.in/sites/de-
fault/files/ceir.pdf?download=1

The number of devices communicating with 
the internet is increasing every day.  It is es-
timated that by 2020 there will be around 
30.7 billion devices connected to the inter-
net[5].  Traditional IoT infrastructure relies 
on a centralized client-server architecture 
that makes the entire system dependent on 
the server. Moreover, the way the data are 
stored and utilized in the current IoT sys-
tems makes it vulnerable to a number of 
attacks.

Blockchain technology[3] with the help of 
smart contracts can help address many of 
these issues. Unlike client-server architec-
ture, blockchain supports the idea of de-
centralization, where data is not under the 
control of a single entity. Each node on the 
network maintains a copy of data on the 
chain.  In blockchain, the data is stored in 
blocks, which are linked with their previous 
block with the help of hashes. These hash-
es make the blockchain immutable. With 
the addition of each block on the chain, 

the immutability property of the blockchain 
increases. For authentication, Public Key 
Infrastructure (PKI) is used. A node on the 
network sends a transaction signed with its 
private key, which is verifiable by others with 
the known public key. A collection of these 

transactions forms a block. There are spe-
cific nodes on the network known as min-
ers, which tries to add a block in the chain. 
The miners need to solve the certain cryp-
tographically complex problem to add their 
blocks. Once, they solved the problem they 
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have to make the other nodes on the net-
work aware that they have found the block. 
The miner broadcasts his mined block 
along with the proof, which the other nodes 
on the network verify. If the block is found to 
be valid, every node adds the block to their 
local blockchain. Thus at the end of the 
round, a block is added in the blockchain.

Smart contracts are a bunch of self-execut-
able code placed on a blockchain, which is 
executed whenever certain conditions are 
met.

How it can be implemented in IoT ?
The best way of explaining the application 
of blockchain technology in IoT will be con-
sidering a use case. Let us take the use case 
of the application of blockchain technology 
in Agriculture. Say, there is a community of 
farmers doing the wheat plantation. Since 
it is an economical production, it needs 
a lot of care and attention from the farm-
ers growing the crop.  These farmers can 
deploy certain sensors in their field, which 
take the readings of the moisture content in 
the soil from time to time. The community 
can set up a blockchain, which can store the 
transactions generated by the sensors; the 
community can collaboratively make some 
agreement, which they can place on a block-
chain such as Ethereum[4] in the form of a 
smart contract[2], say the agreement can 

be to release water to their fields whenever 
they need. The sensor placed in the fields 
sends a transaction to the smart contract 
whenever the moisture content goes down 
a certain threshold limit. The community 
can decide their miner nodes, which will be 
mining these transactions. These transac-
tions may trigger an event say instructing 
the smart irrigation system to release water 
to the field where the moisture content has 
got low. As there will be more than one min-
er nodes, it is for sure that no particular can 
stop the transaction from being added into 
the chain. Thus making the supply of water 
available wherever desired.

This will not only let the farmers utilize the 
resources on time but at the same time will 
also save the wastage of resources. Thus 
leading towards the sustainable develop-
ment of the society.

We can take an example of Pradhan Mantri 
Fasal Bima Yojana (PMFBY) [1], which is an 
agricultural insurance scheme in India. The 
objective of the PMFBY scheme is to help 
farmers cope with crop losses due to natu-
ral calamities and unseasonal and extreme 
weather like droughts and floods. However, 
PMFBY is facing many problems in recent 
days because its implementation has not 
been taken seriously. Blockchain technology 
is one of the promising technology and has 

great potential to address the issues related 
to insurance schemes. It has also opened a 
new door for developers to develop more se-
cure and smart applications. We can consid-
er the notion of a smart contract as a means 
of decentralizing the process of an insur-
ance scheme in a fast, fair and secure man-
ner. The Proof of Work (PoW) and hashing 
provides more security than a conventional 
network system. We can use a blockchain 
and IoT based mechanism to implement 
PMFBY scheme so that related issues can 
be resolved.  The figure illustrates steps in 
deployment to address the problems related 
to the scheme.

References:
• https://pmfby.gov.in/
• Formalizing and Securing Relationships 

on Public Networks, Nick Szabo,1997.
• Bitcoin: A Peer-to-Peer Electronic Cash 

System, Satoshi Nakamoto : https://bit-
coin.org/bitcoin.pdf

• A Next-Generation Smart Contract and 
Decentralized Application Platform, Vita-
lik Buterin, https://github.com/ethereum/
wiki/wiki/White-Paper

• https://www.forbes.com/sites/louisco-
lumbus/2016/11/27/roundup-of-inter-
net-of-things-forecasts-and-market-esti-
mates-2016/#d46dc11292d5

• http://gauss.ececs.uc.edu/Courses/c653/
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Blockchain technology is becoming more 
popular with its features of immutability, 
trusted, shared and distributed ledger. In 
each transaction, verification of data for the 
transactional records is cryptographically 
secured against tampering and stored in 
chained blocks. Each block contains signed 
transactions, hash of the previous block, 
timestamp that enables verification, validity, 
and tamper proofness of recorded trans-
actions. The chained blocks form a ledger 
which is stored at every node in the network, 
thus providing high-availability and avoiding 
single point of failure. This also enables 
transparency and gives unique solution to 
the problem of trust in digital world, leading 
towards decentralized trust. Blockchain has 
a wide range of utilities and use cases. One 
of the potential use case is Proof of Exist-
ence (PoE).

PoE calculates the cryptographic digest of 
any digital artefact including documents 
and stores in the Blockchain along with the 
timestamp. It helps to verify the stored hash 
of the document at any point of time and 
ensures that the document existed at that 
particular instance when it was recorded on 
Blockchain. 

PoE give many advantages like proves doc-
ument ownership without revealing actual 
data ensures anonymity and privacy, times-
tamp verification of documents when it is 
recorded on Blockchain & proves certain 
data exists at a particular instance of time, 
permissioned verification of the data to cer-
tify the existence of your record without the 
need of central authority and decentralized 
proof fortify that timestamp and hash of the 
documents cannot be tampered.

While there are many use cases of PoE, 
some of the potential use cases are

Governance: 
Government authorities issued legal doc-
uments like sale deed, birth / death certifi-
cates,etc can be stored and verified by third 
parties and so on

Education: 
Issuing / storing of educational degrees and 
certificates on PoE would make verification 

easier for employers/embassies and other 
authorities where they can verify existence 
of certificate from the PoE Blockchain 

Enterprise: 
Recording important documents generated 
over the time in an enterprise and its verifi-
cation during the audit.

C-DAC Hyderabad has developed a Block-
chain based PoE as a Service (PoEaaS) for 
offering services to educational institutes, 
enterprises, Government and end users. 
PoEaaS is implemented using Hyperledg-
er Fabric platform which is one of the dis-
tributed ledger solutions underpinned by 
a modular architecture delivering high de-
grees of confidentiality, resiliency, flexibility, 
and scalability.

C-DAC is offering PoEaaS in three different 
models suitable to the organization needs.

Managed Service Model :
C-DAC develops the application based on 
intereseted organizations requirements. 
C-DAC maintains the required infrastructure 
for that application and provides dashboard 
of application to the interested organiza-
tions where they can seamlessly manage 
and use the PoE service

How to Use :
User who wishes to store the 
proof of existence of any docu-
ment can upload the document 
to the PoE application. The appli-
cation automatically calculates 
the hash of the documents and 
stores in the PoE Blockchain. 

Upon successful keeps on to the PoE Block-
chain, a receipt will be generated and pro-
vided to the user. The PoE receipt is embed-
ded with a QR code, Transaction Id, Hash of 
the document and metadata about the doc-
ument. To prove the existence of document 
the user can scan the QR code or search the 
document by Hash or Transaction Id in ap-
plication dashboard.

Third party Integration APIs
Organizations who wish to harness the ben-
efits of PoE for their existing mobile, web or 
desktop applications, can easily integrate 
by calling REST APIs while C-DAC would 
maintain all the required infrastructure.

How to Use:
User who wishes to store the proof of exist-
ence of any document, calls the REST API 
by providing the input in JSON format which 
includes hash of the document, metadata 
of the document like document type, docu-
ment owner name, etc.. that stores the hash 
of the document in PoE Blockchain. Upon 
successful stores on to the PoE Blockchain, 
Blockchain Transaction Id along with docu-
ment details are send to the user as a re-
sponse to that REST API. User can search 
the document by calling the REST API by 

providing the input as Transaction Id or 
Hash of the document in JSON format.

On-Premises PoE Setup
Organizations willing to host and manage 
their own private PoE can use this service 
model. C-DAC would provide the consultan-
cy in architecting, designing, and hand-hold-
ing for a full fledged on-premise deploy-
ment.

In all the service models, the user can op-
tionally store the document along with the 
hash of the document.
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Cyber Investigations 
and Cyber Forensics
As per the current state of research in database forensics a proper mechanism is needed 
for data recovery from devices. This section presents you the recent trends for data 
recovery in digital forensics.
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Introduction
Cyber crime is defined as a crime in which 
an electronic communication device is the 
object of the crime, or used as a tool / target 
or used incidental or as a witness to com-
mit an offence. Cyber criminals may use 
information technology to access personal 
information, business trade secrets or use 
the internet for exploitive or malicious pur-
poses. New technology is evolving day-by-
day. Dark net become an important Point 
Of Sale(PoS) in the on line  market  Accord-
ingly, Cyber crime investigators are also 
required to update their skills and use ap-
propriate tools.  Impact of Social Media also 
gives more ideas, strategies not only for the 
Law Enforcement Agencies but also for the 
Cyber criminals. 

Types of Cyber crimes
Cyber crime may be classified as against 
target group of computer devices and tar-

get group of personal computer devices. 
Those against the target group of computer 
devices are classified as Denial of service, 
Malware and computer viruses. Those 
against the target personal computer devic-
es are further classified as against person, 
against property and against Government.

Recent changes in the strategic technol-
ogies have created many challenges for 
the Law Enforcement Agencies across the 
globe as it is a borderless crime. Before 
discussing the challenges faced by the 
Law Enforcement Agencies in Cyber crime 
investigation, some of the recent trends in 
cyber crime are presented in the following 
sub section. 

Recent trends in Cyber Crime
Crime-as-a-Service (C-aa-S)
Crime-as-a-service is when a profession-
al criminal or group of criminals develops 

advanced tools, “kits” and other packaged 
services which are then offered up for sale 
or rent to other criminals who are usually 
less experienced. This is having a powerful 
effect on the world of crime and cybercrime 
in particular because it lowers the bar for in-
experienced actors to launch sophisticated 
cyber attacks and scams. In 2017, Europol 
released a new study that flagged C-aa-S 
as the major facilitator of serious online 
crimes, as well as traditional crimes like ille-
gal weapons sales. The Digital underground 
is underpinned by a growing Crime-as-a-
Service model that interconnects specialist 
providers of cyber crime tools and services 
with an increasing number of organized 
crime groups. Criminals provide this  C-aa-S 
by using  TOR and crypto currencies.

Ransomware
Ransom ware is a subset of malware in 
which the data on a victim’s computer is 
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locked, typically by encryption, and payment 
is demanded for the data to be decrypted 
and access is returned to the victim upon 
successful payment of ransom in the form 
of crypto currencies. The motive for ransom 
ware attacks is nearly always monetary, and 
unlike other types of attacks, the victim is 
usually notified that an exploit has occurred 
and is given instructions on how to recover 
from the attack. Payment is often demand-
ed in a virtual currency, such as bitcoin, so 
that the cybercriminal’s identity isn’t known.

Criminal misuse of Data
Criminal misuse data for various reasons 
but mainly for harassing the privacy of in-
dividuals and for affecting the business 
establishments. Some of the recent data 
breaches are presented in Table to project 
the magnitude of the problem.

Online payment Frauds
A fraudulent online transaction in any bank 
account, or and through debit or credit card 
by unknown criminals from unknown desti-
nation is another major headache for Law 

enforcing agencies across the globe. Over 
25,800 fraud cases involving about Rs.179 
crore related to credit/debit cards and Inter-
net Banking have been reported in 2017.

Cyber attack on Core Banking System
Recently Cyber attack on CBS (core banking 
system) gives some serious disturbances 
to the existing banking sector and few on-
line cases have also been reported. During 
2016, a Cyber attack was reported on Bang-
ladesh Central Bank server which resulted $ 
80 million loss.  During February 2018 in In-
dia, a similar attack was organized against 
Punjab National Bank CBS which resulted 
in Rs.280 cores loss to the bank. City Union 
Bank of India also faced similar issue dur-
ing the same period in which around 13,000 
transactions have been executed from 28 
countries. On August 11, 2018, a  Canadian 

hacker attacked the COSMOS 
Bank through malware which 
was sent as a link to the tar-
get with an executable code in 
which 14,800 transactions took 
place from 28 countries which 
resulted in Rs.94 crores loss to 
the bank. 

On October 2, 2018 another 
similar malware attack was 
against the server of State Bank 
of Mauritius which resulted in 
Rs.143 crores loss to the bank.  
All these cross border cyber 
criminal activities through on-
line resulted in so much of loss 
to the banking sector.

Pornography
Though Pornography is not a punishable 
offence in some of the countries, whereas 
child sexual abuse is a punishable offence 
across the globe. Child pornography is one 
of the heinous crimes in Darkent market.

Dark net crime
Accessing Dark net through The Onion 
Router (TOR) provides anonymous and in-
visible way to trade viz., drugs, digital pirat-
ed items, arms and ammunition which are 
serious threats and are prohibited by the 
Law Enforcing Agency.

Social Engineering
Social engineering is the term used for a 
broad range of malicious activities accom-
plished through human interactions. It uses 
psychological manipulation to trick users 
into making security mistakes or giving 
away sensitive information. An increased 
number of phishing attacks which aimed at 
high value targets have been registered by 
various agencies.

Virtual Currencies
Crypto currencies viz, Bit coin, etc, remain 
the currency of choice for  criminals  for 
their criminal transactions   in the electronic 
underground economy and in the Dark net.

Tech Militants
Globally militants are effectively utilizing 
Information technology and IoT (Internet of 
Things) which give serious security threat 
both for virtual and real world in many 
countries.  Besides that the terrorists are 
using VPN, TOR, etc for their communica-
tion which gives serious trouble for the Law 
Enforcement Agencies for surveillance and 
investigation of these outfits activities.

Conclusion
Challenges for LEAs are not only for them 
but for the Nation also. Urgent remedial 
measures through proper legislative sup-
port, technical support and periodical ca-
pacity building exercise will provide con-
fidence to LEAs to handle the challenges 
related to cybercrime in future.
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Table:1 - The 09 Biggest Data Breaches of 2018

S. No. Name How many people 
affected

Disclosed on

1 Exactis 340 million records June 26, 2018

2 Under 
Armour

150 million records May 25, 2018

3 My Heritage 92 million records June 4, 2018

4 Face Book 87 million records March 17, 2018

5 Panera 37 million records April 2, 2018

6 Ticketfly 27 million records June 7, 2018

7 Sacramento 
Bee

19.5 million records June 7, 2018

8 PumpUp 6 million records 
breached

May 31, 2018

9 Saks, Lord 
& Taylor

5 million records April 3, 2018
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1. Getting basic details and account 
information etc from service providers 
of social media is the biggest challenge 
for Law Enforcing Authorities (LEAs). 
Servers of major social media service 
providers are located in USA and other 
countries which creates certain legal 
issues for LEAs. 

2. Privacy laws of some countries also 
prohibit exchange of information/data 
from the service providers of social 
media to LEAs. 

3. Lack of MLAT (Mutual Legal Assistance 
Treaty) with all the countries is a major 
hindrance for LEAs while collecting 
evidence from servers located abroad. 
As on date, India has signed MLAT with 
only 39 foreign countries.

4. One of the main conditions for MLAT 
is that the particular offence must 
be a punishable offence in both the 
countries.  For instance pornography is 
not a punishable offence in USA, even 
though we have MLAT with USA, we 
are not able to take legal action against 
few cyber criminals who are indulging  
revenge pornography websites , 
operating from USA. A criminal case  
registered by Chennai police related to 
this type  is pending only for this reason 
for more than 18 years. 

5. Every day innumerable Electronic 
communication devices are 
compromised due to millions of viruses 
and other type of malicious code that 
are in global circulation.

6. Dark net is an increasingly popular 

corner of the Internet where thousands 
of Electronic Communication Device 
(ECD) users from around the globe 
interact anonymously and in many 
cases, illegally.  For instance, 10,000 
plus valid credit cards can be bought at 
an average price of $2 to $10 each, and 
one can also get blank bank-specific 
slug cards and magnetic strip printers.  
There are also clues to surface net 
security vulnerabilities that are being 
exploited for profit.  It is reported that 
an anonymous website rang up $8 
million in monthly drug sales. 

7. The Dark net is a privileged place for 
cyber criminals and terrorist that, under 
specific conditions, they could operate 
in anonymity and transactions through 
crypto currencies. Anonymity means 
the darknet is structured such that 
there is no source and not easy to trace 
the evidence. This creates an incredibly 
difficult tracing process.

8. Understanding the technical process 
that occurs during the transaction 
methods for each crypto currency 
algorithm. Major players of crypto 
currency are addressing information 
which is not able to be obtained and 
not visible to an investigator.

9. Lack of visible and stronger KYC/
AML (Know Your Customer / Anti-
Money Laundering) norms for crypto 
currencies transaction, gives a major 
setback to LEAs.

10. TOR network employs a special 
browser for encrypted internet traffic.  

This poses difficulties for evidence 
collection by law enforcement 
agencies. TOR network is not readily 
visible through popular Internet search 
sites. The buyers and sellers don’t 
exchange cash, instead in the form of 
untraceable crypto currencies, usually 
Bitcoin.  So there are no banking 
records for investigators to subpoena. 

11. Those who created and support the 
TOR network claim it as a way to protect 
online users’ privacy and anonymity in 
the digital age.  They do not condemn 
its use for illegal activities as it was 
originally created for U.S. Navy for 
end to end encrypted transaction.  
The same browser has been misused 
by terrorists to unfortunately affect 
the meaning, scope and depth of the 
transaction and the related illegal 
activities are a grey area for Law 
Enforcement Agencies.

12. The issue of illegal pharmaceutical 
crime on Dark net market places poses 
a great challenge to law enforcement 
and a severe risk to public health on a 
global scale.

13. Lack of training poses a challenge 
to handle the dark net crimes.  Even 
though internet had been introduced 
in the 20th Century, only 60 percent 
of LEA is trained on internet crimes.  
The TOR based dark net is not at a 
tangible distance for LEA due to lack of 
technical knowhow. 

14. Tech militancy through TOR or and VPN 
are a serious threat for investigators.

Challenges to Law Enforcement Agencies

The following are some of the measures to 
overcome the challenges associated with 
cyber crime:

1. An Investigatory Power Act with 
provision about the interception 
of communications, equipment 
interference and the acquisition and 
retention of communications data, 
bulk personal data sets and other 
information in view of National Security 
has to be enacted. Similar Act / bills 
were already introduced to strengthen 
the powers of investigators in few 
western Countries. In India, similar type 
of Act is the need of the hour. Otherwise, 
it is very difficult to investigate Dark 
net and surface net crimes and the 
surveillance of criminals in the TOR , 
VPN environment.

2. Periodical training for LEA should be 
provided to handle the challenges 

originating from both surface web and 
dark web.

3. In order for law enforcement to stay 
ahead of the curb and effectively 
mitigate the threat posed by criminals 
operating on the Darknet, INTERPOL 
IGCI offers capacity development 
support for member countries that want 
to create or further develop cybercrime 
units with specialized training on 
analyzing darknet infrastructure.   In 
parallel, INTERPOL’s specialized crime 
units, such as MPCPC, will continue to 
give member countries tailored support 
for particular crime areas.  In the case 
of pharmaceutical crime, international 
and interagency cooperation are 
essential to combat this global problem 
and protect public health.  This type of 
training shall be given to all LEAs.

4. Law enforcement agencies in many 
countries are still not in a position 

to deal effectively with the illegal 
activities that leverage infrastructures 
both in the surface web and in the 
Dark Web.  The anonymity of the 
actors and jurisdictional issues are the 
most common issues that obstacle 
their activity. When dealing with the 
growth of illegal activities in the Dark 
Web, legislation, technical abilities 
and capacity building are essential 
components of a strategy that must be 
shared by law enforcement agencies 
worldwide.  They should build technical 
capabilities in order to support 
technical investigations into subjects 
using Darknets, in accordance with 
relevant legislation. 

5. A Master Circular may be issued by 
RBI/Central Bank on How to handle 
Crypto currencies in India and how 
to proceed further in cases of frauds 
reported therein. 

Counter Measures to overcome challenges with Cyber Crime
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Digital forensics is an upcoming research 
area. Digital forensics mainly aimed at the 
recovery of deleted data. Data recovery 
may be related to database, computer sys-
tem, hard disk, pen drive or similar devices. 
Database forensics is a sub-field of digital 
forensics. Forensic is a process of detailed 
investigation of activities performed in the 
background to find out any suspicious or 
malicious activity, which can be presented 
as proof in the court.

Keywords: Database, Forensics, Recovery

Introduction
Now a day most of the activities are per-
formed online. It is almost impossible to im-
agine our life without digital devices. We are 
not able to complete any task without these 
digital gadgets. With the increased use 
of such devices, cyber-crimes are also in-
creasing day by day. Cybercrimes are noth-
ing but the criminal activities performed 
using devices like computer, mobile, the 
internet etc. Forensic science is an investi-
gation process to solve crime cases. Digital 
forensics is a branch of forensic science in 
which the investigation process is carried 
out with digital devices, to find out the sus-
pect. There are various types of digital fo-
rensics like computer forensics, mobile fo-
rensics, network forensics, Cloud forensics, 
and database forensics. For computer or 
mobile forensics, there are again sub-types 
like file forensics and memory forensics. 
With the increase in the use of these de-
vices, criminal attacks are also increasing 
to steal sensitive information by deleting it. 
Data recovery is an important aspect as far 
as digital forensics is concerned [1].

Literature Review
Digital forensics is a field of finding what, 
how and when data tamper. Digital foren-
sics involves forensics phases such as col-
lection, identification, preservation, analysis, 
and presentation [2] [3]. As per information 
security act like Sarbanes-Oxley Act (SOX) 
and Health Insurance Portability and Ac-
countability Act (HIPPA), it is important to 
find evidence and convey the same to cus-
tomers, what was compromised [4] [5].

Databases play an important role as far 
as storage and computing are concerned. 
Every organization must require it. Today a 

lot of sensitive and personal information is 
stored in databases, as we are performing a 
number of activities online, which leads to 
criminal activities. Similarly, we are storing 
our sensitive and personal information on 
mobile phones, which is required for our dai-
ly online activities. Though a lot of research 
is going on data security, still attackers are 
trying and coming with new techniques to 
either steal the data or to delete the data.

• Matthew Geiger analyzed 13 commer-
cial counter-forensic tools in 2006 [6] 
and showed their shortfalls which pre-
vent the data recovery. Tools are com-
pared by using features like wiping fail-
ures with free space and targeted files, 
registry records missed, activity files 
missed and data recoverable from file 
system structures.

• In 2016, Woo Yeon Jo et al. developed 
[7] a digital forensic approach for file 
recovery from a UNIX file system. Au-
thors showed the internal file struc-
ture of UNIX. Actual file data is avail-
able with the inode table. When a file 
is deleted then inode will be removed. 
Deleted file information is stored with 
time values, called a magic number. By 
using a magic number and confirm the 
technique file is recovered. For forensic 
analysis of any database, it is impor-
tant to know and understand the un-
derlying file structure of the database.

• CHANG Xu et al. [8] presented data re-
covery from an android mobile phone 
with Yaffs2 (Yet another flash file 
system) file system. Android system 
is based on the Linux kernel. Deleted 
data can be restored by analyzing the 
Yaffs2 file system in memory. Yaffs 
file is embedded with NAND flash de-
sign. For analysis, data is checked from 
two chunk files object header and data 
chunk.

• In the year 2010, Yinghua Guo and Jill 
Slay invented that many forensic tools 
available for a forensic purpose are not 
actually useful for forensic purpose 
because they are not designed for that 
specific reason [9]. It is important to 
validate and verify these tools before 
using for forensic purpose. In this pa-
per, the authors suggested a system-
atic framework for the validation and 
verification of these tools.

• Here authors proposed [10] how to re-
cover deleted data from MySQL data-
base file system. InnoDB is a storage 
engine used by MySQL. All information 
is stored in one file which is created 
as a TableName.frm file. Authors have 
shown how to convert most of the data 
types in readable string format. In ex-
tended work, authors have shown the 
reconstruction of data manipulation 
operations like insert, update and de-
lete. Recovery of DDL statements like 
Alter, Truncate or Drop table is not con-
sidered here.

• In this paper, authors have suggested a 
method to recover deleted and partially 

References:
•	 Werner	 K.	 Hauger	 and	 Martin	 S.	 Olivier,	

“The	state	of	Database	Forensic	research”,	
IEEE	Information	Security	for	South	Africa	
(ISSA),	2015.

•	 YunusYusoff,	Roslan	Ismail	and	Zainuddin	
Hassan,	 “Common	 Phases	 of	 Computer	
Forensics	 Investigation	 Models”,	 Interna-
tional	 Journal	 of	 Computer	 Science	 and	
Information	Technology,	Vol.	3,	No.	3,	pp.	
17-31,	2011.

•	 Arafat	 Al-Dhaqm,	 ShukorAbdRazak,	 Siti-
Hajar	 Othman,	 AsriNagdi	 and	 Abdulalem	
Ali,	 “A	Generic	Database	Forensic	 Investi-
gation	Process	Model”,	Journal	Teknologi,	
Penerbit	 UTM	 Press	 eISSN	 2180–3722,	
Malaysia,	pp.	45-57,	2015.

•	 Sarbanes	 Oxley	 Act,	 http://www.soxlaw.
com/

•	 HIPAA	Privacy	Rule,	https://www.hhs.gov/
hipaa/for-professionals/privacy/laws-reg-
ulations/index.html

•	 Matthew	 Geiger,	 “Counter-forensic	 tools:	
Analysis	 and	 data	 recovery,”	 18th	 Annual	
FIRST	 conference,	 Maltimore,	 Maryland,	
2006.

•	 WooYeon	 Jo,	 Hyunsoo	 Chang,	 and	 Tae-
shik	Shon,	 “Digital	Forensic	Approach	 for	
File	Recovery	in	Unix	Systems	-	Research	
of	 Data	 Recovery	 on	 Unix	 File	 System”,	
IEEE	Information	Technology,	Networking,	
Electronic	and	Automation	Control	Confer-
ence”,	2016

•	 CHANG	 Xu,	 TANG	 Xin-hua	 and	WU	 Jian,	
“Forensic	research	on	data	recovery	of	an-
droid	smartphone”,	2nd	International	

Data Recovery in Digital 
Forensics : Recent Trends

Rupali Chopade
Research Scholar

Department of Computer 
Engineering & IT College of 

Engineering, Pune

Dr. Vinod K. Pachghare
Associate Professor

Department of Computer 
Engineering& IT College of 

Engineering, Pune



www.infosecawareness.in

CYBER 
INVESTIGATION AND 
CYBER FORENSICS

Toll Free No. 1800 425 6235112

INFOSEC DEPOT - 2019

overwritten data [11]. From SQLite, this 
is used mostly for mobile phones. For 
this implementation, they have used 
three tools SQLite Exert, Android 5.0 
ADB tool, and WinHex software. SQLite 
database file system consist of 4 pag-
es namely free page, overflow page, 
B+ tree page, and B tree page. Though 
there are various tools available for the 
forensic purpose, still there is a need 
for a proper technique to recover data 
deleted from the database [14]. Further 
research is needed for NoSQL databas-
es [15] [16] [17] [18].

• The work carried out by researchers 
[12] with respect to trigger is as be-
low. Database triggers are actions 
performed on data when changes are 
made with respect to data. Current fo-
rensics investigators assume that the 
forensics process will not have any 
effect though database triggers are 

available. Through different examples, 
authors presented that the forensics 
process needs to be improved to han-
dle the presence of database triggers.

• File metadata [13] is associated with 
a file like a file name, size, date of cre-
ation etc. Files are represented using 
FAT, NTFS, and ext3. As compared to 
files, databases have a more complex 
structure. They are represented us-
ing two dimensions. One dimension 
shows schema structure namely exter-
nal, conceptual and internal levels. The 
second dimension called an orthog-
onal intention-extension dimension 
which consists of the data model, data 
dictionary, application schema, and ap-
plication data. In this process copy of 
the disc is prepared known as imaging. 
Sometimes file reassembling is need-
ed if the file structure is damaged and 
it is known as file carving. During the 

acquisition process, the system may 
be analyzed without switching it off 
known as live analysis and analyzing it 
after turning off, known as dead anal-
ysis.

Conclusion
Digital forensics is an upcoming field of re-
search. As per the current state of research 
in database forensics NoSQL databases 
needs attention, as most of the work on 
relational databases is already done. As 
far as data recovery from devices is con-
cerned, the proper mechanism is needed. 
Many digital forensic tools are available but 
they are not designed for specific purpose, 
hence suffers from limitations. Researchers 
have done forensic analysis using log files, 
metadata, data files etc. File carving is a 
renowned method for computer forensics, 
but analysis of the database using the carv-
ing method is a new approach for research.
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Financial Transactions: 
Security Guidelines 
India is moving toward digital payments 
and has encouraged consumers to leave 
traditional banking services and move to 
online banking services through Apps. This 
requires login credentials which are crucial 
information that need to be handled with 
care. Everyone who is new in online banking 
has many questions in mind, like where and 
how are the banking credentials stored. 
Banks plays a major role in safeguarding 
our money and user credentials while using 
online banking. But Safeguarding banking 
credentials is the responsibility of the 
consumer as well as the bank. 

The bank must:
•	 Enforce strong passwords.
•	 Use OTPs/tokens or 2-factor 

authentication wherever possible.
•	 Store the passwords in hashed form 

in their data store (and not in plaintext) 
and use a strong hashing function like 
SHA256, bcrypt, scrypt or BLAKE2. 
Also, the password should be mixed 
with a secret string, known as a salt, 
known only to the bank before hashing 
so that direct bruteforce attacks are 
thwarted.

•	 Communication of credentials between 
application and transaction servers 
to the AAA server should always be 
encrypted with modern ciphers, like 
AES-GCM and ChaCha20-Poly1305, 
plus any secret part of the credentials 
should always be sent in hashed form 
(with the salt, ofcourse) for extra 
security.

•	 Not store credentials and transactions 
in the same data store.

A user must:
•	 Not share their banking credentials 

with anyone
•	 Memorize and not write it down 

anywhere. Password managers are 
convenient, but I suggest that you still 
avoid them if they rely on a central 
service. Memorizing is the best option.

•	 Change their passwords and PINs 
regularly

•	 Report to the bank immediately if an 
unauthorized transaction occurs.

•	 Not access banking accounts on 
shared devices. If you are in a cyber-
café and require access to your bank, 
use your phone instead. Restrict all 
banking activities to trusted devices 
only.

•	 Protect computer from malware by not 
installing apps from unknown sources.

•	 Use a more secure OS, like GNU/Linux 
or macOS, instead of Windows and 
enable full-disk encryption on your 
trusted devices if possible.

•	 Make sure account recovery details 
like phone number, identity documents, 
etc. are up-to-date with the bank. In 
the unlikely event of a fraud, updated 
information will help banks to verify 
that it is you quicker and solve your 
problem ASAP.

In the rare event of a bank breach, the 
bank and the RBI should compensate you 
according	to	present	financial	laws.

Banks make better use of data, to 
understand their customers better. 
Generally Banks use transaction data 
to determine the nature of income and 
expense of a customer, to understand the 
trustworthiness of the customer, i.e., how 
likely a customer will repay a loan given 
to them by the bank. More trustworthy 
customers are likely to get bigger loans with 
lower interest rates as they pose a lower 
risk compared to others. Similarly, credit/
debit	card	transaction	data	can	be	profiled	
to understand a customer’s spending 
patterns. This is important, because, any 
significant	 deviation	 from	 the	 pattern	 is	
likely to be a fraud.

Big data is going to play a major role in 
banking sector and will be a great help to 
the customers. 
Big data will help banks disburse loans to 
trustworthy customers without excessive 
financial	documentation,	as	well	as	combat	
card fraud at a huge scale, without requiring 
extra manpower and human intervention. 
Big	 data	 also	 helps	 banks	 to	 sell	 financial	
products like insurance and vouchers and 
send appropriate marketing offers that are 
more likely to be accepted by the customer 
and also gain the customer’s trust and 
loyalty in the process.

Most of the Banks in India both small and 
big are well equipped to handle security 
breaches today. 
Banks today, adhere by PCI compliance and 
financial	 regulations.	 While	 banks	 all	 over	
the world are not perfectly secure as you 
would want them to, mainly because they 
prefer stability in their system, and adapt 

very slowly to change, they still have good 
levels of security. If a bank follows all the 
best practices, the majority of bad actors 
cannot affect it. For the small minority 
of extremely talented bad guys, almost 
anything on this planet can be breached. In 
that case, monetary reserves and insurance 
should take care of the situation.

Will size of the bank give it an advantage?
A size of a bank is a double-edged sword. 
The bigger a bank is, the more likely it has 
more capital and manpower to ensure 
better security and larger monetary 
reserves. However, the increased number 
of branches introduce increased attack 
surface due to more failure points. Ideally, 
a bank should adapt its security practices 
according to its size.

Machine learning and AI plays a major role 
in	financial	fraud	detection	and	prevention.	
Banks	 are	 integrating	 artificial	 intelligence	
to change the cyber security scenario of 
online banking which in turn can bring 
benefit	for	the	customers.

ML and AI will help banks learn customer 
habits in real-time and on a big scale. The 
presence of ML means that bank systems 
can adapt to the changing nature of the 
customer, while the presence of AI means 
that bank systems can take quick decisions 
without involving a human for most cases. 
When it comes to cyber security, the bank 
can use ML and AI to block threats in real 
time, for example, deny netbanking access 
from a place you are not currently in, block 
a fraudulent transaction as the bank knows 
you will never shop in that place/website, 
and so on. Customers are going to see a 
huge	 benefit	 as	 they	 will	 be	 more	 secure	
from fraud, while banks will deal with less 
cases of fraud and is less likely to lose 
customers’ money.

Most of us are integrating bank accounts 
with E-Wallets. But these are not free from 
cyber threats.
E-wallets Paytm, Google Pay nor Airtel Pay 
are	payments	app	that	runs	on	the	Unified	
Payments Interface (UPI), an initiative 
by the NPCI. UPI assigns you a virtual 
payment	address	(e.g.	abcdefi@oksbi)	with	
which you can pay to another user on their 
address. You can also receive payments on 
your	address.	The	benefit	of	this	is	that,	you	
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do not need to remember or provide bank 
details to transfer money. As only addresses 
are exchanged, it also preserves privacy of 
the users. Any payments coming to/from an 
address are automatically sent to/from the 
bank account associated with the address. 
That means e-wallets are essentially a non-
custodial payment service provider that 
does not actually hold your funds. You need 
to explicitly link your existing bank account 

with-wallets, upon which you are assigned 
an address for that account by the app. 
When you make a payment, a bank page 
appears requesting you to enter your UPI 
PIN, known only by you. Once you enter 
the PIN, the bank authorizes the E-wallet 
to send the payment to the target address. 
Once the recipient address receives the 
amount, the UPI app that has assigned that 
address contacts the target user’s bank 

and deposits the money in the target user’s 
account. Here are few tips to for safe use of 
E -wallets

Go ahead and use them to enjoy the 
increased competition in our democracy’s 
free market. More competition means that 
traditional banks will soon offer better and 
more unusual banking offers.
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Dr. Gulshan Rai holds a doctoral degree and M.Tech and has over 35 years of experience in different areas of Information 
Technology	which	include	different	aspects	of	e-Governance,	Cyber	Security,	Cyber	Laws	and	several	related	fields.	Prior	to	that	
he	was	National	Cyber	Security	Coordinator,	Government	of	India	in	the	Office	of	Prime	Minister.	Earlier	he	was	Director	General,	
CERT-In (Indian Computer Emergency Response Team) and Group Coordinator of E-Security and Cyber Law Division in the 
Ministry of Communications and Information Technology (now MeitY). He has led the team to set up National Watch and Alert 
System in the country as part of cyber security initiative and Computer Emergency Team. Several international cooperation 
agreements have been entered under his leadership. He led a team from time to time to draft and bring out National Policies in 
the area of cyber security and cyber laws. Dr. Rai has been working since 1998 in the area of evolving legal framework to address 
issues arising out of cyberspace, which resulted in second Technology Legislation in the country i.e. Information Technology 
Act and amendments in the Act. He was Executive Director, ERNET India for over 7 years and was instrumental in setting up of 

the	first	large	scale	education	and	research	network	in	close	collaboration	with	the	leading	educational	and	research	institutions	in	the	country.	During	
his tenure, the project of National Knowledge Network was evolved and designed. He has been leading team, designing and implementing IT solutions 
in	the	areas	of	Finance,	Taxes	and	Law	&	Order.	He	has	several	publications	in	the	area	of	Security.	He	has	represented	country	in	various	official	forums	
and bilateral discussions and negotiations in the area of Security and Internet related matters.

Dr. Gulshan Rai
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Prof RK Shyamasundar is a JC Bose National Fellow and Distinguished Visiting Professor at the De-
partment of Computer Science and Engineering, IIT Bombay. He was the Founding Dean of School of 
Technology and Computer Science at Tata Institute of Fundamental Research. He is a Fellow IEEE, 
Fellow ACM and Fellow of all National Science and Engineering academies and a Fellow of the World 
Academy of Sciences (TWAS), Trieste. He has authored over 300 peer reviewed publications, 8 patents, 
and 8 books. More than 35 Ph.D. students have graduated under his guidance in India and USA. 

Professor Sukumar Nandi, Head Centre for Linguistic Science & Technology, and Professor Department of 
Computer Science & Engineering, Indian Institute of Technology, Guwahati, India.

Areas of Interest: Computer Networks, Internet of Thing, Information Security, Data Mining, VLSI Design 
and	Testing,	Approximate	Computing.	Specialization:	Wireless	Networks,	Traffic	Engineering	(QoS	and	QoE),	
Systems Security, Network Security, VLSI, Data Mining

Dr. Manoj Singh Gaur assumed the charge of Director, Indian Institute of Technology, Jammu in June, 2017. Prior 
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Computer Centre at MNIT Jaipur as well. He also served as Chairman, Senate UG Board at MNIT Jaipur.
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