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Change your password regularly for 
all your online accounts 

Tips
Use Email filtering software to avoid Spam so that 
only messages from authorized users are rece ived. 
Most e-Mail providers offer filtering services.

Be careful while downloading attachments from 
e-Mails into your hard disk even if the mail is from 
known person. Scan the attachment with up-
dated antivirus software before saving it.

Always ignore free gifts offered  by unknown users.

Always check and confirm from where the e-mail 
has been sent before filling any kind of forms, pass-
word reset pages etc, genuine mails never provide 
simple forms or direct links to change password, 
PIN etc. 

Avoid sending personal and confidential informa-
tion through e-Mails.

Avoid filling forms that come via e-Mail asking for 
your personal information and do not click on links 
that come via e-Mail.

Do not click on the e-Mails that you receive from 
untrusted users as clicking itself may execute some 
malicious code and spread into your system.
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Avoid opening attachments from strangers, since they may contain a virus along 
with the received message.

macros, .EXE

exe.doc

double click

InfoSec Tip

Security in IT is like locking your house or car – it doesn't stop 
the bad guys,  but if it's good enough they may move on to an 
easier target. 

— Paul Herbka

InfoSec Quote

InfoSec Cartoon
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logon to  www.infosecawareness.in to send the tip
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InfoSec Tool

what is botnet ?

rubotted



Advantages Disadvantages

InfoSec Concept
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RISKS



Example of Peer to peer 
networks is TORRENTS

Things you should always do before opening ANYTHING you download from 
TORRENT

Source:
http://hubpages.com/hub/torrent-sites-overview
https://torrentprivacy.com/
http://www.techfuels.com/general-networking/10266-advantages-peer-peer-networks.html
http://www.ucertify.com/article/what-are-the-advantages-and-disadvantages-of-a-peer-to-peer-network.html
http://www.techsoup.org/learningcenter/networks/page4774.cfm

There are a LOT of risks involved with torrent downloads.
the most dangerous being:
Virus, Trojan, Worm, Keylogger program attachments,
IP signature tattlers
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InfoSec News

Manipulating codes 

student harassed by online lover for 6 years

online card fraud

messaging trouble
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InfoSec News

http://infosecawareness.in/wiki/index.php/Japan_Ea
rthquake_and_Tsunami_Disaster_Email_Scams

http://www.cert-in.org.in/

For more details 

For more details 

For more details http://www.crazyengineers.com/facebook-does-a-spam-bam-357/

http://www.foxnews.com/scitech/2011/05/10/survey-says-75-million-kids-facebook-risk/

facebook does a spam-bam!

japan earth quake and tsunami disaster email scams 



www.infosecawareness.in

InfoSec Virus Alerts
new chinese bootkit opens the door to multiple infections

trojan downloader chepvil on the upswing

Countermeasures
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InfoSec Virus Alerts

Countermeasures

Removal

rouge anti virus for mac os



@Kendriya 
Vidyalaya,
Gwalior

@National 
Defence 
Academy, 

Khadakwasla, 
Pune

The session on security 
and safety is very useful 
for me, and made me 
aware of the attacks 
make to my computer. 
Here after I will use my 
computer safely. 
                 

T.Mohan Kumar
BTech

Attending the CDAC 
seminar is my great ex-
perience. I have gained 
very important knowl-
edge about the mal-
ware and how to pro-
tect the system from 
malware.

Participant 
Rayat 

Participants 
Comments

Workshop on Awareness 
is very knowledgeable 
and we enjoy it be-
cause through it we are 
able to know about the 
defaults and limitations 
of using internet and 
alsoalso able to know about 
the security awareness 
of using Internet. Practi-
cal knowledge is also 
given. We enjoy and 
learn everything.
           

Participant 
Jalandar

Infosec workshops

@Postal 
Department, 
Chandigarh

@Dr. D. Y. Patil 
Polytechnic, 
Kasba Bavda, 
Kolhapur



Through 
Information 

Security Awareness
Workshops,
So far covered 
School Children School Children 
-23776

College Students 
- 5000

Govt.Employees,
Teachers
 -9500

Till June 2011Till June 2011

Interested to 
organize 

InfoSec Workshop 
at Your  Place ?

Please visit ....

http://infosecawareness.in/
isea-pi

or

 mail us at 
isea@cdac.in

@VIVTECH, 
Bhubaneshwar

Infosec workshops

@Bhubaneswar 
Behera 

Auditorium, 
NIT Rourkela

@University 
of 
Petroleum & 
Energy 
Studies,
Deharadun

@DOEACC 
Kolkata



Users Views on the Cartoon – Guess Tip Contest

Centre for Development of Advanced Computing (C-DAC), a Scientiϐic Society of Department of Information Technol-
ogy, Ministry of Communications & Information Technology, Government of India, is primarily an R&D institution in-
volved in design, development and deployment of Advanced Electronics and Information Technology Solutions, in-
cluding the celebrated PARAM series of Supercomputers. The C-DAC, Hyderabad is working in R&D with a focus on 
system level programming, web technologies and embedded programming in the application domains of Network 
Security, e-Learning, Ubiquitous Computing, India Development Gateway (www.indg.in), Supply Chain management 
and Wireless Sensor Networks
For Information Security Awareness Workshops at your place  
contact:
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Comments & Feedback
mail us at isea@cdac.in
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Contest A nswers
InfoSec Quiz InfoSec Quiz

InfoSec Crossword

InfoSec Crossword

Never talk or give phone number to 
stranger meet at chat or Internet.
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